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Arrangement and method for monitoring a structure at a fixed
location, e.g., a house, parked boat or parked airplane,
includes a monitoring or sensor system arranged to obtain
information about the structure, an exterior of the structure
and/or an interior of the structure different than the location of
the structure, and a communication system coupled to the
sensor system and being provided with a location of the
structure. The communication system transmits the informa-
tion about the structure obtained by the sensor system and the
location of the structure to a remote facility. The remote
facility can therefore monitor the structure, and take steps to
ensure the integrity of the reservoir and the fluid therein. To
enable wireless and powerless monitoring, a power source
independent of a power grid extending outside of the fixed
structure may be provided to supply power to the sensor
system and the communications unit.
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REMOTE MONITORING OF FIXED

STRUCTURES
CROSS REFERENCE TO RELATED
APPLICATIONS
[0001] This application is:
[0002] 1. acontinuation-in-part (CIP) of U.S. patent appli-

cation Ser. No. 10/940,881 filed Sep. 13, 2004 which is:

[0003] A. a CIP of U.S. patent application Ser. No.
10/457,238 filed Jun. 9, 2003, now U.S. Pat. No. 6,919,
803 which claims priority under 35 U.S.C. §119(e) of
U.S. provisional patent application Ser. No. 60/387,792
filed Jun. 11, 2002;

[0004] B. a CIP of U.S. patent application Ser. No.
10/931,288 filed Aug. 31, 2004, now U.S. Pat. No.
7,164,117,

[0005] 2.a CIP of U.S. patent application Ser. No. 11/278,
979 filed Apr. 7, 2006 which is a CIP of U.S. patent applica-
tion Ser. No. 10/931,288 filed Aug. 31, 2004, now U.S. Pat.
No. 7,164,117,

[0006] 3.a CIP of U.S. patent application Ser. No. 11/380,
574 filed Apr. 27, 2006 which is a CIP of U.S. patent appli-
cation Ser. No. 10/931,288 filed Aug. 31, 2004, now U.S. Pat.
No. 7,164,117,

[0007] 4.a CIP of U.S. patent application Ser. No. 11/420,
497 filed May 25, 2006 which is a CIP of U.S. patent appli-
cation Ser. No. 10/931,288 filed Aug. 31, 2004, now U.S. Pat.
No. 7,164,117,

[0008] 5.a CIP of U.S. patent application Ser. No. 11/619,
863 filed Jan. 4, 2007 which is a CIP of U.S. patent applica-
tion Ser. No. 10/931,288 filed Aug. 31, 2004, now U.S. Pat.
No. 7,164,117,

[0009] 6. a CIP of U.S. patent application Ser. No. 11/755,
199 filed May 30, 2007,

[0010] 7.a CIP of U.S. patent application Ser. No. 11/843,
932 filed Aug. 23, 2007; and

[0011] 8. a CIP of U.S. patent application Ser. No. 11/865,
363 filed Oct. 1, 2007.

[0012] All of the foregoing patent application and all ref-
erences, patents and patent applications that are referred to
below are incorporated by reference in their entirety as if they
had each been set forth herein in full.

FIELD OF THE INVENTION

[0013] The present invention relates to arrangements and
methods for monitoring fixed structures such as buildings and
vacations homes, for break-ins, fire, smoke, water, pollution,
etc.

BACKGROUND OF THE INVENTION

[0014] A detailed discussion of background information is
set forth in parent applications listed above and incorporated
by reference herein. All of the patents, patent applications,
technical papers and other references referenced below and in
the parent applications are incorporated herein by reference
in their entirety. Various patents, patent applications, patent
publications and other published documents are discussed
below as background of the invention. No admission is made
that any or all of these references are prior art and indeed, it is
contemplated that they may not be available as prior art when
interpreting 35 U.S.C. §102 in consideration of the claims of
the present application.

Nov. 20, 2008

[0015] Definitions in the Background of the Invention sec-
tion of any of the above-mentioned applications are also
generally, but not restrictively, applicable herein.

OBIJECTS AND SUMMARY OF THE
INVENTION

[0016] Itis an object ofthe present invention to provide new
and improved systems for obtaining information about fixed
structures for the purposes of, for example, determining
whether there is an unauthorized person or persons in the
structure or condition which can lead to or has caused damage
to the structure, and transmitting that information to one or
more remote facilities.

[0017] In order to achieve this object and possibly others,
an arrangement for monitoring a structure at a fixed location
in accordance with the invention includes a monitoring or
sensor system arranged to obtain information about the struc-
ture or an interior of the structure different than the location of
the structure, and a communication system coupled to the
sensor system and being provided with a location of the
structure. The communication system transmits the informa-
tion about the structure obtained by the sensor system and the
location of the structure to a remote facility. Various sensors
are envisioned including an electromagnetic sensor, camera,
ultrasound sensor, capacitive sensor, chemical sensor, mois-
ture sensor, radiation sensor, biological sensor, temperature
sensor, pressure sensor, radiation sensor, an intruder sensor, a
fire detector, a smoke detector, a water detector and a pollu-
tion sensor.

[0018] The sensor system may be arranged to periodically
obtain information about the structure and provide the infor-
mation to the communications systems which transmits the
information to the remote facility. To enable wireless and
powerless monitoring, a power source independent of a
power grid extending outside of the fixed structure may be
provided to supply power to the sensor system and the com-
munications unit.

[0019] To efficiently manage power yet provide suitable
protection, the sensor system may include an initiation device
for periodically initiating the sensor system to obtain infor-
mation about the fixed structure. A wakeup sensor system
detects the occurrence of an internal or external event, or the
absence of an event for atime period, requiring a change in the
frequency of monitoring of the fixed structure. The initiation
device is coupled to the wakeup sensor system and changes
the rate at which it initiates the sensor system to obtain infor-
mation about the fixed structure in response to the detected
occurrence of an internal or external event by the wakeup
sensor system.

[0020] The sensor system may be controllable by the
remote facility to obtain information about the fixed structure.
The sensor system may include an integral energy providing
system and is wirelessly connected to the processor.

[0021] A method for monitoring a fixed structure in accor-
dance with the invention includes arranging a sensor system
to obtain information about the fixed structure different than
the location of the body of fluid, obtaining information about
the fixed structure via the sensor system, and transmitting the
obtained information about the fixed structure and the loca-
tion of the fixed structure to a remote facility. The communi-
cation system may be wirelessly coupled to the sensor sys-
tem. An environment around the fixed structure may be
monitored by the sensors to obtain information about the
environment around the fixed structure, and the information
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about the environment around the fixed structure transmitted
to the remote facility along with the information about the
fixed structure and the location of the fixed structure. The
sensor system may be controlled to periodically obtain infor-
mation about the fixed structure. At least one reactive system
may be arranged at the fixed structure to adjust a condition in
the fixed structure and controlled by the remote facility based
on the transmitted information about the fixed structure
obtained by the sensor system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] The following drawings are illustrative of embodi-
ments of the system developed or adapted using the teachings
of at least one of the inventions disclosed herein and are not
meant to limit the scope of the invention as encompassed by
the claims.

[0023] FIG.1illustrates a first embodiment of a cargo space
equipped with a system in accordance with the invention for
obtaining information from a tagged object in the cargo
space.

[0024] FIG. 2 illustrates a second embodiment of a cargo
space equipped with a system in accordance with the inven-
tion for obtaining information from a tagged object in the
cargo space.

[0025] FIG. 3 illustrates an embodiment of a cargo space
with RF windows.

[0026] FIG. 4 illustrates an embodiment of a cargo space
with an antenna multiplexer arrangement.

[0027] FIG. 5 illustrates an embodiment of a cargo space
with multiple antennas which enable the position of a tag to be
determined based on reception of signals by the antennas.
[0028] FIGS. 6 and 7 are block diagrams of an interrogator
with a single antenna which may be used in the invention.
[0029] FIG. 8 is a block diagram of an interrogator with
multiple antennas which may be used in the invention.
[0030] FIG. 9illustrates systems for deriving or harvesting
electrical power for use in the invention.

[0031] FIG. 10 illustrates a method of using triangulation to
determine the location of a tag within a cargo space in accor-
dance with the invention.

[0032] FIG. 11 is a cutaway view of a vehicle showing
possible mounting locations for vehicle interior temperature,
humidity, carbon dioxide, carbon monoxide, alcohol or other
chemical or physical property measuring sensors.

[0033] FIG. 12 is a schematic of a vehicle with several
accelerometers and/or gyroscopes at preferred locations in
the vehicle.

[0034] FIG.13 illustrates a driver with a timed RFID stand-
ing with groceries by a closed trunk.

[0035] FIG. 14 illustrates the driver with the timed RFID 5
seconds after the trunk has been opened.

[0036] FIG. 15 illustrates a trunk opening arrangement for
a vehicle in accordance with the invention.

[0037] FIG. 16A is a view of a SAW switch sensor for
mounting on or within a surface such as a vehicle armrest.
[0038] FIG.16B is a perspective view of the device of FIG.
16A with the force-transmitting member rendered transpar-
ent.

[0039] FIG. 16C is a perspective view of an alternate SAW
device for use in FIGS. 16A and 16B showing the use of one
of two possible switches, one that activates the SAW and the
other that suppresses the SAW.

[0040] FIG. 16D is a schematic of a RFID controlled by a
switch.
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[0041] FIG. 16E is a schematic of a SAW device controlled
by a switch.
[0042] FIG. 16F is a schematic of a backscatter antenna

which is controlled by a switch.

[0043] FIG. 16G is a schematic of circuit for a monitoring
system in accordance with the invention which has two
switches.

[0044] FIG. 16H illustrates one embodiment of a switch
whereby activation of the switch provides the energy neces-
sary to power an RFID.

[0045] FIG. 17 is a top view of a system for obtaining
information about a vehicle or a component therein, specifi-
cally information about the tires, such as pressure and/or
temperature thereof.

[0046] FIG. 18 is a side view of the vehicle shown in FIG.
17.

[0047] FIG.19is a schematic of the system shown in FIGS.
17 and 18.

[0048] FIG. 20 is a top view of an alternate system for

obtaining information about the tires of a vehicle.

[0049] FIG. 21 is a perspective view showing a shipping
container including one embodiment of the monitoring sys-
tem in accordance with the present invention.

[0050] FIG. 22 is aflow chart showing one manner in which
a container is monitored in accordance with the invention.
[0051] FIG. 23A is a cross-sectional view of a container
showing the use of RFID technology in a monitoring system
and method in accordance with the invention.

[0052] FIG. 23B is a cross-sectional view of a container
showing the use of barcode technology in a monitoring sys-
tem and method in accordance with the invention.

[0053] FIG. 23C is a cross-sectional view of a refrigerated
container showing the use of a diagnostic module in a moni-
toring system and method in accordance with the invention.
[0054] FIG. 24 is aflow chart showing one manner in which
multiple assets are monitored in accordance with the inven-
tion.

[0055] FIG. 25 is a schematic side view of a movable stor-
age tank, commonly known as a Frac tank, containing a level
monitoring system in accordance with the invention.

[0056] FIG. 26 is a perspective view of an oil or chemical
storage tank containing a level monitoring system in accor-
dance with the invention.

[0057] FIG. 27 shows one preferred method of determining
the level of a fluid in a tank that is independent on temperature
or the speed of sound.

[0058] FIG. 28 is a schematic illustration of the method of
FIG. 27.
[0059] FIG. 29 is a cross-sectional view of an embodiment

of a fluid level measuring system in accordance with the
invention.

[0060] FIG. 30 is an enlarged view of the fluid level mea-
suring system shown in FIG. 29.

[0061] FIG. 31 is a view of a Doppler ultrasonic flowmeter.
[0062] FIG. 32 is a view of a transit time ultrasonic flow-
meter.

[0063] FIG. 33 is a view of a turbine flowmeter.

[0064] FIG. 34 is a view of a target flowmeter.

[0065] FIG. 35 is a section of a pipeline illustrating two

bi-directional ultrasonic transit time flowmeters displaced in
the pipeline, two acoustic receivers in each flowmeter for
monitoring the pipe for abnormal sounds or vibrations indica-
tive of an attempt to breech the pipe, an energy harvesting
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system for generating needed energy for prolonged operation
and appropriate electronic circuitry.

[0066] FIG. 36 is an enlarged view of the power generator,
flow sensor and vibration sensor assembly of FIG. 35.

[0067] FIGS. 37A and 37B illustrate the flow of informa-
tion from various monitoring stations along a pipeline to a
secure location where the cumulative information can be
transmitted to the home station.

[0068] FIG. 38 is a schematic showing a reservoir moni-
tored in accordance with the invention.

[0069] FIG. 39 is a schematic showing a house monitored
in accordance with the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0070] Although many of the examples below relate to a
cargo space in an asset, the invention is not limited to any
particular space in any particular asset and is thus applicable
to all types of assets including vehicles, shipping containers,
fixed or movable storage tanks, pipelines and truck trailers
and to all spaces or compartments of a vehicle including, for
example, the passenger compartment and the trunk of an
automobile or truck. For the purposes of this disclosure the
word vehicle will be used to represent all such containers,
pipelines, trucks, trains, boats, airplanes and other vehicles
where appropriate.

[0071] Prior to describing the invention in detail, defini-
tions of certain words or phrases used throughout this patent
document will be defined: the terms “include” and “com-
prise”, as well as derivatives thereof, mean inclusion without
limitation; the term “or” is inclusive, meaning and/or; the
phrases “associated with” and “associated therewith”, as well
as derivatives thereof, may mean to include, be included
within, interconnect with, contain, be contained within, con-
nect to or with, couple to or with, be communicable with,
cooperate with, interleave, juxtapose, be proximate to, be
bound to or with, have, have a property of, or the like; and the
term “controller”, “control module”, “control unit”, “proces-
sor” are generally synonymous and mean any device, system
or part thereof that controls at least one operation, whether
such a device is implemented in hardware, firmware, software
or some combination of at least two of the same. It should be
noted that the functionality associated with any particular
controller may be centralized or distributed, whether locally
or remotely. Definitions for certain words and phrases are
provided throughout this patent document, and those of ordi-
nary skill in the art will understand that such definitions apply
in many, if not most, instances to prior as well as future uses
of such defined words and phrases.

[0072] Referring to the accompanying drawings, FIGS.
1-10 illustrate a method and system for identifying and locat-
ing an RFID-tagged article inside a cargo space defined by a
frame. The RFID tags can be active, passive or a combination
of'both, or MIR or Wibree transmitters, or devices providing
backscatter including antennas and dihedral and corner cube
reflectors. The system can employ multiple antennas inside or
outside of a cargo space, truck trailer or other vehicle cargo
space as illustrated in FIGS. 1-6. The system is preferably
designed for a low power battery operation when the cargo
space is not tethered to a power source. Some energy harvest-
ing methods for powering the system are shown in FIGS. 9
and 36. The system requires little power and has a low duty
cycle when not connected to a power source. Thus the system
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will provide RFID tag identification, and in some cases sensor
monitoring information, for many years with internal battery
power.

[0073] A passive RFID tag can operate at about 915 MHz
(ISM band) complying with FCC rule 15, for example, or
other rules that may apply either in the US or other countries.
The frequency can be any frequency permitted under these
rules.

[0074] FIG. 1 illustrates an embodiment of a cargo space
with three antennas 10, 12, 14 spaced in a triangular fashion
and connected to an interrogator 16 internal to the cargo space
with the antennas 10, 12, and 14 shown in one possible
configuration arranged on a common wall of the cargo space.
The interrogator 16 can be arranged inside or outside of the
cargo space and can be mounted on the outside, within or on
the inside of a wall defining the cargo space. For example, for
the shipping container shown in FIG. 1 having four walls, a
roof and a floor, the antennas 10, 12, 14 can be arranged in or
on the inside or outside of the front wall. This wall may be the
fixed wall opposite the door of the shipping container. Inother
embodiments, the antennas 10, 12, 14 can be arranged in or on
the other walls of the container.

[0075] The interrogator 16 may be arranged within the
triangle defined by the antennas 10, 12, 14, for example, at or
about the approximate center ofthe triangle. In other embodi-
ments with multiple antennas, the interrogator may be situ-
ated to be equidistant from all of the antennas. Nevertheless,
the location of the interrogator relative to the antennas is not
critical to the practice of the invention and the interrogator
may be placed anywhere on the asset defining the cargo space,
or even separate and apart from the asset, as described below.
The interrogator 16 may be connected to the antennas 10, 12,
14 using wires or wirelessly. The time delay for the signals to
travel from the interrogator 16 to the antennas 10, 12, 14
needs to be considered in the calculations to determine the
distance to an RFID tag. These calculations are simplified if
the distance to each antenna 10, 12, 14 from the interrogator
16 is the same.

[0076] The interrogator 16 can be connected to a satellite
communication unit or other communication unit 18 from its
location associated with the cargo space, e.g., outside orin the
interior of the cargo space, using a wire or wirelessly using an
antenna. As shown, communication unit 18 can be arranged
on an exterior surface such as a roof of the asset. The satellite
or other communication unit 18 can have an external antenna
and can be used to send tag and other information to a remote
site. The distances from each antenna 10, 12, 14 to an RFID
device or tag 20 are shown as D1, D2 and D3. These distances
can be determined by a processor within the interrogator 16
shown schematically in FIG. 8, or the information obtained
by the interrogator 16 can be transmitted to another processor
that may be on the frame defining the cargo space or at a
remote location where the calculations can be performed. The
interrogator 16 can additionally obtain information from sen-
sors mounted in conjunction with and connected to tag 20 in
addition to the tag identification. These sensors can, for
example, monitor the motion, temperature, integrity, attitude,
pressure, weight, leakage and/or any other parameter associ-
ated with the object with which the tag is associated or its
environment.

[0077] Inthe above example, the interrogator 16 transmits
an interrogation signal and the tags, such as tag 20, return a
response with the desired information. An alternate approach
is for the tag 20, for example, to periodically transmit a signal
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which is received by antennas 10, 12, and 14. If a clock in the
tag 20 has been synchronized with a clock in the interrogator
16, then the distances D1, D2, and D3 can be determined
provided multipath and other effects are ignored or otherwise
dealt with. If a fourth antenna 8 is provided, then four signals
are received by the interrogator 16 and clock synchronization
is unnecessary. Adding additional antennas can improve the
location determination of tag 20 especially when the trans-
mission path to the tag 20 is obstructed leading to signal
transmission delays and multipath complications Thus, in this
embodiment, the RFID device 20 returns a signal at a specific
time after receipt of an interrogation signal or pulse from one
or more of the antennas 10, 12, 14, or at an appointed or
predesignated time.

[0078] Inone embodiment when the interrogator 16 causes
transmission of signals from multiple antennas 10, 12, 14, the
RFID 20 when receiving signals from one or more of these
antennas 10, 12, 14 may be arranged or programmed to pro-
vide information in the return signal indicative of a phase or
relative time of reception of signals from the multiple anten-
nas. A processor such as the one associated with the interro-
gator 16 could then analyze the return signals and, from the
phase or time reception information, derive information
about the location of the RFID device 20 or object to which it
is mounted.

[0079] FIG. 2 illustrates an embodiment of a cargo space
with three antennas 22, 24, 26 spaced in a triangular fashion
located on the roof, ceiling or top of the shipping container
defining the cargo space and connected to an interrogator 28
internal to the cargo space. The interrogator 28 is connected to
an external antenna 30 and can also be connected to a satellite
or other communication unit as in FIG. 1. The distances from
each antenna 22, 24, 26 to the RFID device or tag 32 are
shown as D1, D2 and D3. The interrogator 28 may be
arranged within the triangle defined by the antennas 22, 24, 26
or elsewhere. The variations described for the embodiment
shown in FIG. 1 are equally applicable to this embodiment.
[0080] Mounting ofthe antennas 22, 24, 26, or possibly any
other type of electromagnetic energy transmitter, on the roof
of the shipping container is advantageous in that is it very
unlikely to interfere with the maximum use of the cargo space
provided by the shipping container.

[0081] FIG. 3 illustrates an embodiment of a shipping con-
tainer defining a cargo space with multiple RF windows 34,
36, 38, 40 in the frame of the container. The windows 34, 36,
38, 40 allow for the signal to and from one or more RFID
devices or tags 42 in the cargo space to transmit and receive
signals from an interrogator 44 such as shown schematically
in FIG. 6 which can be located outside of the cargo space. This
embodiment therefore enables an interrogator 44 to obtain
signals via antenna 46 from an RFID device or tag 42 within
a cargo space while the interrogator 44 is separate and apart
from the cargo space. Such RF windows would be needed
anytime metal walls are interposed between the interrogator
and its antenna, and the space defined by the frame. It is thus
conceivable that the interrogator and its antenna may even be
arranged on the frame yet require one or more RF windows to
enable signals from the antenna to pass into the space and
return signals from any RFID devices in the space to pass out
of the space to be received by the antenna. Walls made from
other materials may also pose transmission problems depend-
ing on the interrogator frequency. Thus, knowledge of the
materials of the walls is a factor when determining the inter-
rogator frequency.
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[0082] The size, location and number of RF windows in an
asset, such as the shipping container defining the cargo space
shown in FIG. 3, can vary depending on, for example, the
expected and possible locations of RFID devices ortags in the
cargo space or other space defined by the asset, the dimen-
sions of the cargo space or other space defined by the asset,
and the expected relative position between the antenna of the
interrogator and the RFID devices. It is possible that one or
more RF windows be situated at the same location on a
particular type of shipping container and that a scanning
system being provided for use with such shipping containers
which is designed to accept one or more shipping containers
in a position in which the RF windows are automatically
properly aligned with an antenna of an interrogator of the
scanning system. This will simplify the scanning of the ship-
ping containers.

[0083] FIG. 4 illustrates an embodiment of a cargo space
with a multiple of internal antennas 46, 48, 50, 52 connected
to an antenna multiplexer 54 (such as a PE4261 SP4T RF
UltraCMOS™ Flip Chip Switch manufactured by Peregrine
Semiconductor). As shown, antennas 46, 48, 50, 52 are all
arranged at the top of the shipping container defining the
cargo space.

[0084] The multiplexer 54 may be connected to an antenna
56 outside of the cargo space (an external antenna, yet one
which is still mounted on or attached to the frame defining the
cargo space) for communications with an external interroga-
tor such as illustrated in FIG. 6. A transceiver may be con-
nected between the multiplexer 54 and the external antenna
56 in order to increase the signal strength of the signals from
the RFID device 58 which is internal to the shipping container
defining the cargo space. The external antenna 56 is used to
communicate with an interrogator and its antenna which is
used to control the transmissions of signals by the antennas
46, 48, 50, 52 and process signals received by the antennas
into information about the RFID device 58 or an object on or
to which the RFID device is attached. A processor may be
used for this purpose and may either be part of the interrogator
or separate therefrom which can be remote from the interro-
gator.

[0085] The RFID device location in the cargo space may be
determined by measuring the distances from the RFID device
58 to each of the internal antennas 46, 48, 50, 52 by triangu-
lation as illustrated in FIG. 10 and described below. Triangu-
lation may be used in the same manner whenever there are at
least three antennas which receive signals generated by the
presence of an RFID device in a monitored cargo space. If at
least four antennas are used, then the internal time delay in the
RFID circuitry need not be known. This is similar to the
techniques used for determining the location of a GPS
receiver based on receptions from four satellites. Whenever
GPS is mentioned herein, it is understood that it encompasses
Glonass, Galileo, Compus or other similar satellite-based
positioning systems.

[0086] FIG. 5 illustrates an embodiment of a cargo space
with multiple internal antennas 60, 62, 64, 66, 68, 70 con-
nected to an antenna multiplexer 72 (such as the PE4261).
The multiplexer 72 may be connected to an external antenna
74 outside of the cargo space for communications with an
external interrogator such as illustrated in FIG. 6. As in the
embodiment of FIG. 4, a transceiver may be connected
between the multiplexer 72 and the outside antenna 74 for
increasing the signal strength of the signals from the RFID
device 76 or RFID devices which are within the cargo space.
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The RFID device location in the cargo space may be deter-
mined by measuring the signal strengths from the internal
antennas 60, 62, 64, 66, 68, 70, whereby the antenna closestto
the RFID device 76 will have the largest or strongest signal
therefore the zone where the RFID device 76 is located in the
cargo space may be determined.

[0087] Whenusing multiple antennas on an asset and deriv-
ing the general location of the RFID device or RFID-device
equipped object based on the signal strength, the antennas can
be distributed or spaced apart along any single dimension of
the asset, e.g., longitudinally for the shipping container as
shown in FIG. 5. In this manner, the approximate longitudinal
location of the RFID device or object equipped therewith
could be determined. Of course, when two antennas provide
signals having equal strength, it could be derived that the
RFID device is situated approximately half-way between the
antenna locations.

[0088] Inoneembodiment, the antennas are arranged along
a longitudinal center line of the cargo space, e.g., down the
center or side of a shipping trailer or container.

[0089] FIG. 6 illustrates a block diagram of an interrogator
with a single antenna which may be used in the embodiments
herein. Information from this interrogator may be displayed
locally or sent over acommunications link, such as a satellite,
cell phone, internet or equivalent link, to a remote location for
processing, logging, re-transmission or for any other purpose.
[0090] The interrogator 78 includes a pair of oscillators 80,
82, amodulator 84 processing the output from oscillators 80,
82 and providing output to a power amplifier 86, and a circu-
lator 88 connected to the power amplifier 86 and providing a
signal for transmission by the antenna 90 with a signal being
received by antenna 90 being directed through the circulator
88 to an amplifier 92. A phase detector 94 is connected to the
oscillator 82, modulator 84 and amplifier 92 which performs
a phase comparison between the signals transmitted and
received via antenna 90. A microprocessor 96 is coupled to
the modulator 84 and phase detector 94 which analyzes the
phase comparison to determine information about a RFID
device which returns a signal to the antenna 90. This infor-
mation may be distance or range information, which may be
provided to an external device or a display. Additionally or
alternatively, it may be identification information, or infor-
mation from any RFID device associated sensors.

[0091] The information may be derived using the known
speed of the waves (speed of light) and the time for travel of
the waves, since the distance between the antenna and the
RFID-device is equal to one-half the speed multiplied by the
total travel time.

[0092] FIG. 7 illustrates a block diagram of an interrogator
with a single antenna similar to that shown in FIG. 6. Infor-
mation from this interrogator may be displayed locally or sent
over a communications link via a communications device 97
to a remote location as above. This embodiment of an inter-
rogator shows a method for measuring the distance from the
interrogator antenna to the antenna of an RFID device. The
modulation used may be either amplitude or frequency; the
phase detector may be of the phase/frequency type. An exem-
plifying calculation for amplitude modulation would involve
determining the time for travel of the waves, which is equal to
twice the distance between the antenna and the RFID-device
(having a set maximum, for example, of 5 meters) divided by
the speed of light.

[0093] FIG. 8 illustrates a block diagram of an interrogator
with multiple antennas which may be used in embodiments
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herein. The block diagram is similar to that shown in FIG. 6
and the same reference numerals designate the same ele-
ments. However, in this embodiment, individual antennas are
selected by a MUX 98 (which may be one designated in the
literature as a PE4261). The MUX 98 controls the transmis-
sion and reception of signals via antennas 100, 102, 104. Any
number of antennas may be provided. The PE4261 is limited
to six antennas. Control of the MUX 98 may be achieved
using the microprocessor 96 which is coupled thereto.

[0094] Information from this interrogator may be displayed
locally or sent over a communications link to a remote loca-
tion as described above. This embodiment of an interrogator
shows a method for measuring the distance from the selected
interrogator antenna to a tag antenna. The modulation may be
amplitude, frequency or pulse; the phase detector may be of
the phase/frequency type. Example calculations are shown
for amplitude modulation. By using the distances from the
antennas 100, 102, 104 to a tag, the location of the tag can be
calculated by triangulation as shown in FIG. 10 and described
below.

[0095] FIG. 9 illustrates three exemplary methods for
deriving or harvesting electrical power for the operation of
interrogators, multiplexers, transceivers or transmitters, as
well as any other electricity consuming devices on the cargo
container needed for the operation or for the purpose of gath-
ering information about a tagged object in the cargo space.
Such devices can be situated within the cargo space orin or on
the structure defining the cargo space. These energy harvest-
ing devices include solar panels 106 (shown in the top of the
cargo container), a vibration power generator 108 (shown on
a side of the container) and a magnetic field variation device
110 which generates electrical power based on variations in a
magnetic field caused by movement of the container. Other
energy harvesting devices can also be used.

[0096] FIG. 10 illustrates a method of using triangulation to
determine the location of a typical tag 112 within a cargo
space, which may be used in embodiments described herein.
The exemplary tag location determination by triangulation is
shown for two dimensions in the X, y plane but may be readily
extended to a three-dimensional X, y, Z space.

[0097] Let:
[0098] R1=The measured range from Antenna 114 to the
tag 112.
[0099] R2=The measured range from Antenna 116(a,0) to
the tag 112.
[0100] a=known distance between antennas
RIZ:=x+)”
¥ =R12-x° Eq (1)
R2Z:=(x+a)*+y” Eq(2)

substituting:
R22:=(x+a)*+R1%-x*
R2P’-RI:=x+2ax+a’—x"
2-qw:=R2’-R1?-d°

[0101] R1 and R2 are measured values and a is known by
the distance between the antennas 114, 116 therefore; x can
be computed. Once x is computed y can be found by substi-
tuting X into equation 1.
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(R22-R1>-d®)
X=
2-a

[0102] The location of the tag 112 in three dimensions can
now be easily found by those skilled in the art.

[0103] The above analysis has been based on the time of
arrival of a signal from a tag at the various antennas relative to
the time of transmission and the known delay in the RFID tag
between reception of the interrogation signal and transmis-
sion of the return signal by the tag. A set of equations can also
be derived based on four antennas that provides the three
dimensional location of the tag plus the time that the trans-
mission was sent from the tag based on the time of arrival at
the four antennas. Other methods based on the angle of arrival
can permit vectors to be drawn that pass through the tag
location and then based on the calculation of the intersection
of these vectors, the location of the tag can be found. Infor-
mation about this technique is disclosed, for example, in Z.
Wen, L. Li, and P. Wei “Fast Direction Using Modified
Pseudocovariance Matrix”, IEEE Transactions on Antennas
and Propagation, Vol 54, No. 12, December 2006, and articles
referenced therein.

[0104] An alternate approach is for the antennas to send
short pulses which all of the tags would hear and record the
times of arrival. The recorded arrival times would then be sent
back to the interrogator from which the interrogator processor
could determine the location of a tag based on the pattern of
signals that the tag heard. Each antenna could append an ID so
that the tag could record the tag signal correspondence. These
techniques can be based on relative times or on absolute time.
The latter could be determined by a variety of methods
including syncing the clock on each tag with the interrogator
clock or, alternately, recording the time of arrival from at least
four antennas.

[0105] Another method of determining the location of a tag
is to enable the tag to either receive or transmit ultrasound. In
the latter case, the tag would emit an ultrasonic pulse when it
receives an RF pulse and listeners distributed around the
cargo space would receive each ultrasonic pulse at a different
time and thereby know, or enable a determination of, the
distance to the tag. If there are three listeners and the time that
the interrogation pulse was sent is known, then the tag loca-
tion is known based on the known location of the listeners
since the speed of sound is much slower than the speed of
light.

[0106] The methods and systems described above for inter-
acting with RFID devices or tags are equally applicable for
other types of tags or responsive devices including but not
limited to various SAW devices, resonators and reflectors
(e.g., corner cube or dihedral reflectors), such as disclosed in
the applications listed above. The information obtained by the
methods and system in accordance with the invention which
interact with these devices may be identification information
and positional information. In the latter case, when tags are
installed onto components of assets, such as a seat or door in
avehicle, their presence, positions and/or orientations can be
determined and used to control other systems. Such systems
include vehicular systems having an output which varies as a
function of the presence, position and/or orientation of the
components (which may correlate to the presence, position
and/or orientation of human occupants of the vehicles).
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[0107] The methods and system in accordance with the
invention can be used to interrogate multiple RFID devices or
similar tags. In this case, the identification, location and/or
motion of multiple RFID devices or objects associated there-
with can be determined.

[0108] Inapreferred embodiment, the asset is a vehicle and
one or more components are equipped with RFID devices.
The interrogator controls transmission of RF signals from the
antennas to cause these RFID devices to generate return sig-
nals. Analysis of these return signals by a processor associ-
ated with the interrogator can be used to derive information
about the components. In this regard, reference is made to the
disclosure of U.S. Pat. No. 6,820,897 which is directed to,
among other things, the use of resonators arranged on vehicu-
lar components.

[0109] Additional variations of any of the embodiments of
the methods and systems described above include the ability
of the interrogator or antenna multiplexer to transmit signals
from the RFID devices or information derived from the RFID
devices and any sensors associated therewith to one or more
locations or sites remote from the asset containing the RFID
device. This allows remote monitoring of assets and the con-
tents of such assets.

[0110] The presence of aninterrogator onthe same frame or
structure which defines a space into which RFID devices or
objects equipped with RFID devices reside greatly simplifies
the ability to scan spaces of these frames or structures. The
objects equipped with the RFID devices may include sensors.
In addition, such sensors may be arranged to be indepen-
dently interrogated by the interrogator which would thus
interrogate the RFID devices and the sensors. These sensors
may be temperature, optical, flow, humidity, chemical, bio-
chemical, current, voltage, magnetic field, electric field,
force, acceleration, velocity, displacement, position, vibra-
tion, acoustic, ultrasonic, radiation, charge, viscosity, density,
electrical resistance, electrical impedance, electrical capaci-
tance, electrical inductance, optical, opacity, turbidity and
pressure sensors.

[0111] The presence and identification of people can be
derived using RFID devices, via analysis of information from
RFID devices mounted to the vehicle’s structure such as seats,
and then transmitted off of the vehicle. This concept is dis-
closed in U.S. Pat. No. 5,829,782, along with the presence of
tags and tag monitors inside a vehicle.

[0112] The methods and systems described above can also
be used to determine the location of RFID devices exterior
and proximate to a cargo space, on or in another part of the
vehicle containing the interrogator.

[0113] The power transmitted by the antennas may be
higher in view of the transmission of the radio frequency
signals into a closed cargo space. In this regard, transmission
rules by the FCC may not apply within an enclosed volume
with regard to frequencies or power.

[0114] The invention is also applicable to the placement of
RFID device on luggage or baggage which is placed on air-
planes. In this case, a passenger and others can always locate
their baggage, provided they have an interrogator to deter-
mine the location of each passenger’s luggage. This permits
airline personnel to locate particular baggage within a plane
for removal, for example, if the owning passenger is not on
board. The system can thus detect and locate luggage and
baggage, or other objects, after it is in a vehicle equipped with
an interrogator.
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[0115] Another feature of some embodiments of the inven-
tion is the use of smart antennas and a single interrogator or
reader for use in determining the location of an RFID device
or object equipped therewith. The method and system can be
designed and configured to use minimal energy to achieve
this location-determination.

[0116] The RFID devices in any of the embodiments herein
may utilize an RFID switch, or other technique, to limit
transmissions.

[0117] Devices similar to RFID devices can be designed to
transmit MIR pulses for location purposes. Such pulses can
be coded to provide sensor and ID information. Such a system
can provide for a longer range transmission and, due to the
multiple frequencies involved, can provide for greater pen-
etration through surrounding objects that might otherwise
block a normal RFID signal. Such an MIR-based system can
also operate at very low energy levels yielding many years of
operation between battery charging or battery changing.
[0118] Inoneembodiment, transmission viathe antennasis
based on the location of the antennas. Thus, the interrogator
can control the antennas to transmit as a function of the
location which is known to the interrogator, or the processor
which controls the interrogator. This can be used to minimize
signal overlap or collisions.

[0119] For an RFID or other device which can transmit or
generate a return signal at two or more frequencies, it is
conceivable that the distance to the RFID device from the
antenna can be determined by determining the phase between
the received signals at the different frequencies.

[0120] Since the best position to place antennas on a ship-
ping container or frame of another asset including an interior,
object-receiving space, is not always known in advance, a
process can be implemented to find the best location for the
antennas. This process may entail arranging a large number of
antennas on the asset and conducting tests to determining the
position of RFID devices in the space. Antennas are removed
in stages and more tests conducted until the optimum number
and position of antennas for the space which provides an
acceptable accuracy is determined.

[0121] RFID devices can be used in combination with SAW
devices and other wireless sensors. Many sensors are now in
vehicles and many more will be installed. The following
disclosure is primarily concerned with wireless sensors
which can be based on MEMS, SAW and/or RFID technolo-
gies. Such vehicle sensors include tire pressure, temperature
and acceleration monitoring sensors; weight or load measur-
ing sensors; switches; vehicle temperature, acceleration,
angular position, angular rate, angular acceleration sensors;
proximity; rollover; occupant presence; humidity; presence
offluids or gases; strain; road condition and friction, chemical
sensors and other similar sensors providing information to a
vehicle system, vehicle operator or external site. The sensors
can provide information about the vehicle and/or its interior
or exterior environment, about individual components, sys-
tems, vehicle occupants, subsystems, and/or about the road-
way, ambient atmosphere, travel conditions and external
objects.

[0122] For wireless sensors, one or more interrogators can
be used each having one or more antennas that transmit
energy at radio frequency, or other electromagnetic frequen-
cies, to the sensors and receive modulated frequency signals
from the sensors containing sensor and/or identification
information. One interrogator can be used for sensing mul-
tiple switches, sensors or other devices. For example, an
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interrogator may transmit a chirp form of energy at 905 MHz
to 925 MHz, or alternately a series of one or more discrete
frequencies, to a variety of sensors located within and/or in
the vicinity of the vehicle. These sensors may be of the RFID
electronic type and/or of the surface acoustic wave (SAW)
type or a combination thereof. In the electronic type, infor-
mation can be returned immediately to the interrogator in the
form of a modulated backscatter RF signal. In the case of
SAW devices, the information can be returned after a delay.
RFID tags may also exhibit a delay due to the charging of the
energy storage device. One sensor can respond in both the
electronic (either RFID or backscatter) and SAW-delayed
modes.

[0123] When multiple sensors are interrogated using the
same technology, the returned signals from the various sen-
sors can be time, code, space or frequency multiplexed. For
example, for the case of the SAW technology, each sensor can
be provided with a different delay or a different code. Alter-
nately, each sensor can be designed to respond only to a single
frequency or several frequencies. The radio frequency can be
amplitude, code, pulse or frequency modulated. Space mul-
tiplexing can be achieved through the use of two or more
antennas and correlating the received signals to isolate signals
based on direction.

[0124] In many cases, the sensors will respond with an
identification signal followed by or preceded by information
relating to the sensed value, state and/or property. In the case
of a SAW-based or RFID-based switch, for example, the
returned signal may indicate that the switch is either on or off
or, in some cases, an intermediate state can be provided sig-
nifying that a light should be dimmed, rather than or on or off;,
for example. Alternately or additionally, an RFID based
switch can be associated with a sensor and turned on or off
based on an identification code or a frequency sent from the
interrogator permitting a particular sensor or class of sensors
to be selected.

[0125] SAW devices have been used for sensing many
parameters including devices for chemical and biological
sensing and materials characterization in both the gas and
liquid phase. They also are used for measuring pressure,
strain, temperature, acceleration, angular rate and other
physical states of the environment. Wireless sensors can also
comprise MEMS devices that are capable of chemical or
biological sensing, for example. One such device includes an
array of beams etched into a chip with the beams coated with
avariety of reactants that absorb various chemical or biologi-
cal species. Typically, each beam has a different coating. The
mass absorbed by the reactants varies the natural frequency of
abeam which can then be sensed periodically when the beams
on the MEMS device are excited electrically. The pattern of
frequency changes allows the determination of the presence
and/or concentration of the chemical or biological species.
Such a device has been used, for example, to determine the
make-up a perfumes. Such a device has applicability to moni-
toring of vehicles, and specifically compartments or interior
spaces therein, to determine the presence of various chemical
or biological species and thus warn authorities that a shipping
container contains such species, for example. Within an auto-
mobile, such a device can be used to test for carbon monoxide
or alcohol vapors in the cabin air, for example. Such a device
can communicate with a controller either by wires or wire-
lessly.

[0126] Economies are achieved by using a single interro-
gator or even a small number of interrogators to interrogate
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many types of devices. For example, a single interrogator may
monitor tire pressure and temperature, the weight of an occu-
pying item of the seat, the position of the seat and seatback, as
well as a variety of switches controlling windows, door locks,
seat position, etc. in a vehicle. Such an interrogator may use
one or multiple antennas and when multiple antennas are
used, may switch between the antennas depending on what is
being monitored.

[0127] Similarly, the same or a different interrogator can be
used to monitor various components of the vehicle’s safety
system including occupant position sensors, vehicle accelera-
tion sensors, vehicle angular position, velocity and accelera-
tion sensors, related to both frontal, side or rear impacts as
well as rollover conditions. The interrogator could also be
used in conjunction with other detection devices such as
weight sensors, temperature sensors, accelerometers which
are associated with various systems in the vehicle to enable
such systems to be controlled or affected based on the mea-
sured state.

[0128] Some specific examples of the use of interrogators
and responsive devices will now be described.

[0129] The antennas used for interrogating the vehicle tire
pressure transducers can be located outside of the vehicle
passenger compartment. For many other transducers to be
sensed the antennas can be located at various positions within
passenger compartment. At least one invention herein con-
templates, therefore, a series of different antenna systems,
which can be electronically switched by the interrogator cir-
cuitry. Alternately, in some cases, all of the antennas can be
left connected and total transmitted power increased.

[0130] There are several applications for weight or load
measuring devices in a vehicle including the vehicle suspen-
sion system and seat weight sensors for use with automobile
safety systems. As described in U.S. Pat. Nos. 4,096,740,
4,623,813, 5,585,571, 5,663,531, 5,821,425 and 5,910,647
and International Publication No. WO 00/65320(A1), SAW
devices are appropriate candidates for such weight measure-
ment systems, although in some cases RFID systems can also
be used with an associated sensor such as a strain gage. In this
case, the surface acoustic wave on the lithium niobate, or
other piezoelectric material, is modified in delay time, reso-
nant frequency, amplitude and/or phase based on strain of the
member upon which the SAW device is mounted. For
example, the conventional bolt that is typically used to con-
nect the passenger seat to the seat adjustment slide mecha-
nism can be replaced with a stud which is threaded on both
ends. A SAW or other strain device can be mounted to the
center unthreaded section of the stud and the stud can be
attached to both the seat and the slide mechanism using
appropriate threaded nuts. Based on the particular geometry
of the SAW device used, the stud can result in as little as a 3
mm upward displacement of the seat compared to a normal
bolt mounting system. No wires are required to attach the
SAW device to the stud other than for an antenna.

[0131] In use, the interrogator transmits a radio frequency
pulse at, for example, 925 MHz that excites antenna on the
SAW strain measuring system. After a delay caused by the
time required for the wave to travel the length of the SAW
device, a modified wave is re-transmitted to the interrogator
providing an indication of the strain of the stud with the
weight of an object occupying the seat corresponding to the
strain. For a seat that is normally bolted to the slide mecha-
nism with four bolts, at least four SAW strain sensors can be
used. Since the individual SAW devices are very small, mul-
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tiple devices can be placed on a stud to provide multiple
redundant measurements, or permit bending and twisting
strains to be determined, and/or to permit the stud to be
arbitrarily located with at least one SAW device always
within direct view of the interrogator antenna. In some cases,
the bolt or stud will be made on non-conductive material to
limit the blockage of the RF signal. In other cases, it will be
insulated from the slide (mechanism) and used as an antenna.
[0132] Iftwo longitudinally spaced apart antennas are used
to receive the SAW or RFID transmissions from the seat
weight sensors, one antenna in front of the seat and the other
behind the seat, then the position of the seat can be determined
eliminating the need for current seat position sensors. A simi-
lar system can be used for other seat and seatback position
measurements.

[0133] For strain gage weight sensing, the frequency of
interrogation can be considerably higher than that of the tire
monitor, for example. However, ifthe seat is unoccupied, then
the frequency of interrogation can be substantially reduced.
For an occupied seat, information as to the identity and/or
category and position of an occupying item of the seat can be
obtained through the multiple weight sensors described. For
this reason, and due to the fact that during the pre-crash event,
the position of an occupying item of the seat may be changing
rapidly, interrogations as frequently as once every 10 milli-
seconds or faster can be desirable. This would also enable a
distribution of the weight being applied to the seat to be
obtained which provides an estimation of the center of pres-
sure and thus the position of the object occupying the seat.
Using pattern recognition technology, e.g., a trained neural
network, sensor fusion, fuzzy logic, etc., an identification of
the object can be ascertained based on the determined weight
and/or determined weight distribution.

[0134] There are many other methods by which SAW
devices can be used to determine the weight and/or weight
distribution of an occupying item other than the method
described above and all such uses of SAW strain sensors for
determining the weight and weight distribution of an occu-
pant are contemplated. For example, SAW devices with
appropriate straps can be used to measure the deflection of the
seat cushion top or bottom caused by an occupying item, or if
placed on the seat belts, the load on the belts can determined
wirelessly and powerlessly. Geometries similar to those dis-
closed in U.S. Pat. No. 6,242,701 (which discloses multiple
strain gage geometries) using SAW strain-measuring devices
can also be constructed, e.g., any of the multiple strain gage
geometries shown therein.

[0135] Generally there is an RFID implementation, which
may contain an associated sensor that corresponds to each
SAW implementation. Therefore, where SAW is used herein
the equivalent RFID design will also be meant where appro-
priate.

[0136] Although a preferred method forusing the invention
is to interrogate each SAW device using wireless mecha-
nisms, in some cases, it may be desirable to supply power to
and/or obtain information from one or more of the SAW
devices using wires. As such, the wires would be an optional
feature.

[0137] One advantage of the weight sensors of this inven-
tion along with the geometries disclosed in the *701 patent
and herein below, is that in addition to the axial stress in the
seat support, the bending moments in the structure can be
readily determined. For example, ifa seat is supported by four
“legs”, it is possible to determine the state of stress, assuming
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that axial twisting can be ignored, using four strain gages on
each leg support for a total of 16 such gages. If the seat is
supported by three legs, then this can be reduced to 12 gages.
A three-legged support is preferable to four since with four
legs, the seat support is over-determined which severely com-
plicates the determination of the stress caused by an object on
the seat. Even with three supports, stresses can be introduced
depending on the nature of the support at the seat rails or other
floor-mounted supporting structure. If simple supports are
used that do not introduce bending moments into the struc-
ture, then the number of gages per seat can be reduced to
three, provided a good model of the seat structure is available.
Unfortunately, this is usually not the case and most seats have
four supports and the attachments to the vehicle not only
introduce bending moments into the structure but these
moments vary from one position to another and with tempera-
ture. The SAW strain gages of this invention lend themselves
to the placement of multiple gages onto each support as
needed to approximately determine the state of stress and thus
the weight of the occupant depending on the particular
vehicle application. Furthermore, the wireless nature of these
gages greatly simplifies the placement of such gages at those
locations that are most appropriate.

[0138] An additional point should be mentioned. In many
cases, the determination of the weight of an occupant from the
static strain gage readings yields inaccurate results due to the
indeterminate stress state in the support structure. However,
the dynamic stresses to a first order are independent of the
residual stress state. Thus, the change in stress that occurs as
a vehicle travels down a roadway caused by dips in the road-
way can provide an accurate measurement of the weight of an
object in a seat. This is especially true if an accelerometer is
used to measure the vertical excitation provided to the seat.
[0139] Some vehicle models provide load leveling and ride
control functions that depend on the magnitude and distribu-
tion of load carried by the vehicle suspension. Frequently,
wire strain gage technology is used for these functions. That
is, the wire strain gages are used to sense the load and/or load
distribution of the vehicle on the vehicle suspension system.
Such strain gages can be advantageously replaced with strain
gages based on SAW technology with the significant advan-
tages in terms of cost, wireless monitoring, dynamic range,
and signal level. In addition, SAW strain gage systems can be
more accurate than wire strain gage systems.

[0140] A strain detector in accordance with this invention
can convert mechanical strain to variations in electrical signal
frequency with a large dynamic range and high accuracy even
for very small displacements. The frequency variation is pro-
duced through use of a surface acoustic wave (SAW) delay
line as the frequency control element of an oscillator. A SAW
delay line comprises a transducer deposited on a piezoelectric
material such as quartz or lithium niobate which is arranged
s0 as to be deformed by strain in the member which is to be
monitored. Deformation of the piezoelectric substrate
changes the frequency control characteristics of the surface
acoustic wave delay line, thereby changing the frequency of
the oscillator. Consequently, the oscillator frequency change
is a measure of the strain in the member being monitored and
thus the weight applied to the seat. A SAW strain transducer
can be more accurate than a conventional resistive strain gage.
[0141] Other applications of weight measuring systems for
an automobile include measuring the weight of the fuel tank
or other containers of fluid to determine the quantity of fluid
contained therein as discussed below.
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[0142] One problem with SAW devices is that if they are
designed to operate at the GHz frequency, the feature sizes
become exceeding small and the devices are difficult to manu-
facture, although techniques are now available for making
SAW devices in the tens of GHz range. On the other hand, if
the frequencies are considerably lower, for example, in the
tens of megahertz range, then the antenna sizes become
excessive. [t is also more difficult to obtain antenna gain at the
lower frequencies. This is also related to antenna size. One
method of solving this problem is to transmit an interrogation
signal in the high GHz range which is modulated at the
hundred MHz range. At the SAW transducer, the transducer is
tuned to the modulated frequency. Using a nonlinear device
such as a Shocky diode, the modified signal can be mixed with
the incoming high frequency signal and re-transmitted
through the same antenna. For this case, the interrogator can
continuously broadcast the carrier frequency.

[0143] Devices based on RFID or SAW technology can be
used as switches in a vehicle as described in U.S. Pat. Nos.
6,078,252, 6,144,288 and 6,748,797. There are many ways
that this can be accomplished. A switch can be used to con-
nect an antenna to either an RFID electronic device or to a
SAW device. This requires contacts to be closed by the switch
activation. An alternate approach is to use pressure from an
occupant’s finger, for example, to alter the properties of the
acoustic wave on the SAW material much as in a SAW touch
screen. The properties that can be modified include the ampli-
tude of the acoustic wave, and its phase, and/or the time delay
oran external impedance connected to one of the SAW reflec-
tors as disclosed in U.S. Pat. No. 6,084,503. In this imple-
mentation, the SAW transducer can contain two sections, one
which is modified by the occupant and the other which serves
as a reference. A combined signal is sent to the interrogator
that decodes the signal to determine that the switch has been
activated. By any of these technologies, switches can be arbi-
trarily placed within the interior of an automobile, for
example, without the need for wires. Since wires and connec-
tors are the cause of most warranty repairs in an automobile,
not only is the cost of switches substantially reduced but also
the reliability of the vehicle electrical system is substantially
improved.

[0144] The interrogation of switches can take place with
moderate frequency such as once every 100 milliseconds.
Either through the use of different frequencies or different
delays, a large number of switches can be time, code, space
and/or frequency multiplexed to permit separation of the sig-
nals obtained by the interrogator. Alternately, an RF activated
switch on some or all of the sensors can be used as discussed
below.

[0145] Another approach is to attach a variable impedance
device across one of the reflectors on the SAW device. The
impedance can therefore be used to determine the relative
reflection from the reflector compared to other reflectors on
the SAW device. In this manner, the magnitude as well as the
presence of a force exerted by an occupant’s finger, for
example, can be used to provide a rate sensitivity to the
desired function. In an alternate design, as shown in U.S. Pat.
No. 6,144,288, the switch is used to connect the antenna to the
SAW device. In this case, the interrogator will not get a return
from the SAW switch unless it is depressed.

[0146] Temperature measurement is another field in which
SAW technology can be applied and the invention encom-
passes several embodiments of SAW temperature sensors.
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[0147] U.S. Pat. No. 4,249,418 is one of many examples of
prior art SAW temperature sensors. Temperature sensors are
commonly used within vehicles and many more applications
might exist if a low cost wireless temperature sensor is avail-
able such as disclosed herein. The SAW technology can be
used for such temperature sensing tasks. These tasks include
measuring the vehicle coolant temperature, air temperature
within passenger compartment at multiple locations, seat
temperature for use in conjunction with seat warming and
cooling systems, outside temperatures and perhaps tire sur-
face temperatures to provide early warning to operators of
road freezing conditions. One example, is to provide air tem-
perature sensors in the passenger compartment in the vicinity
ofultrasonic transducers used in occupant sensing systems as
describedin U.S. Pat. No. 5,943,295, since the speed of sound
in the air varies by approximately 20% from -40° C. to 85° C.
Current ultrasonic occupant sensor systems do not measure or
compensate for this change in the speed of sound with the
effect of reducing the accuracy of the systems at the tempera-
ture extremes. Through the judicious placement of SAW tem-
perature sensors in the vehicle, the passenger compartment
air temperature can be accurately estimated and the informa-
tion provided wirelessly to the ultrasonic occupant sensor
system thereby permitting corrections to be made for the
change in the speed of sound.

[0148] Since the road can be either a source or a sink of
thermal energy, strategically placed sensors that measure the
surface temperature of a tire can also be used to provide an
estimate of road temperature.

[0149] Acceleration sensing is another field in which SAW
technology can be applied and the invention encompasses
several embodiments of SAW accelerometers.

[0150] U.S. Pat. Nos. 4,199,990, 4,306,456 and 4,549,436
are examples of prior art SAW accelerometers. Airbag crash
sensors for determining whether the vehicle is experiencing a
frontal or side impact often use micromachined accelerom-
eters. These accelerometers are usually based on the deflec-
tion of a mass which is sensed using either capacitive or
piezoresistive technologies. SAW technology has previously
not been used as a vehicle accelerometer or for vehicle crash
sensing. Due to the importance of this function, at least one
interrogator could be dedicated to this critical function.
Acceleration signals from the crash sensors should be
reported at least preferably every 100 microseconds. In this
case, the dedicated interrogator would send an interrogation
pulse to all crash sensor accelerometers every 100 microsec-
onds and receive staggered acceleration responses from each
SAW accelerometer wirelessly. This technology permits the
placement of multiple low-cost accelerometers at ideal loca-
tions for crash sensing including inside the vehicle side doors,
in the passenger compartment and in the frontal crush zone.
Additionally, crash sensors can now be located in the rear of
the vehicle in the crush zone to sense rear impacts. Since the
acceleration data is transmitted wirelessly, concern about the
detachment or cutting of wires from the sensors disappears.
One of the main concerns, for example, of placing crash
sensors in the vehicle doors where they most appropriately
can sense vehicle side impacts, is the fear that an impact into
the A-pillar of the automobile would sever the wires from the
door-mounted crash sensor before the crash was sensed. This
problem disappears with the wireless technology of this
invention. If two accelerometers are placed at some distance
from each other, the roll acceleration of the vehicle can be
determined and thus the tendency of the vehicle to rollover
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can be predicted in time to automatically take corrective
action and/or deploy a curtain airbag or other airbag(s). Other
types of sensors such as crash sensors based on pressure
measurements, such as supplied by Siemens, can also now be
wireless.

[0151] Although the sensitivity of measurement is consid-
erably greater than that obtained with conventional piezoelec-
tric or micromachined accelerometers, the frequency devia-
tion of SAW devices remains low (in absolute value).
Accordingly, the frequency drift of thermal origin should be
made as low as possible by selecting a suitable cut of the
piezoelectric material. The resulting accuracy is impressive
as presented in U.S. Pat. No. 4,549,436, which discloses an
angular accelerometer with a dynamic a range of 1 million,
temperature coefficient of 0.005%/deg F, an accuracy of 1
microradian/sec?, a power consumption of 1 milliwatt, a drift
of 0.01% per year, a volume of 1 cc/axis and a frequency
response of 0 to 1000 Hz. The subject matter of the *436
patent is hereby included in the invention to constitute a part
of'the invention. A similar design can be used for acceleration
sensing.

[0152] In a similar manner as the polymer-coated SAW
device is used to measure pressure, a device wherein a seismic
mass is attached to a SAW device through a polymer interface
can be made to sense acceleration. This geometry has a par-
ticular advantage for sensing accelerations below 1 G, which
has proved to be very difficult for conventional micro-ma-
chined accelerometers due to their inability to both measure
low accelerations and withstand high acceleration shocks.
[0153] Gyroscopes are another field in which SAW tech-
nology can be applied and the inventions herein encompass
several embodiments of SAW gyroscopes.

[0154] SAW technology is particularly applicable for gyro-
scopes as described in International Publication No. WO
00/79217A2. The output of such gyroscopes can be deter-
mined with an interrogator that is also used for the crash
sensor accelerometers, or a dedicated interrogator can be
used. Gyroscopes having an accuracy of approximately 1
degree per second have many applications in a vehicle includ-
ing skid control and other dynamic stability functions. Addi-
tionally, gyroscopes of similar accuracy can be used to sense
impending vehicle rollover situations in time to take correc-
tive action.

[0155] The inventor has represented that SAW gyroscopes
of'the type described in WO 00/79217 A2 have the capability
of achieving accuracies approaching about 3 degrees per
hour. This high accuracy permits use of such gyroscopes in an
inertial measuring unit (IMU) that can be used with accurate
vehicle navigation systems and autonomous vehicle control
based on differential GPS corrections. Such a system is
described in U.S. Pat. No. 6,370,475. An alternate preferred
technology for an IMU is described in U.S. Pat. No. 4,711,
125. Such navigation systems depend on the availability of
four or more GPS satellites and an accurate differential cor-
rection signal such as provided by the OmniStar Corporation,
NASA or through the National Differential GPS system now
being deployed. The availability of these signals degrades in
urban canyon environments, in tunnels and on highways
when the vehicle is in the vicinity of large trucks. For this
application, an IMU system should be able to accurately
control the vehicle for perhaps 15 seconds and preferably for
up to five minutes. IMUs based on SAW technology, the
technology of U.S. Pat. No. 4,549,436 or of U.S. Pat. No.
4,711,125 are the best-known devices capable of providing
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sufficient accuracies for this application at a reasonable cost.
Other accurate gyroscope technologies such as fiber optic
systems are more accurate but can be cost-prohibitive,
although analysis has indicated that such gyroscopes can
eventually be made cost-competitive. In high volume produc-
tion, an IMU of the required accuracy based on SAW tech-
nology is estimated to cost less than about $100. A cost
competing technology is thatdisclosed in U.S. Pat. No. 4,711,
125 which does not use SAW technology.

[0156] What follows is a discussion of the Morrison Cube
of U.S. Pat. No. 4,711,125 known as the QUBIK™. Typical
problems that are encountered with sensors that try to mea-
sure multiple physical quantities at the same time and how the
QUBIK solves these problems are set forth below.

[0157] 1. Problem: Errors of measurement of the linear
accelerations and angular speed are mutually correlated.
Even if every one of the errors, taken separately, does not
accumulate with integration (the inertial system’s algorithm
does that), the cross-coupled multiplication (such as one dur-
ing re-projecting the linear accelerations from one coordinate
system to another) will have these errors detected and will
make them a systematic error similar to a sensor’s bias.
[0158] Solution: The QUBIK IMU is calibrated and com-
pensated for any cross axis sensitivity. For example: if one of
the angular accelerometer channels has a sensitivity to any of
the three of linear accelerations, then the linear accelerations
are buffered and scaled down and summed with the buffered
angular accelerometer output to cancel out all linear accel-
eration sensitivity on all three angular accelerometer chan-
nels. This is important to detect pure angular rate signals. This
is a very common practice throughout the U.S. aerospace
industry to make navigation grade IMU’s. Even when indi-
vidual gyroscopes and accelerometers are used in navigation,
they have their outputs scaled and summed together to cancel
out these cross axis errors. Note that competitive MEMS
products have orders of magnitude higher cross axis sensi-
tivities when compared to navigation grade sensors and they
will undoubtedly have to use this practice to improve perfor-
mance. MEMS angular rate sensors are advertised in degrees
per second and navigation angular rate sensors are advertised
in degrees per hour. MEMS angular rate sensors have high
linear acceleration errors that must be compensated for at the
IMU level.

[0159] 2. Problem: The gyroscope and accelerometer chan-
nels require settings to be made that contradict one another
physically. For example, a gap between the cube and the
housing for the capacitive sensors (that measure the displace-
ments of the cube) is not to exceed 50 to 100 microns. On the
other hand, the gyroscope channels require, in order to
enhance a Coriolis effect used to measure the angular speed,
that the amplitude and the linear speed of vibrations are as big
as possible. To do this, the gap and the frequency of oscilla-
tions should be increased. A greater frequency of oscillations
in the nearly resonant mode requires the stiffness of the elec-
tromagnetic suspension to be increased, too, which leads to a
worse measurement of the linear accelerations because the
latter require that the rigidity of the suspension be minimal
when there is a closed feedback.

[0160] Solution: The capacitive gap all around the levitated
inner cube of the QUBIK is nominally 0.010 inches. The
variable capacitance plates are excited by a 1.5 MHz 25 volt
peak to peak signal. The signal coming out is so strong (five
volts) that there is no preamp required. Diode detectors are
mounted directly above the capacitive plates. There is no
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performance change in the linear accelerometer channels
when the angular accelerometer channels are being dithered
or rotated back and forth about an axis. This was discovered
by having a ground plane around the electromagnets that
eliminated transformer coupling. Dithering or driving the
angular accelerometer which rotates the inner cube proof
mass is a gyroscopic displacement and not a linear displace-
ment and has no effect on the linear channels. Another very
important point to make is the servo loops measure the force
required to keep the inner cube at its null and the servo loops
are integrated to prevent any displacements. The linear accel-
erometer servo loops are not being exercised to dither the
inner cube. The angular accelerometer servo loop is being
exercised. The linear and angular channels have their own
separate set of capacitance detectors and electromagnets.
Driving the angular channels has no eftect on the linear ones.
[0161] The rigidity of an integrated closed loop servo is
infinite at DC and rolls off at higher frequencies. The QUBIK
IMU measures the force being applied to the inner cube and
not the displacement to measure angular rate. There is a force
generated on the inner cube when it is being rotated and the
servo will not allow any displacement by applying equal and
opposite forces on the inner cube to keep it at null. The servo
readout is a direct measurement of the gyroscopic forces on
the inner cube and not the displacement.

[0162] The servo gainis so high at the null position that one
will not see the null displacement but will see a current level
equivalent to the force on the cube. This is why integrated
closed loop servos are so good. They measure the force
required to keep the inner cube at null and not the displace-
ment. The angular accelerometer channel that is being dith-
ered will have a noticeable displacement at its null. The
sensor does not have to be driven at its resonance. Driving the
angular accelerometer at resonance will run the risk of over-
driving the inner cube to the point where it will bottom out and
bang around inside its cavity. There is an active gain control
circuit to keep the alternating momentum constant.

[0163] Note that competitive MEMS based sensors are
open loop and allow displacements which increase cross axis
errors. MEMS sensors must have displacements to work and
do not measure the Coriolis force, they measure displacement
which results in huge cross axis sensitivity issues.

[0164] 3. Problem: As the electromagnetic suspension is
used, the sensor is going to be sensitive to external constant
and variable (alternating) fields. Its errors will vary with its
position, for example, with respect to the Earth’s magnetic
field or other magnetic sources.

[0165] Solution: The earths magnetic field varies from -0.0
to +0.3 gauss and the magnets have gauss levels over 10,000.
The earth field can be shielded if necessary.

[0166] 4. Problem: The QUBIT sensing element is rela-
tively heavy so the sensor is likely to be sensitive to angular
accelerations and impacts. Also, the temperature of the envi-
ronment can affect the micron-sized gaps, magnetic fields of
the permanent magnets, the resistance of the inductance coils
etc., which will eventually increase the sensor errors.

[0167] Solution: The inner cube has a gap of 0.010 inches
and does not change significantly over temperature.

[0168] The resistance of the coils is not a factor in the active
closed loop servo. Anybody who make this statement does not
know what they are talking about. There is a stable one
PPM/C current readout resistor in series with the coil that
measures the current passing through the coil which elimi-
nates the temperature sensitivity of the coil resistance.
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[0169] Permanent magnets have already proven themselves
to be very stable over temperature when used in active servo
loops used in navigation gyroscopes and accelerometers.

[0170] Note that the sensitivity that the QUBIK IMU has
achieved 0.01 degrees per hour.

[0171] 5. Problem: High Cost. To produce the QUBIK, one
may need to maintain micron-sized gaps and highly clean
surfaces for capacitive sensors; the devices must be
assembled in a dust-free room, and the device itself must be
hermetic (otherwise dust or moisture will put the capacitive
sensor and the electromagnetic suspension out of operation),
the permanent magnets must have a very stable performance
because they’re going to work in a feedback circuit, and so on.
In our opinion, all these issues make the technology overly
complex and expensive, so an additional metrological control
will be required and no full automation can be ever done.

[0172] Solution: The sensor does not have micron size gaps
and does not need to be hermetic unless the sensor is sub-
merged in water! Most of the QUBIK IMU sensor is a cut out
PCB’s that can certainly be automated. The PCB design can
keep dust out and does not need to be hermetic. Humidity is
not a problem unless the sensor is submerged in water. The
permanent magnets achieve parts per million stability at a
cost of about $0.05 each for a per system cost of under one
dollar. There are may navigation grade gyroscopes and accel-
erometers that use permanent magnets.

[0173] Competitive MEMS sensors can have process con-
tamination problems. To my knowledge, there are no MEMS
angular rate sensors that do not require human labor and/or
calibration. The QUBIK IMU can instead use programmable
potentiometers at calibration instead of human labor.

[0174] Once an IMU of the accuracy described above is
available in the vehicle, this same device can be used to
provide significant improvements to vehicle stability control
and rollover prediction systems.

[0175] Keyless entry systems are another field in which
SAW technology can be applied and the invention encom-
passes several embodiments of access control systems using
SAW devices.

[0176] A common use of SAW or RFID technology is for
access control to buildings however, the range of electronic
unpowered RFID technology is usually limited to one meter
or less. In contrast, the SAW technology, when powered or
boosted, can permit sensing up to about 30 meters. As a
keyless entry system, an automobile can be configured such
that the doors unlock as the holder of a card containing the
SAW ID system approaches the vehicle and similarly, the
vehicle doors can be automatically locked when the occupant
with the card travels beyond a certain distance from the
vehicle. When the occupant enters the vehicle, the doors can
again automatically lock either through logic or through a
current system wherein doors automatically lock when the
vehicle is placed in gear. An occupant with such a card would
also not need to have an ignition key. The vehicle would
recognize that the SAW-based card was inside vehicle and
then permit the vehicle to be started by issuing an oral com-
mand ifavoice recognition system is present or by depressing
a button, for example, without the need for an ignition key.

[0177] SAW sensors operating in the wireless mode can
also be used to sense for ice on the windshield or other
exterior surfaces of the vehicle, condensation on the inside of
the windshield or other interior surfaces, rain sensing, heat-
load sensing and many other automotive sensing functions.
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They can also be used to sense outside environmental prop-
erties and states including temperature, humidity, etc.
[0178] SAW sensors can be economically used to measure
the temperature and humidity at numerous places both inside
and outside of a vehicle. When used to measure humidity
inside the vehicle, a source of water vapor can be activated to
increase the humidity when desirable and the air conditioning
system can be activated to reduce the humidity when neces-
sary or desirable. Temperature and humidity measurements
outside of the vehicle can be an indication of potential road
icing problems. Such information can be used to provide
early warning to a driver of potentially dangerous conditions.
Although the invention described herein is related to land
vehicles, many of these advances are equally applicable to
other vehicles such as airplanes and even, in some cases,
homes and buildings. The invention disclosed herein, there-
fore, is not limited to automobiles or other land vehicles.
[0179] Road condition sensing is another field in which
SAW technology can be applied and the invention encom-
passes several embodiments of SAW road condition sensors.
[0180] The temperature and moisture content ofthe surface
of'a roadway are critical parameters in determining the icing
state of the roadway. Attempts have been made to measure the
coefficient of friction between a tire and the roadway by
placing strain gages in the tire tread. Such strain gages are
ideal for the application of SAW technology especially since
they can be interrogated wirelessly from a distance and they
require no power for operation. As discussed herein, SAW
accelerometers can also perform this function. Measurement
of the friction coefficient, however, is not predictive and the
vehicle operator is only able to ascertain the condition after
the fact. Boosted SAW or RFID based transducers have the
capability of being interrogated as much as 100 feet from the
interrogator. Therefore, judicious placement of low-cost
SAW or RFID temperature and humidity sensors in and/or on
the roadway at critical positions can provide an advance
warning to vehicle operators that the road ahead is slippery.
Such devices are very inexpensive and therefore could be
placed at frequent intervals along a highway.

[0181] An infrared sensor that looks down the highway in
front of the vehicle can actually measure the road temperature
prior to the vehicle traveling on that part of the roadway. This
system also would not give sufficient warning if the operator
waited for the occurrence of a frozen roadway. The probabil-
ity of the roadway becoming frozen, on the other hand, can be
predicted long before it occurs, in most cases, by watching the
trend in the temperature. Once vehicle-to-vehicle and
vehicle-to-infrastructure communications are common, road-
way icing conditions can be communicated between vehicles
or, preferably, to the internet and thereafter to all vehicles in
the vicinity. Wi-Fi and in particular WiMAX is currently
being implemented and will become ubiquitous over time,
permitting the transfer of such information to vehicles enter-
ing the affected area even though the vehicles that sensed the
condition are no longer in the vicinity.

[0182] Some lateral control of the vehicle can also be
obtained from SAW transducers or electronic RFID tags
placed down the center of the lane, either above the vehicles
and/or in the roadway, for example, perhaps in lane-mounted
reflectors. A vehicle having two receiving antennas, for
example, approaching such devices, through triangulation or
direct proportion, is able to determine the lateral location of
the vehicle relative to these SAW devices. If the vehicle also
has an accurate map ofthe roadway, the identification number
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associated with each such device can be used to obtain highly
accurate longitudinal position determinations. Ultimately,
the SAW devices can be placed on structures beside the road
and perhaps on every mile or tenth of a mile marker. If three
antennas are used, as discussed herein, the distances from the
vehicle to the SAW device can be determined. These SAW
devices can be powered in order to stay below current FCC
power transmission limits. Such power can be supplied by a
photocell, energy harvesting where applicable, by a battery or
power connection.

[0183] Electronic RFID tags are also suitable for lateral and
longitudinal positioning purposes, however, the range avail-
able for current electronic RFID systems can be less than that
of SAW-based systems unless either are powered. On the
other hand, as disclosed in U.S. Pat. No. 6,748,797, the time-
of-flight of the RFID system can be used to determine the
distance from the vehicle to the RFID tag. Because of the
inherent delay in the SAW devices and its variation with
temperature, accurate distance measurement is probably not
practical based on time-of-flight but somewhat less accurate
distance measurements based on relative time-of-arrival can
be made. Even if the exact delay imposed by the SAW device
was accurately known at one temperature, such devices are
usually reasonably sensitive to changes in temperature, hence
they make good temperature sensors, and thus the accuracy of
the delay in the SAW device is more difficult to maintain. An
interesting variation of an electronic RFID that is particularly
applicable to this and other applications of this invention is
described in A. Pohl, L. Reindl, “New passive sensors”, Proc.
16th IEEE Instrumentation and Measurement Technology
Conf., IMTC/99, 1999, pp. 1251-1255.

[0184] Many SAW devices are based on lithium niobate or
similar strong piezoelectric materials. Such materials have
high thermal expansion coefficients. An alternate material is
quartz that has a very low thermal expansion coefficient.
However, its piezoelectric properties are inferior to lithium
niobate. One solution to this problem is to use lithium niobate
as the coupling system between the antenna and the material
or substrate upon which the surface acoustic wave travels. In
this manner, the advantages of a low thermal expansion coef-
ficient material can be obtained while using the lithium nio-
bate for its strong piezoelectric properties. Other useful mate-
rials such as Langasite™ have properties that are
intermediate between lithium niobate and quartz.

[0185] The use of SAW tags as an accurate precise posi-
tioning system as described above would be applicable for
accurate vehicle location, as discussed in U.S. Pat. No. 6,370,
475, for lanes in tunnels, for example, or other cases where
loss of satellite lock, and thus the primary vehicle location
system, is common.

[0186] The various technologies discussed above can be
used in combination. The electronic RFID tag can be incor-
porated into a SAW tag providing a single device that pro-
vides both a quick reflection of the radio frequency waves as
well as a re-transmission at a later time. This marriage of the
two technologies permits the strengths of each technology to
be exploited in the same device. For most of the applications
described herein, the cost of mounting such a tag in a vehicle
or on the roadway far exceeds the cost of the tag itself.
Therefore, combining the two technologies does not signifi-
cantly affect the cost of implementing tags onto vehicles or
roadways or side highway structures. An alternative is to use
acorner cube or dihedral reflector for ranging and an RFID or
SAW for identification.
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[0187] A variation ofthis design is to use an RF circuit such
as in an RFID to serve as an energy source. One design could
be for the RFID to operate with directional antennas at a
relatively high frequency such as 2.4 GHz. This can be pri-
marily used to charge a capacitor to provide the energy for
boosting the signal from the SAW sensor using circuitry such
as a circulator discussed below. The SAW sensor can operate
at a lower frequency, such as 400 MHz, permitting it to not
interfere with the energy transfer to the RF circuit and also
permit the signal to travel better to the receiver since it will be
difficult to align the antenna at all times with the interrogator.
Also, by monitoring the reception of the RF signal, the angu-
lar position of the tire can be determined and the SAW circuit
designed so that it only transmits when the antennas are
aligned or when the vehicle is stationary. Many other oppor-
tunities now present themselves with the RF circuit operating
at a different frequency from the SAW circuit which will now
be obvious to one skilled in the art.

[0188] An alternate method to the electronic RFID tag is to
simply use a radar or lidar reflector and measure the time-of-
flight to the reflector and back. The reflector can even be made
of'a series of reflecting surfaces displaced from each other to
achieve some simple coding. It should be understood that
RFID antennas can be similarly configured. An improvement
would be to polarize the radiation and use a reflector that
rotates the polarization angle, known as a dihedral reflector,
allowing the reflector to be more easily found among other
reflecting objects.

[0189] FIG. 11 illustrates a vehicle passenger compart-
ment, and the engine compartment, with multiple SAW or
RFID temperature sensors 85. SAW temperature sensors can
be distributed throughout the passenger compartment, such as
on the A-pillar, on the B-pillar, on the steering wheel, on the
seat, on the ceiling, on the headliner, and on the windshield,
rear and side windows and generally in the engine compart-
ment. These sensors, which can be independently coded with
different IDs and/or different delays, can provide an accurate
measurement of the temperature distribution within the
vehicle interior. RFID switches can also be used to isolate one
device from another. Such a system can be used to tailor the
heating and air conditioning system based on the temperature
at a particular location in the passenger compartment. If this
system is augmented with occupant sensors, then the tem-
perature can be controlled based on seat occupancy and the
temperature at that location. If the occupant sensor system is
based on ultrasonics, then the temperature measurement sys-
tem can be used to correct the ultrasonic occupant sensor
system for the speed of sound within the passenger compart-
ment. Without such a correction, the error in the sensing
system can be as large as about 20 percent.

[0190] The SAW temperature sensors 85 provide the tem-
perature at their mounting location to a processor unit 83 via
an interrogator with the processor unit 83 including appropri-
ate control algorithms for controlling the heating and air
conditioning system based on the detected temperatures. The
processor unit 83 can control, e.g., which vents in the vehicle
are open and closed, the flow rate through vents and the
temperature of air passing through the vents. In general, the
processor unit 83 can control whatever adjustable compo-
nents are present or form part of the heating and air condi-
tioning system.

[0191] All of the elements of the system which adjusts or
controls the vehicle components in any of the embodiments
described herein, i.e., the sensors, processing unit and reac-
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tive system which is controlled by the processing unit based
on the data sensed by the sensors, can be arranged within the
vehicle. They could be fixed to the frame of the vehicle,
and/or arranged in an interior defined by the frame, with the
sensor assemblies (the sensor and wireless transmission com-
ponent associated therewith) fixed relative to the processor
unit or receiver which contains the antenna capable of receiv-
ing the signals being transmitted wirelessly from the wireless
transmission component of the sensor assemblies. In some
embodiments, the sensor assemblies are arranged on parts of
the vehicle which are not fixed to the frame or fixed relative to
the processor unit or receiver, such as on the tires, but in other
embodiments, the sensor assemblies are arranged only on
parts fixed to the frame. This fixed relationship between the
sensor assemblies and the receiver(s) associated with the
processing unit allows for proper positioning of the receivers
to communicate with all designated sensor assemblies.
[0192] In FIG. 11, a child seat 87 is illustrated on the rear
vehicle seat. The child seat 87 can be fabricated with one or
more RFID tags or SAW tags (not shown). The RFID and
SAW tag(s) can be constructed to provide information on the
occupancy of the child seat, i.e., whether a child is present,
based on the weight, temperature, and/or any other measur-
able parameter. Also, the mere transmission of waves from
the RFID or SAW tag(s) on the child seat 87 would be indica-
tive of the presence of a child seat. The RFID and SAW tag(s)
can also be constructed to provide information about the
orientation of the child seat 87, i.e., whether it is facing
rearward or forward. Such information about the presence
and occupancy of the child seat and its orientation can be used
in the control of vehicular systems, such as the vehicle airbag
system or heating or air conditioning system, especially use-
ful when a child is left in a vehicle. In this case, a processor
would control the airbag or HVAC system and would receive
information from the RFID and SAW tag(s) via an interroga-
tor.

[0193] SAW sensors also have applicability to various
other sectors of the vehicle, including the powertrain, chassis,
and occupant comfort and convenience. For example, SAW
and RFID sensors have applicability to sensors for the pow-
ertrain area including oxygen sensors, gear-tooth Hall effect
sensors, variable reluctance sensors, digital speed and posi-
tion sensors, oil condition sensors, rotary position sensors,
low pressure sensors, manifold absolute pressure/manifold
air temperature (MAP/MAT) sensors, medium pressure sen-
sors, turbo pressure sensors, knock sensors, coolant/fluid
temperature sensors, and transmission temperature sensors.
[0194] SAW sensors for chassis applications include gear-
tooth Hall effect sensors, variable reluctance sensors, digital
speed and position sensors, rotary position sensors, non-con-
tact steering position sensors, and digital ABS (anti-lock
braking system) sensors. In one implementation, a Hall Effect
tire pressure monitor comprises a magnet that rotates with a
vehicle wheel and is sensed by a Hall Effect device which is
attached to a SAW or RFID device that is wirelessly interro-
gated. This arrangement eliminates the need to run a wire into
each wheel well.

[0195] FIG. 12 illustrates the placement of a variety of
sensors, primarily accelerometers and/or gyroscopes, which
can be used to diagnose the state of the vehicle itself. Sensor
105 can be located in the headliner or attached to the vehicle
roof above the side door. Typically, there can be two such
sensors one on either side of the vehicle. Sensor 106 is shown
in a typical mounting location midway between the sides of
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the vehicle attached to or near the vehicle roof above the rear
window. Sensor 109 is shown in a typical mounting location
in the vehicle trunk adjacent the rear of the vehicle. One, two
or three such sensors can be used depending on the applica-
tion. If three such sensors are used, preferably one would be
adjacent each side of vehicle and one in the center. Sensor 107
is shown in a typical mounting location in the vehicle door
and sensor 108 is shown in a typical mounting location on the
sill or floor below the door. Sensor 110, which can be also
multiple sensors, is shown in a typical mounting location
forward in the crush zone of the vehicle. Finally, sensor 111
can measure the acceleration of the firewall or instrument
panel and is located thereon generally midway between the
two sides of the vehicle. If three such sensors are used, one
would be adjacent each vehicle side and one in the center. An
IMU would serve basically the same functions at lower instal-
lation cost.

[0196] In general, sensors 105-111 provide a measurement
of the state of the vehicle, such as its velocity, acceleration,
angular orientation or temperature, or a state of the location at
which the sensor is mounted. Thus, measurements related to
the state of the sensor would include measurements of the
acceleration of the sensor, measurements of the temperature
of'the mounting location as well as changes in the state of the
sensor and rates of changes of the state of the sensor. As such,
any described use or function of the sensors 105-111 above is
merely exemplary and is not intended to limit the form ofthe
sensor or its function. Thus, these sensors may or may not be
SAW or RFID sensors and may be powered or unpowered and
may transmit their information through a wire harness, a
safety or other bus or wirelessly.

[0197] Eachsensor105-111 may be single axis, double axis
or triaxial accelerometers and/or gyroscopes typically of the
MEMS type. One or more can be IMUs. These sensors 105-
111 can either be wired to the central control module or
processor directly wherein they would receive power and
transmit information, or they could be connected onto the
vehicle bus or, in some cases, using RFID, SAW or similar
technology, the sensors can be wireless and would receive
their power through RF from one or more interrogators
located in the vehicle. In this case, the interrogators can be
connected either to the vehicle bus or directly to control
module. Alternately, an inductive or capacitive power and/or
information transfer system can be used.

[0198] The driver can be provided with a keyless entry
device, other RFID tag, smart card or cell phone with an RF
transponder that can be powerless in the form of an RFID or
similar device, which can also be boosted as described herein.
Generally, such keyless entry devices can be considered a
portable identification device. The interrogator, or a process-
ing unit associated therewith, determines the proximity of the
driver to the vehicle door or other similar object such as a
building or house door or vehicle trunk. As shown in FIG. 13,
if a driver 118 remains within a certain distance, 1 meter for
example, from the door or trunk lid 116, for example, for a
certain time period such as 5 seconds, then the door or trunk
lid 116 can automatically unlock and ever open in some
implementations. The distance and time period can be
selected or determined as desired. Thus, as the driver 118
approaches the trunk with his or her arms filled with packages
117 and pauses, the trunk can automatically open (see FIG.
14). Such a system would be especially valuable for older
people. This system can also be used for other systems in
addition to vehicle doors and trunk lids.



US 2008/0282817 Al

[0199] As shown in FIG. 15, an interrogator 115 is placed
on the vehicle, e.g., in the trunk 112 as shown, and transmits
waves. When the keyless entry device 113, which contains an
antenna 114 and a circuit including a circulator 135 and a
memory containing a unique ID code 136, is a set distance
from the interrogator 115 for a certain duration of time, the
interrogator 115 directs a trunk opening device 137 to open
the trunk lid 116. The duration of time is determined from the
continuous reception by the interrogator 115 of the ID code
136 from the keyless entry device 113.

[0200] A SAW device can also be used as a wireless switch
as shown in FIGS. 16A and 16B. FIG. 16A illustrates a
surface 120 containing a projection 122 on top of a SAW
device 121. Surface material 120 could be, for example, the
armrest of an automobile, the steering wheel airbag cover, or
any other surface within the passenger compartment of an
automobile or elsewhere. Projection 122 will typically be a
material capable of transmitting force to the surface of SAW
device 121. As shown in FIG. 16B, a projection 123 may be
placed on top of the SAW device 124. This projection 123
permits force exerted on the projection 122 to create a pres-
sure on the SAW device 124. This increased pressure changes
the time delay or natural frequency of the SAW wave travel-
ing on the surface of material. Alternately, it can affect the
magnitude of the returned signal. The projection 123 is typi-
cally held slightly out of contact with the surface until forced
into contact with it.

[0201] An alternate approach is to place a switch across the
IDT 127 as shown in FIG. 16C. If switch 125 is open, then the
device will not return a signal to the interrogator. If it is
closed, than the IDT 127 will act as a reflector sending a signal
back to IDT 128 and thus to the interrogator. Alternately, a
switch 126 can be placed across the SAW device. In this case,
a switch closure shorts the SAW device and no signal is
returned to the interrogator. For the embodiment of FIG. 16C,
using switch 126 instead of switch 125, a standard reflector
IDT would be used in place of the IDT 127.

[0202] FIG. 16D shows an embodiment wherein a radio-
frequency identification device (RFID) is controlled by a
switch 129A, and may be one of the wireless transmission
components of a switch assembly. The switch 129A may be a
conventional, mechanical switch such as a push button,
toggle and the like. A switch assembly would therefore com-
prise the RFID, the switch 129A and an antenna 119A which
may constitute another wireless transmission component. In
this case, when the user presses on an exposed surface of the
passenger compartment, he or she would close the switch
129A and thereby short the RFID so that it would be inop-
erative. That is, the RFID would not respond when interro-
gated. Instead of a switch, a variable impedance could also be
provided which would modify the output of the RFID based
on the magnitude of pressure to the exposed surface. Instead
of using the switch or variable impedance, another control
mechanism for causing variation in the transmission by the
wireless transmission components of the switch assembly can
be provided. In this embodiment, as well as the other embodi-
ments herein wherein an RFID is provided, the RFID can be
either a passive RFID or an active RFID. In the latter case, the
RFID is supplied with power from a power source on the
vehicle, such as the vehicle’s battery, a local battery, photo
cell, or a local energy generator or harvester.

[0203] FIGS. 16C and 16D are examples of manually acti-
vated RFID switch assemblies which could be used in a
vehicular component control system to adjust various com-
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ponents based on user action. For example, each switch
assembly could control a respective component with a pro-
cessor unit of the control system being coupled to or included
within an interrogator arranged to transmit RF signals having
identification data associated with the RFID switch assem-
blies such that upon transmission of each RF signal, any
RFID switch assemblies with matching identification data
would be capable of providing responsive signals. In particu-
lar, the RFID switch assemblies provide output based on
pressure applied by the occupant of the vehicle to an exposed
surface and includes an RF transmission component arranged
to wirelessly transmit an indication of the application of pres-
sure to the exposed surface. This indication may be the mag-
nitude of the pressure being applied (e.g., via the switch
assembly of FIG. 16C) or the absence of a signal (e.g., viathe
short-circuited RFID of FIG. 16D). Other input devices for
use in the same component control system include those
described elsewhere herein, for example, an RFID assembly
including a sensor and an RFID switch which could receive
an RF signal from the same interrogator and upon receipt of a
signal containing its identification, enable transmission of a
signal from the sensor from which a property being moni-
tored by the sensor is determinable. Another input device is an
RFID assembly including a sensor and an RFID switch which
is arranged to receive an RF signal from the same interrogator
and upon receipt of a signal not containing its identification,
disable transmission of an RF signal from the interrogator to
the sensor for its excitation, from which sensor a property
being monitored by the sensor is determinable.

[0204] FIG. 16H shows another switch assembly for con-
trolling a component which includes an energy storage and/or
transmission component 443 which may comprise an RFID
so that when the switch assembly is activated, the RFID 443
is able to respond to an interrogation signal from an interro-
gator associated with the component control system. The
RFID switch assembly includes a piezoelectric energy gen-
erator switch 441 underlying an exposed surface 440 of the
vehicle and formed by a plurality of sheets of a piezoelectric
material, such as polyvinylidene fluoride (PVDF), and gen-
erates power upon application of pressure to the exposed
surface 440. The generated power is usable to power the
transmission component, i.e., the RFID. The stack of PVDF
sheets are placed over supports 442 and can include a snap
action mechanism, not shown, to provide a snap action
switch.

[0205] PVDF (Polyvinylidene fluoride) is a known inex-
pensive material capable of use in vehicles. PVDF is also
usable as a SAW-type device and would be especially appli-
cable where there is external power provided. The presence of
available energy could lead to certain advantages of the use of
PVDF such as for chemical sensing since it could be much
larger than other sensing equivalents, such as lithium Nio-
bate, and therefore more likely to capture the chemical. As an
energy generator, PVDF has much more applicability since a
number of layers can be stacked thereby multiplying its
energy output. The switch shown in FIG. 16H can be made,
for example, so that it gets its power from someone snapping
the stack of PVDF sheets 441 between supports 442 in a snap
action switch. The power generated could send a signal to a
receiver or alternatively, it could be used to power the RFID
443 thereby giving an ID transmission relating to the switch-
ing action which is indicative of a desired action by the
occupant of the vehicle and thus could be used to control an
adjustable component.
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[0206] Such a PVDF switch could be used in those cases
where a switching or sensing function covering a broad area
is desired. The sensing of the contact of the head with a
headrest would be one example. In this case, the stack of
PVDF sheets is arranged in the headrest below the covering of
the headrest and when an occupant rests his or her head
against the headrest, the PVDF sheets are compressed thereby
generating power for an RFID to respond to an interrogator
signal. The return signal to the interrogator would therefore
be indicative of the presence of an occupant, or other object,
resting against the headrest. Of course, many other arrange-
ments will be obvious to one skilled in the art.

[0207] FIG.16E shows an embodiment wherein a surface-
acoustic-wave (SAW) device is controlled by a switch 129B,
and may be one of the wireless transmission components of a
switch assembly. The switch 129B may be a conventional,
mechanical switch such as a push button, toggle and the like.
A switch assembly would therefore comprise the SAW
device, the switch 129B and an antenna 119B which may
constitute another a wireless transmission component. In this
case, when the user presses on an exposed surface of the
passenger compartment, he or she would close the switch
1298 and thereby prevent the SAW device from receiving a
signal so that it would be inoperative. Instead of a switch, a
variable impedance could also be provided which would
modify the output of the SAW device based on the magnitude
of pressure to the exposed surface. Instead of using the switch
or variable impedance, another control mechanism for caus-
ing variation in the transmission by the wireless transmission
components of the switch assembly can be provided. In this
embodiment, as well as the other embodiments herein
wherein a SAW device is provided, the SAW device can be
either a passive SAW device or an active SAW device. In the
latter case, the SAW device is supplied with power from a
power source on the vehicle, such as the vehicle’s battery, a
local battery or a local energy generator or harvester.

[0208] A variable impedance is used as the control mecha-
nism for situations when variations in the operation of a
vehicular component are desired. For example, if a light is
capable of being dimmed, then the variable impedance would
be useful to control the dimming of the light. It is also useful
to control adjustment of the volume of a sound system in the
vehicle, as well as other analogue functions.

[0209] Referring now to FIG. 16F, another embodiment of
the invention using a control mechanism, i.e., a switch or
variable impedance, is an antenna 139 capable of reflecting an
interrogating signal, and even which slightly modifies the
interrogating signal (reflection from such an antenna being
termed backscatter). The modification to the interrogating
signal can be correlated to the desired manner for controlling
the vehicular component. In this case, a lead is connected to
an intermediate location on the antenna 139, e.g., the middle
of the antenna 139, and a switch or variable impedance (a
switch 129C is shown) is placed between the lead and ground.
In the embodiment having a switch 129C, when the switch
129C is open, the antenna 139 will reflect at a particular
frequency based on its length (for a simple dipole antenna).
When the switch 129C is closed by the application of pressure
to the exposed surface 138 of the passenger compartment, the
antenna 139 will short and thereby effectively reduce the
length of the antenna 139 and alter the resonant frequency of
the antenna 139. A lead placed at the middle of the antenna
139 would, when connected to a closed switch 129C leading
to ground, cause the resonant frequency to approximately
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double. In the embodiment having variable impedance, the
antenna would be provided with a variable effect depending
on the pressure exerted on the exposed surface or otherwise
controlling the variable impedance.

[0210] Referring now to FIG. 16G, in another embodiment
of'a SAW sensor assembly in accordance with the invention,
the circuit of the SAW sensor assembly has both an active
mode and a passive mode depending on the presence of suf-
ficient power in the energy storage device and whether the
substrate to which the SAW sensor assembly is associated
with is moving and thereby generates energy (for example,
the energy may be generated using the power generating
system described with reference to FIG. 9 herein and FIGS.
36,36A and 98 of U.S. patent application Ser. No. 11/618,834
incorporated by reference herein). That is, the SAW sensor
assembly circuit is provided with a passive mode, which is
used when power is not provided to the SAW device 158 by
either an energy harvester or energy generating system and
the substrate (tire) is not moving, and an active mode when
power is provided or available to the SAW device 158, e.g.,
provided by an energy harvester or energy generating system
upon rotation of the tire or from an energy storage device. In
the active mode (when the tire is rotating or there is sufficient
power in the energy storage device to power the SAW device
158), a power detection circuit 157 detects power and closes
a switch 129E thereby connecting the SAW device 158 to the
antenna 119C. Power detection circuit 157 may be integrated
into the SAW sensor assembly circuit so that whenever there
is sufficient power being generated or available, the switch
129E is automatically closed. On the other hand, when energy
for the SAW device 158 is not provided by an energy storage
device and the tire is not rotating, switch 129E is open so as to
avoid providing unnecessary signals from the SAW device
158 to the interrogator via the antenna 119C, the interrogator
being used to obtain the signals from the SAW device 158 and
process them into a meaningful reading of whatever property
or properties is/are being monitored by the SAW device 158.
However, since it is desirable to provide signals from the
SAW device 158 for certain conditions of the property being
monitored by the SAW device 158, e.g., the property is below
a threshold, a sensor 156 is provided and controls a second
switch 129D between the antenna 119C and the SAW device
158. Sensor 156 is designed to close the switch when one or
more conditions relating to the property are satisfied to
thereby enable a transmission from the antenna 119C to the
SAW device 158 and a modified signal to be provided from
the SAW device 158 to the antenna 119C for transmission to
the interrogator.

[0211] For example, if sensor 156 is a pressure sensor and
SAW assembly is being used to monitor tire pressure, then
when the pressure is below a threshold as detected by sensor
156, switch 129D is closed and thereby allows the SAW
device 158 to provide a modified signal. Sensor 156 should
ideally be a sensor that does not require power (or requires
minimal power) and can continually monitor the property, for
example, a pressure sensing diaphragm could be used to and
positioned relative to the switch 129D so that when the pres-
sure is below a threshold, the diaphragm moves and causes
closure of the switch 129D. Indeed, the switch 129D could
even be attached to such a pressure sensing diaphragm. In this
case, when the pressure is at or above the threshold, the
pressure sensing diaphragm does not close switch 129D
thereby conserving power. Switch 129D would therefore be
in an open position whenever the pressure was at or above the
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design threshold. Instead of a fixed threshold, a variable
threshold can be used based on any number of factors. Also,
a temperature sensor could be used to close a switch if tem-
perature is being monitored, e.g., a diaphragm which expands
with temperature could be attached to the switch 129D or
another thermal or temperature switch used in the circuit. Any
other type of sensor which changes its state or condition and
can cause closure of a switch based on a predetermined
threshold, or switch which is activated based on a sensed
property of the tire, could also be used in the invention.

[0212] The minimal transmission from the SAW device
158 is necessary in particular in a case where only one tire has
a low pressure. One reason for this is because it is difficult to
separate transmissions from more than one tire when operat-
ing in the passive mode.

[0213] Any of the disclosed applications can be interro-
gated by the central interrogator of this invention and can
either be powered or operated powerlessly as described in
general above. Block diagrams of three interrogators suitable
for use in this invention are illustrated in FIGS. 19A-19C of
the *834 application. FIG. 19A illustrates a super heterodyne
circuit and FIG. 19B illustrates a dual super heterodyne cir-
cuit. FIG. 19C operates as follows. During the burst time two
frequencies, F1 and F1+F2, are sent by the transmitter after
being generated by mixing using oscillator Osc. The two
frequencies are needed by the SAW transducer where they are
mixed yielding F2 which is modulated by the SAW and con-
tains the information. Frequency (F1+F2) is sent only during
the burst time while frequency F1 remains on until the signal
F2 returns from the SAW. This signal is used for mixing. The
signal returned from the SAW transducer to the interrogator is
F1+F2 where F2 has been modulated by the SAW transducer.
Itis expected that the mixing operations will resultinabout 12
db loss in signal strength.

[0214] As discussed elsewhere herein, the particular tire
that is sending a signal can be determined if multiple anten-
nas, such as three, each receive the signal. For a 500 MHz
signal, for example, the wave length is about 60 cm. If the
distance from a tire transmitter to each of three antennas is on
the order of one meter, then the relative distance from each
antenna to the transmitter can be determined to within a few
centimeters and thus the location of the transmitter can be
found by triangulation. If that location is not a possible loca-
tion for a tire transmitter, then the data can be ignored thus
solving the problem of a transmitter from an adjacent vehicle
being read by the wrong vehicle interrogator. This will be
discussed below with regard to solving the problem of a truck
having 18 tires that all need to be monitored. Note also, each
antenna can have associated with it some simple circuitry that
permits it to receive a signal, amplify it, change its frequency
and retransmit it either through a wire of through the air to the
interrogator thus eliminating the need for long and expensive
coax cables.

[0215] U.S. Pat. No. 6,622,567 describes a peak strain
RFID technology based device with the novelty being the use
of' a mechanical device that records the peak strain experi-
enced by the device. Like the system of the invention herein,
the system does not require a battery and receives its power
from the RFID circuit. The invention described herein
includes use of RFID-based sensors either in a peak strain
mode or in a preferred continuous strain mode. This invention
is not limited to measuring strain as SAW and RFID based
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sensors can be used for measuring many other parameters
including chemical vapor concentration, temperature, accel-
eration, angular velocity etc.

[0216] Oneaspectofatleastone ofthe inventions disclosed
herein is the use of an interrogator to wirelessly interrogate
multiple sensing devices thereby reducing the cost of the
system since such sensors are in general inexpensive com-
pared to the interrogator. The sensing devices are preferably
based on SAW and/or RFID technologies although other
technologies are applicable.

[0217]

[0218] Antennas are a very important aspect to SAW and
RFID wireless devices such as can be used in tire monitors,
seat monitors, weight sensors, child seat monitors, fluid level
sensors and similar devices or sensors which monitor, detect,
measure, determine or derive physical properties or charac-
teristics of a component in or on the vehicle or of an area near
the vehicle. In many cases, the location of a SAW or RFID
device needs to be determined such as when a device is used
to locate the position of a movable item in or on a vehicle such
as a seat. In other cases, the particular device from a plurality
of similar devices, such as a tire pressure and/or temperature
monitor that is reporting, needs to be identified. Thus, a com-
bination of antennas can be used and the time or arrival, angle
of arrival, multipath signature or similar method used to iden-
tify the reporting device. One preferred method is derived
from the theory of smart antennas whereby the signals from
multiple antennas are combined to improve the signal-to-
noise ratio of the incoming or outgoing signal in the presence
of multipath effects, for example.

[0219] Additionally, since the signal level from a SAW or
RFID device is frequently low, various techniques can be
used to improve the signal-to-noise ratio as described below.
Finally, at the frequencies frequently used such as 433 MHz,
the antennas can become large and methods are needed to
reduce their size. These and other antenna considerations that
can be used to improve the operation of SAW, RFID and
similar wireless devices are described below.

[0220]

[0221] One method of maintaining a single central antenna
assembly while interrogating all four tires on a conventional
automobile, is illustrated in FIGS. 17 and 18. The same tech-
nique may be used in the invention when interrogating mul-
tiple components, RFID devices or RFID-equipped objects as
disclosed herein.

[0222] An additional antenna can be located near the spare
tire, which is not shown. It should be noted that the system
described below is equally applicable for vehicles with more
than four tires such as trucks.

[0223] A vehicle body is illustrated as 620 having four tires
621 and a centrally mounted four element, switchable direc-
tional antenna array 622. The four beams are shown schemati-
cally as 623 with an inactivated beam as 624 and the activated
beam as 625. The road surface 626 supports the vehicle. An
electronic control circuit, not shown, which may reside inside
the antenna array housing 622 or elsewhere, alternately
switches each of the four antennas of the array 622 which then
sequentially, or in some other pattern, send RF signals to each
of'the four tires 621 and wait for the response from the RFID,
SAW or similar tire pressure, temperature, ID, acceleration
and/or other property monitor arranged in connection with or
associated with the tire 621. This represents a time domain
multiple access system.

Antenna Considerations

Tire Information Determination
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[0224] The interrogator makes sequential interrogation of
wheels as follows:

[0225] Stage 1. Interrogator radiates 8 RF pulses via the
first RF port directed to the 1st wheel.

[0226] Pulse duration is about 0.8 ys.

[0227] Pulse repetition period is about 40 ps.

[0228] Pulse amplitude is about 8 V (peak to peak)
[0229] Carrier frequency is about 426.00 MHz.

[0230] (Between adjacent pulses, the receiver opens its

input and receives four-pulses echoes from the transpon-
der located in the first wheel).

[0231] Then, during a time of about 8 ms, the internal
micro controller processes and stores received data.

[0232] Total duration of this stage is 32 pus+8 ms=8.032
ms.
[0233] Stage 2,3,4. Interrogator repeats operations as on

stage 1 for 2%, 37 and 4” wheel sequentially via appropriate
RF ports.

[0234] Stage 5. Interrogator stops radiating RF pulses and
transfers data stored during stages 1-4 to the external PC for
final processing and displaying. Then it returns to stage 1. The
time interval for data transfer equals about 35 ms.

[0235]

[0236]
wheels is

Some notes relative to FCC Regulations:
The total duration of interrogation cycle of four

8.032 ms*4+435 ms=67.12 ms.

[0237] During this time, interrogator radiates 8%*4=32
pulses, each of 0.8 ps duration.

[0238] Thus, average period of pulse repetition is
67.12 ms/32=2.09 ms=2090 ps
[0239] Assuming that duration of the interrogation pulse is

0.8 us as mentioned, an average repetition rate is obtained

0.8 11s/2090 ps=0.38*1073
[0240]
Pp=(4V)?(2*50 Ohm)=0.16 W
[0241]
Pave=0.16%0.38*1073=0.42*107> W, or 0.42 mW

[0242] Inanother application, the antennas of the array 622
transmit the RF signals simultaneously and space the returns
through the use of a delay line in the circuitry from each
antenna so that each return is spaced in time in a known
manner without requiring that the antennas be switched.
Another method is to offset the antenna array, as illustrated in
FIG. 20, so that the returns naturally are spaced in time due to
the different distances from the tires 621 to the antennas of the
array 622. In this case, each signal will return with a different
phase and can be separated by this difference in phase using
methods known to those in the art.

[0243] In another application, not shown, two wide angle
antennas can be used such that each receives any four signals
but each antenna receives each signal at a slightly different
time and different amplitude permitting each signal to be
separated by looking at the return from both antennas since,
each signal will be received differently based on its angle of
arrival.

[0244] Additionally, each SAW or RFID device can be
designed to operate on a slightly different frequency and the
antennas of the array 622 can be designed to send a chirp

Finally, the radiated pulse power is

and the average radiated power is
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signal and the returned signals will then be separated in fre-
quency, permitting the four signals to be separated. Alter-
nately, the four antennas of the array 622 can each transmit an
identification signal to permit separation. This identification
can be a numerical number or the length of the SAW sub-
strate, for example, can be random so that each property
monitor has a slightly different delay built in which permits
signal separation. The identification number can be easily
achieved in RFID systems and, with some difficulty and
added expense, in SAW systems. Other methods of separating
the signals from each of the tires 621 will now be apparent to
those skilled in the art. One preferred method in particular
will be discussed below and makes use of an RFID switch.
[0245] There are two parameters of SAW system, which
has led to the choice of a four echo pulse system:

[0246] ITU frequency rules require that the radiated
spectrum width be reduced to: A¢=1.75 MHz (in ISM
band, F=433.92 MHz);

[0247] The range of temperature measurement should be
from -40 F up to 4260 F.

[0248] Therefore, burst (request) pulse duration should be
not less than 0.6 microseconds.

Thu =1 /AG=0.6 15

[0249] This burst pulse travels to a SAW sensor and then it
is returned by the SAW to the interrogator. The sensor’s
antenna, interdigital transducer (IDT), reflector and the inter-
rogator are subsystems with a restricted frequency pass band.
Therefore, an efficient pass band of all the subsystems H(f)5,
will be defined as product of the partial frequency character-
istic of all components:

H(hs=H{, *H(),* . .. HY)i

[0250] On the other hand, the frequency H(¢)s and a time
I(t)5 response of any system are interlinked to each other by
Fourier’s transform. Therefore, the shape and duration (t,_,,
puls) an echo signal on input to the quadrature demodulator
will differ from an interrogation pulse.

[0251] In other words, duration an echo signal on input to
the quadrature demodulator is defined as mathematical con-
volution of a burst signal t,,,,. and the total impulse response
of the system I(T)s.

Techo:'?lm.® I(v)s

[0252] Thetaskis to determine maximum pulse duration on
input to the quadrature demodulator t,_,, under a burst pulse
duration t,,, 0of 0.6 microseconds. It is necessary to consider
in time all echo signals. In addition, it is necessary to take into
account the following:

[0253] each subsequent echo signal should not begin
earlier than the completion of the previous echo pulse.
Otherwise, the signals will interfere with each other, and
measurement will not be correct;

[0254] fornormal operation of available microcircuits, it
is necessary that the signal has a flat apex with a duration
not less than 0.25 microseconds (t,,,,=t3-t2). The sig-
nal’s phase will be constant only on this segment;

[0255] the total sensor’s pass band (considering double
transit IDT and its antenna as a reflector) constitutes 10
MHz;

[0256] the total pass band of the interrogator constitutes
no more than 4 MHz.

[0257] Conducting the corresponding calculations yields
the determination that duration of impulse front (12-t1=t4-
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t3) constitutes about 0.35 microseconds. Therefore, total
duration of one echo pulse is not less than:

Voo (2114, +(14-13)=0.35+0.2540.350.95 s

[0258] Hence, the arrival time of each following echo pulse
should be not earlier than 1.0 microsecond. This conclusion is
very important.
[0259] In Appendix 1 of the *139 application, it is shown
that for correct temperature measuring in the required band it
is necessary to meet the following conditions:
(T2-T1)=1/(72%10-6 1/° K*(125° C.—(—40° C.))*434.
92+#106)=194 ns
[0260] This condition is outrageous. If to execute ITU fre-
quency rules, the band of correct temperature measuring will
be reduced five times:

(125° C.—(-40° C.)*194 ns)/1000 ns=32° C.=58° F.

[0261] This is the main reason that it is necessary to add the
fourth echo pulse in a sensor. The principle purpose of the
fourth echo pulse is to make the temperature measurement
unambiguous in a wide interval of temperatures when a
longer interrogation pulse is used (the respective time inter-
vals between the sensor’s echo pulses are also longer). A
mathematical model of the processing of a four-pulse echo
that explains these statements is presented in Appendix 3 of
the 139 application.

[0262] The duration of the interrogation pulse and the time
positions of the four pulses are calculated as:

T1>4*t,;,=4.00 s

12=T1+t,,,=5.00 ps

echo
13=12+t,,;,=6.00 ps

TA=T3+7T,,,+0.08 [1s=7.08 s

[0263] The sensor’s design with four pulses is exhibited in
FIGS. 25 and 26 of the 834 application.
[0264] =, 0.60 us

[0265] T1 4.00 us
[0266] T2 5.00 us
[0267] T3 6.00 us
[0268] T4 7.08 us
[0269] The reason that such a design was selected is that

this design provides three important conditions:

[0270] 1. It has the minimum RF signal propagation loss.
Both SAW waves use for measuring (which are propagated to
the left and to the right from IDT).

[0271] 2. All parasitic echo signals (signals of multiple
transits) are eliminated after the fourth pulse. For example,
the pulse is excited by the IDT, then it is reflected from a
reflector No 1 and returns to the IDT. The pulse for the second
time is re-emitted and it passes the second time on the same
trajectory. The total time delay will be 8.0 microseconds in
this case.

[0272] 3. It has the minimum length.

[0273] Although the discussion herein concerns the deter-
mination of tire information, the same system can be used to
determine the location of seats, the location of child seats
when equipped with sensors, information about the presence
of object or chemicals in vehicular compartments and the
like.

[0274] Smart Antennas

[0275] Some of the shortcomings in today’s wireless prod-
ucts can be overcome by using smart antenna technology. A

Nov. 20, 2008

smart antenna is a multi-element antenna that significantly
improves reception by intelligently combining the signals
received at each antenna element and adjusting the antenna
characteristics to optimize performance as the transmitter or
receiver moves and the environment changes.

[0276] Smart antennas can suppress interfering signals,
combat signal fading and increase signal range thereby
increasing the performance and capacity of wireless systems.
[0277] A method of separating signals from multiple tires,
for example, is to use a smart antenna such as that manufac-
tured by Motia. This particular Motia device is designed to
operate at 433 MHz and to mitigate multipath signals at that
frequency. The signals returning to the antennas from tires,
for example, contain some multipath effects that, especially if
the antennas are offset somewhat from the vehicle center, are
different for each wheel. Since the adaptive formula will
differ for each wheel, the signals can be separated (see
“enhancing 802.11 WLANs through Smart Antennas”, Janu-
ary 2004 available at motia.com). The following is taken from
that paper.

[0278] “Antenna arrays can provide gain, combat multipath
fading, and suppress interfering signals, thereby increasing
boththe performance and capacity of wireless systems. Smart
antennas have been implemented in a wide variety of wireless
systems, where they have been demonstrated to provide a
large performance improvement. However, the various types
of spatial processing techniques have different advantages
and disadvantages in each type of system.”

[0279] “This strategy permits the seamless integration of
smart antenna technology with today’s legacy WLAN chipset
architecture. Since the 802.11 system uses time division
duplexing (the same frequency is used for transmit and
receive), smart antennas can be used for both transmit and
receive, providing a gain on both uplink and downlink, using
smart antennas on either the client or access point alone.
Results show a 13 dB gain with a four element smart antenna
over a single antenna system with the smart antenna on one
side only, and an 18 dB gain with the smart antenna on both
the client and access point. Thus, this “plug-and-play” adap-
tive array technology can provide greater range, average data
rate increases per user, and better overall coverage.

[0280] “Inthe multibeam or phased array antenna, a beam-
former forms several narrow beams, and a beam selector
chooses the beam for reception that has the largest signal
power. In the adaptive array, the signal is received by several
antenna elements, each with similar antenna patterns, and the
received signals are weighted and combined to form the out-
put signal. The multibeam antenna is simpler to implement as
the beamformer is fixed, with the beam selection only needed
every few seconds for user movement, while the adaptive
array must calculate the complex beamforming weights at
least an order of magnitude faster than the fading rate, which
can be several Hertz for pedestrian users.”

[0281] “Finally, there is pattern diversity, the use of antenna
elements with different patterns. The combination of these
types of diversity permits the use of a large number of anten-
nas even in a small form factor, such as a PCMCIA card or
handset, with near ideal performance.”

[0282] Through its adaptive beamforming technology,
Motia has developed cost-effective smart antenna appliques
that vastly improve wireless performance in a wide variety of
wireless applications including Wi-Fi that can be incorpo-
rated into wireless systems without major modifications to
existing products. Although the Motia chipset has been
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applied to several communication applications, it has yet to be
applied to all of the monitoring applications as disclosed in
the current assignee’s patents and pending patent applica-
tions, and in particular vehicular monitoring applications
such as tire monitoring.

[0283] The smart antenna works by determining a set of
factors or weights that are used to operate on the magnitude
and/or phase of the signals from each antenna before the
signals are combined. However, since the geometry of a
vehicle tire relative to the centralized antenna array does not
change much as the tire rotates, but is different for each wheel,
the weights themselves contain the information as to which
tire signal is being received. In fact, the weights can be chosen
to optimize signal transmission from a particular tire thus
providing a method of selectively interrogating each tire at
the maximum antenna gain.

[0284] Distributed Load Monopole

[0285] Antenna developments in the physics department at
the University of Rhode Island have resulted in a new antenna
technology. The antennas developed called DLM’s (Distrib-
uted loaded monopole) are small efficient, wide bandwidth
antennas. The simple design exhibits 50-ohm impedance and
is easy to implement. They require only a direct feed from a
coax cable and require no elaborate matching networks.
[0286] The prime advantage to this technology is a substan-
tial reduction of the size of an antenna. Typically, the DLM
antenna is about 4 the size of a normal dipole with only minor
loss in efficiency. This is especially important for vehicle
applications where space is always at a premium. Such anten-
nas can be used for a variety of vehicle radar and communi-
cation applications as well for the monitoring of RFID, SAW
and similar devices on a vehicle and especially for tire pres-
sure, temperature, and/or acceleration monitoring as well as
other monitoring purposes. Such applications have not pre-
viously been disclosed.

[0287] Although the DM is being applied to several com-
munication applications, it has yet to be applied to all of the
monitoring applications as disclosed in the current assignee’s
patents and pending patent applications. The antenna gain
that results and the ability to pack several antennas into a
small package are attractive features of this technology.
[0288] Plasma Antenna

[0289] The following disclosure was taken from “Mark-
land Technologies—Gas Plasma”.

[0290] “Plasma antenna technology employs ionized gas
enclosed in a tube (or other enclosure) as the conducting
element of an antenna. This is a fundamental change from
traditional antenna design that generally employs solid metal
wires as the conducting element. lonized gas is an efficient
conducting element with a number of important advantages.
Since the gas is ionized only for the time of transmission or
reception, “ringing” and associated effects of solid wire
antenna design are eliminated. The design allows for
extremely short pulses, important to many forms of digital
communication and radars. The design further provides the
opportunity to construct an antenna that can be compact and
dynamically reconfigured for frequency, direction, band-
width, gain and beamwidth. Plasma antenna technology will
enable antennas to be designed that are efficient, low in
weight and smaller in size than traditional solid wire anten-
nas.”

[0291] “When gas is electrically charged, or ionized to a
plasma state it becomes conductive, allowing radio frequency
(RF) signals to be transmitted or received. We employ ionized
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gas enclosed in a tube as the conducting element of an
antenna. When the gas is not ionized, the antenna element
ceases to exist. This is a fundamental change from traditional
antenna design that generally employs solid metal wires as
the conducting element. We believe our plasma antenna offers
numerous advantages including stealth for military applica-
tions and higher digital performance in commercial applica-
tions. We also believe our technology can compete in many
metal antenna applications.”

[0292] “Initial studies have concluded that a plasma anten-
na’s performance is equal to a copper wire antenna in every
respect. Plasma antennas can be used for any transmission
and/or modulation technique: continuous wave (CW), phase
modulation, impulse, AM, FM, chirp, spread spectrum or
other digital techniques. And the plasma antenna can be used
over a large frequency range up to 20 GHz and employ a wide
variety of gases (for example neon, argon, helium, krypton,
mercury vapor and xenon). The same is true as to its value as
a receive antenna.”

[0293] “Plasma antenna technology has the following addi-
tional attributes:

[0294] No antenna ringing provides an improved signal
to noise ratio and reduces multipath signal distortion.

[0295] Reduced radar cross section provides stealth due
to the non-metallic elements.

[0296] Changes in the ion density can result in instanta-
neous changes in bandwidth over wide dynamic ranges.

[0297] After the gas is ionized, the plasma antenna has
virtually no noise floor.

[0298] While in operation, a plasma antenna with a low
ionization level can be decoupled from an adjacent high-
frequency transmitter.

[0299] A circular scan can be performed electronically
with no moving parts at a higher speed than traditional
mechanical antenna structures.

[0300] It has been mathematically illustrated that by
selecting the gases and changing ion density that the
electrical aperture (or apparent footprint) of a plasma
antenna can be made to perform on par with a metal
counterpart having a larger physical size.

[0301] Our plasma antenna can transmit and receive
from the same aperture provided the frequencies are
widely separated.

[0302] Plasma resonance, impedance and electron
charge density are all dynamically reconfigurable. lon-
ized gas antenna elements can be constructed and con-
figured into an array that is dynamically reconfigurable
for frequency, beamwidth, power, gain, polarization and
directionality—on the fly.

[0303] A single dynamic antenna structure can use time
multiplexing so that many RF subsystems can share one
antenna resource reducing the number and size of
antenna structures.”

[0304] Several of the characteristics discussed above are of
particular usefulness for several of the inventions herein
including the absence of ringing, the ability to turn the
antenna off after transmission and then immediately back on
for reception, the ability to send very short pulses, the ability
to alter the directionality of the antenna and to sweep thereby
allowing one antenna to service multiple devices such as tires
and to know which tire is responding. Additional advantages
include, smaller size, the ability to work with chirp, spread
spectrum and other digital technologies, improved signal to
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noise ratio, wide dynamic range, circular scanning without
moving parts, and antenna sharing over differing frequencies,
among others.

[0305] Some of the applications disclosed herein can use
ultra wideband transceivers. UWB transceivers radiate most
of the energy with its frequency centered on the physical
length of the antenna. With the UWB connected to a plasma
antenna, the center frequency of the UWB transceiver could
be hopped or swept simultaneously.

[0306] A plasma antenna can solve the problem of multiple
antennas by changing its electrical characteristic to match the
function required—Time domain multiplexed. It can be used
for high-gain antennas such as phase array, parabolic focus
steering, log periodic, yogi, patch quadrafiler, etc. One
antenna can be used for GPS, ad-hoc (such as car-to-car)
communication, collision avoidance, back up sensing, cruse
control, radar, toll identification and data communications.
[0307] Although the plasma antennas are being applied to
several communication applications, they have yet to be
applied to the monitoring applications as disclosed herein.
The many advantages that result and the ability to pack sev-
eral antenna functions into a small package are attractive
features of this technology. Patents and applications that dis-
cuss plasma antennas include: U.S. Pat. No. 6,710,746 and
U.S. Pat. App. Pub Nos. 20030160742 and 20040130497.
[0308] Dielectric Antenna

[0309] A great deal of work is underway to make antennas
from dielectric materials. In one case, the electric field that
impinges on the dielectric is used to modulate a transverse
electric light beam. In another case, the reduction of the speed
of electro magnetic waves due to the dielectric constant is
used to reduce the size of the antenna. It can be expected that
developments in this area will affect the antennas used in cell
phones as well as in RFID and SAW-based communication
devices in the future. Thus, dielectric antennas can be advan-
tageously used with some of the inventions disclosed herein.
[0310] Nanotube Antenna

[0311] Antennas made from carbon nanotubes are begin-
ning to show promise of increasing the sensitivity of antennas
and thus increasing the range for communication devices
based on RFID, SAW or similar devices where the signal
strength frequently limits the range of such devices. The use
of these antennas is therefore contemplated herein for use in
tire monitors and the other applications disclosed herein.
[0312] Combinations of the above antenna designs in many
cases can benefit from the advantages of each type to add
further improvements to the field. Thus the inventions herein
are not limited to any one of the above concepts nor is it
limited to their use alone. Where feasible, all combinations
are contemplated herein.

[0313] Antenna Summary

[0314] A general system for obtaining information about a
vehicle or a component thereof or therein is illustrated in F1G.
19 and includes multiple sensors 627 which may be arranged
at specific locations on the vehicle, on specific components of
the vehicle, on objects temporarily placed in the vehicle such
as child seats, or on or in any other object in or on the vehicle
or in its vicinity about which information is desired. The
sensors 627 may be SAW or RFID sensors or other sensors
which generate a return signal upon the detection of a trans-
mitted radio frequency signal. A single multi-element
antenna array 622 is mounted on the vehicle, in either a
central location as shown in FIG. 17 or in an offset location as
shown in FIG. 20, to provide the radio frequency signals
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which cause the sensors 627 to generate the return signals. In
either case, the antenna array 622 is mounted between the
sides of the vehicle and includes at least one antenna element
directed to each side in order that the antenna array 622 is able
to communicate with sensors 627 on both sides of the vehicle,
i.e., the right and left sides of the vehicle. Thus, the single
antenna array 622 mounted between the sides ofthe vehicle is
able to communicate with sensors throughout the vehicle,
including on both sides of the vehicle.

[0315] A control system 628 is coupled to the antenna array
622 and controls the antennas in the array 622 to be operative
as necessary to enable reception of return signals from the
sensors 627. There are several ways for the control system
628 to control the array 622, including to cause the antennas
to be alternately switched on in order to sequentially transmit
the RF signals therefrom and receive the return signals from
the sensors 627 and to cause the antennas to transmit the RF
signals simultaneously and space the return signals from the
sensors 627 via a delay line in circuitry from each antennas
such that each return signal is spaced in time in a known
manner without requiring switching of the antennas. The
control system can also be used to control a smart antenna
array.

[0316] The control system 628 also processes the return
signals to provide information about the vehicle or the com-
ponent. The processing of the return signals can be any known
processing including the use of pattern recognition tech-
niques, neural networks, fuzzy systems and the like.

[0317] The antenna array 622 and control system 628 can
be housed in a common antenna array housing 630.

[0318] Once the information about the vehicle or the com-
ponent is known, it is directed to a display/telematics/adjust-
ment unit 629 where the information can be displayed on a
display 629 to the driver, sent to a remote location for analysis
via a telematics unit 629 and/or used to control or adjust a
component on, in or near the vehicle. Although several of the
figures illustrate applications of these technologies to tire
monitoring, it is intended that the principles and devices
disclosed can be applied to the monitoring of a wide variety of
components on and off a vehicle.

[0319] Insummary, the use of devices capable of reading or
scanning RFID devices when situated in compartments or
spaces defined by vehicles or other mobile assets provides
significant advantages. Among other things, it allows for the
determination of the identification and location of the RFID
devices and thus objects equipped with such RFID devices,
and with a communications or telematics unit coupled to the
interrogator, it allows for communication of that information
off of the vehicle, i.e., to one or more remote sites. The overall
system identifies the RFID device if it generates a unique
identification code, which is usually the case, and thus can
generate a transmission to the remote site containing an iden-
tification of an object in a space of a mobile asset.

[0320] With the foregoing system, it is possible at the
remote site to locate and monitor the RFID-equipped object.
[0321] Alternative or in addition to the communication to a
remote site, the interrogator could also transmit or otherwise
provide the signal with an identification of the object to
another system on the vehicle itself. In this manner, someone
looking for an RFID-equipped object in a space could easily
determine its location, such as a package delivery driver look-
ing for a specific package in a truck or an airline worker
looking for a specific passenger’s luggage.
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[0322] Referring now to FIGS. 21-24, additional aspects of
the monitoring of interior contents of a shipping container,
trailer, boat, shed, etc. will now be described. Generally, these
contents can be removed from the vehicle and thus are usually
not directly attached to a frame of the vehicle which defines
the object-containing interior. Such a frame may have the
form of a truck, a truck trailer, a shipping container, a boat, an
airplane or another vehicle.

[0323] Commercial systems are now available from com-
panies such as Skybitz Inc. 45365 Vintage Park Plaza, Suite
210, Dulles, Va. 20166-6700, which will monitor the location
of an asset anywhere on the surface of the earth. Each moni-
tored asset contains a low cost GPS receiver and a satellite
communication system. The system can be installed onto a
truck, trailer, container, or other asset and it well periodically
communicate with a low earth orbit (LEO) or a geostationary
satellite providing the satellite with its location as determined
by the GPS receiver or a similar system such as the Skybitz
Global Locating System (GLS). The entire system operates
off of a battery, for example, and if the system transmits
information to the satellite once per day, the battery can last
many years before requiring replacement. Thus, the system
can monitor the location of a trailer, for example, once per
day, which is sufficient if trailer is stationary. The interroga-
tion rate can be automatically increased if the trailer begins
moving. Such a system can last for 2 to 10 years without
requiring maintenance depending on design, usage and the
environment. Even longer periods are possible if power is
periodically or occasionally available to recharge the battery
such as by vibration energy harvesting, solar cells, capacitive
coupling, inductive coupling, RF or vehicle power. In some
cases, an ultracapacitor as discussed above can be used in
place of a battery.

[0324] The SkyBitz system by itself only provides infor-
mation as to the location of a container and not information
about its contents, environment, and/or other properties. At
least one of the inventions disclosed herein disclosed here is
intended to provide this additional information, which can be
coded typically into a few bytes and sent to the satellite along
with the container location information and identification.
First, consider monitoring of the interior contents of a con-
tainer. From here on, the terms “shipping container” or “con-
tainer” will be used as a generic cargo holder and will include
all cargo holders including standard and non-standard con-
tainers, boats, trucks, trailers, sheds, warchouses, storage
facilities, tanks, pipelines, buildings or any other such object
that has space and can hold cargo. Most of these “containers”
are also vehicles as defined above.

[0325] Consider now a standard shipping container that is
used for shipping cargo by boat, trailer, or railroad, such cargo
being usually inanimate, i.e., not alive. Such containers are
nominally 8'wx8'hx20' or 40' long outside dimensions, how-
ever, a container 48' in length is also sometimes used. The
inside dimensions are frequently around 4" less than the out-
side dimensions. In a simple interior container monitoring
system, one or more ultrasonic transducers can be mounted
on an interior part of the container adjacent the container’s
ceiling in a protective housing. Periodically, the ultrasonic
transducers can emit a few cycles of ultrasound and receive
reflected echoes of this ultrasound from walls and contents of
the trailer. In some cases, especially for long containers, one
or more transducers, typically at one end of the container, can
send to one or more transducers located at, for example, the
opposite end. Usually, however, the transmitters and receivers
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are located near each other. Due to the long distance that the
ultrasound waves must travel especially in the 48 foot con-
tainer, it is frequently desirable to repeat the send and receive
sequence several times and to add or average the results. This
has the effect of improving the signal to noise ratio. Note that
the system disclosed herein and in the parent patents and
applications is able to achieve such long sensing distances
due to the principles disclosed herein. Competitive systems
that are now beginning to enter the market have much shorter
sensing distances and thus a key invention herein is the ability
to achieve sensing distances in excess of 20 feet.

[0326] Notethat in many cases several transducers are used
for monitoring the vehicle such as a container that typically
point in slightly different directions. This need not be the case
and a movable mounting is also contemplated where the
motion is accomplished by any convenient method such as a
magnet, motot, etc.

[0327] Referring to FIG. 21, a container 480 is shown
including an interior sensor system 481 arranged to obtain
information about contents in the interior of the container
480. The interior sensor system includes a wave transmitter
482 mounted at one end of the container 480 and which
operatively transmits waves into the interior of the container
480 and a wave receiver 483 mounted adjacent the wave
transmitter 482 and which operatively receives waves from
the interior of the container 480. As shown, the transmitter
482 and receiver 483 are adjacent one another but such a
positioning is not intended to limit the invention. The trans-
mitter 482 and receiver 483 can be formed as a single trans-
ducer or may be spaced apart from one another. Multiple pairs
of transmitter/receivers can also be provided, for example
transmitter 482' and receiver 483' are located at an opposite
end of the container 480 proximate the doors 484.

[0328] The interior sensor system 481 includes a processor
coupled to the receiver 483, and optionally the transmitter
482, and which is resident on the container 480, for example,
in the housing of the receiver 483 or in the housing of a
communication system 485. The processor is programmed to
compare waves received by each receiver 483, 483' at differ-
ent times and analyze either the received waves individually
or the received waves in comparison to or in relation to other
received waves for the purpose of providing information
about the contents in the interior of the container 480. The
processor can employ pattern recognition techniques and as
discussed more fully below, be designed to compensate for
thermal gradients in the interior of the container 480. Infor-
mation about the contents of the container 480 may comprise
the presence or motion of objects in the interior. The proces-
sor may be associated with a memory unit which can store
data on the location of the container 480 and the analysis of
the data from the interior sensor system 481.

[0329] The container 480 also includes a location determin-
ing system 486 which monitors the location of the container
480. To this end, the location determining system can be any
asset locator in the prior art, which typically include a GPS
receiver, transmitter and appropriate electronic hardware and
software to enable the position of the container 480 to be
determined using GPS technology or other satellite or
ground-based technology including those using the cell
phone system or similar location based systems.

[0330] The communication system 485 is coupled to both
the interior sensor system 481 and the location determining
system 486 and transmits the information about the contents
in the interior of the container 480 (obtained from the interior
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sensor system 481) and the location of the container 480
(obtained from the location determining system 486). This
transmission may be to a remote facility wherein the infor-
mation about the container 480 is stored, processed, counted,
reviewed and/or monitored and/or retransmitted to another
location, perhaps by way of the Internet.

[0331] The container 480 also includes a door status sensor
487 arranged to detect when one or both doors 484 is/are
opened or closed after having been opened. The door status
sensor 487 may be an ultrasonic sensor which is positioned a
fixed distance from the doors 484 and registers changes in the
position of the doors 484. Alternately, other door status sys-
tems can be used such as those based on switches, magnetic
sensors, light sensors or other technologies. The door status
sensor 487 can be programmed to associate an increase in the
distance between the sensor 487 and each of the doors 484
and a subsequent decrease in the distance between the sensor
487 and that door 484 as an opening and subsequent closing
of that door 484. In the alternative, a latching device can be
provided to detect latching of each door 484 upon its closure.
The door status sensor 487 is coupled to the interior sensor
system 481, or at least to the transmitters 482,482' so that the
transmitters 482,482' can be designed to transmit waves into
the interior of the container 480 only when the door status
sensor 487 detects, for example, when at least one door 484 is
closed after having been opened. For other purposes, the
ultrasonic sensors may be activated on opening of the door(s)
in order to monitor the movement of objects into or out of the
container, which might in turn be used to activate an RFID or
bar code reading system or other object identification system.
Thus, the interior sensor system 481 may be initiated to obtain
information about the contents in the interior of the container
480 as a function of the status or movement of the door 484.
[0332] When the ultrasonic transducers are first installed
into the container 480 and the doors 484 closed, an initial
pulse transmission can be initiated and the received signal
stored to provide a vector of data that is representative of an
empty container. To initiate the pulse transmission, an initia-
tion device or function is provided in the interior sensor
system 481, e.g., the door status sensor 487. At a subsequent
time when contents have been added to the container (as
possibly reflected in the opening and closing of the doors 484
as detected by the door status sensor 487), the ultrasonic
transducers can be commanded to again issue a few cycles of
ultrasound and record the reflections. If the second pattern is
subtracted from the first pattern, or otherwise compared, in
the processor the existence of additional contents in the con-
tainer 480 will cause the signal to change, which thus causes
the differential signal to change and the added contents
detected. Vector as used herein with ultrasonic systems is a
linear array of data values obtained by rectifying, taking the
envelope and digitizing the returned signal as received by the
transducer or other digital representation comprising at least
a part of the returned signal.

[0333] Another use of the door status sensor 487 is to cause
storage of data about the contents in the container 480 as a
function of opening and closing of the doors 484. Thus, the
memory unit would store data indicating each time the doors
484 are opened and closed and the contents of the container
480 before and after each opening and closing. This will
provide information about the loading and unloading of the
contents form the container 480. Data about the contents of
the container 480 may be obtained in any of the ways
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described herein, including using sensor systems 491 placed
on each object in the interior of the container 480.

[0334] When a container 480 is exposed to sunlight on its
exterior top, a stable thermal gradient can occur inside the
container 480 where the top of the container 480 near the
ceiling is at a significantly higher temperature than the bottom
of the container 480. This thermal gradient changes the den-
sity of the gas inside the container causing it to act as a lens to
ultrasound that diffracts or bends the ultrasonic waves and can
significantly affect the signals sensed by the receiver portions
483,483' of the transducers. Thus, the vector of sensed data
when the container is at a single uniform temperature will
look significantly different from the vector of sensed data
acquired within the same container when thermal gradients
are present.

[0335] Itis even possible for currents of heated air to occur
within a container 480 if a side of the container is exposed to
sunlight. Since these thermal gradients can substantially
affect the vector, the system must be examined under a large
variety of different thermal environments. This generally
requires that the electronics be designed to mask somewhat
the effects of the thermal gradients on the magnitude of the
sensed waves while maintaining the positions of these waves
in time. This can be accomplished as described in above-
referenced patents and patent applications through the use,
for example, of a logarithmic compression circuit. There are
other methods of minimizing the effect on the reflected wave
magnitudes that will accomplish substantially the same result
some of which are disclosed elsewhere herein.

[0336] When the complicating aspects of thermal gradients
are taken into account, in many cases a great deal of data must
be taken with a large number of different occupancy situa-
tions to create a database of perhaps 10,000 to one million
vectors each representing the different occupancy state of the
container in a variety of thermal environments. This data can
then be used to train a pattern recognition system such as a
neural network, modular or combination neural network, cel-
Iular neural network, support vector machine, fuzzy logic
system, Kalman filter system, sensor fusion system, data
fusion system or other classification system. Since all con-
tainers of the type transported by ships, for example, are of
standard sizes, only a few of these training exercises need to
be conducted, typically one for each different geometry con-
tainer. The process of adapting an ultrasonic occupancy
monitoring system to a container or other space is described
for automobile interior monitoring in above-referenced pat-
ents and patent applications, and therefore this process is not
repeated here.

[0337] Other kinds of interior monitoring systems can be
used to determine and characterize the contents of a space
such as a container. One example uses a scanner and photocell
488, as in a laser radar system, and can be mounted near the
floor of the container 480 and operated to scan the space
above the floor in a plane located, for example, 10 cm above
the floor. Since the distance to a reflecting wall of the con-
tainer 480 can be determined and recorded for each angular
position of the scanner, the distance to any occupying item
will show up as a reflection from an object closer to the
scanner and therefore a shadow graph of the contents of the
container 10 cm above the floor can be obtained and used to
partially categorize the contents of the container 480. Catego-
rization of the contents of the container 480 may involve the
use of pattern recognition technologies. Other locations of
such a scanning system are possible.



US 2008/0282817 Al

[0338] In both of these examples, relatively little can be
learned about the contents of the container other than that
something is present or that the container is empty. Fre-
quently, this is all that is required. A more sophisticated
system can make use of one or more imagers (for example
cameras) 489 mounted near the ceiling of the container, for
example. Such imagers can be provided with a strobe flash
and then commanded to make an image of the trailer interior
at appropriate times. The output from such an imager 489 can
also be analyzed by a pattern recognition system such as a
neural network or equivalent, to reduce the information to a
few bytes that can be sent to a central location via an LEO or
geostationary satellite, for example. As with the above ultra-
sonic example, one image can be subtracted from the empty
container image and if anything remains then that is a repre-
sentation of the contents that have been placed in the con-
tainer. Also, various images can be subtracted to determine
the changes in container contents when the doors are opened
and material is added or removed or to determine changes in
position of the contents. Various derivatives of this informa-
tion can be extracted and sent by the telematics system to the
appropriate location for monitoring or other purposes.
[0339] Each of the systems mentioned above can also be
used to determine whether there is motion of objects within
the container relative to the container. Motion of objects
within the container 480 would be reflected as differences
between the waves received by the transducers (indicative of
differences in distances between the transducer and the
objects in the container) or images (indicative of differences
between the position of objects in the images). Such motion
can also aid in image segmentation which in turn can aid in the
object identification process. This is particularly valuable if
the container is occupied by life forms such as humans.
[0340] Inthe system of FIG. 21, wires (not shown) are used
to connect the various sensors and devices. It is contemplated
that all of the units in the monitoring system can be coupled
together wirelessly, using for example the Bluetooth, WI-FI,
Wibree or other protocol. See Hunn, Nick “An Introduction to
Wibree”, EZURIO Ltd. Thus, any type or form of wired,
wireless or combination network can be used to connect the
sensors and other parts of the monitoring arrangement
together on the asset.

[0341] Ifaninertial device 490 is also incorporated, such as
the MEMSIC dual axis accelerometer, which provides infor-
mation as to the accelerations of the container 480, then this
relative motion can be determined by the processor and it can
be ascertained whether this relative motion is caused by
acceleration of the container 480, which may indicate loose
cargo, and/or whether the motion is caused by the sensed
occupying item. In latter case, a conclusion can perhaps be
reached that container is occupied by a life form such as an
animal or human.

[0342] Additionally, it may be desirable to place sensors on
an item of cargo itself since damage to the cargo could occur
from excessive acceleration, shock, temperature, vibration,
etc. regardless of whether the same stimulus was experienced
by the entire container. A loose item of cargo, for example,
may be impacting the monitored item of cargo and damaging
it. Thus, any of the sensors described herein, e.g., chemical
sensors, motion sensors and the like, can be placed on each
item of cargo or object and connected by wires or wirelessly
to a receiving unit which receives data obtained by such
object-mounted sensors. Data obtained from the sensors may
be communicated to a remote facility. Also, the obtaining of
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the data can be done periodically or triggered by any of the
triggers described for obtaining data via the asset-mounted
sensor systems.

[0343] Relative motion can also be sensed in some cases
from outside of the container through the use of accelerom-
eters, microphones or MIR (Micropower Impulse Radar).
Note that all such sensors regardless of where they are placed
are contemplated herein and are part of the present inventions.
[0344] Chemical sensors 491 based on surface acoustic
wave (SAW), MEMS or other technology can in many cases
be designed to sense the presence of certain vapors in the
atmosphere and can do so at very low power. A properly
designed SAW or equivalent sensing device, for example, can
measure acceleration, angular rate, strain, temperature, pres-
sure, carbon dioxide concentration, humidity, hydrocarbon
concentration, and the presence or concentration of many
other chemicals. A separate SAW or similar device may be
needed for each chemical species (or in some cases each class
of chemicals) where detection is desired. The devices, how-
ever, can be quite small and can be designed to use very little
power. Such a system of SAW or equivalent devices can be
used to measure the existence of certain chemical vapors in
the atmosphere of the container, or the atmosphere around an
object in the interior of a container, much like a low power
electronic nose. In some cases, it can be used to determine
whether a carbon dioxide source such as a human is in the
container, or in the object. Such chemical sensing devices can
also be designed, for example, to monitor for many other
chemicals including some narcotics, hydrocarbons, mercury
vapor, and other hazardous chemicals including some repre-
sentative vapors of explosives or some weapons of mass
destruction. With additional research, SAW or similar devices
can also be designed or augmented to sense the presence of
radioactive materials, and perhaps some biological materials
such as smallpox or anthrax. In many cases, such SAW
devices do not now exist, however, researchers believe that
given the proper motivation that such devices can be created.
Thus, although heretofore not appreciated, SAW or equiva-
lent based systems can monitor a great many dangerous and
hazardous materials that may be either legally or illegally
occupying space within a container, for example. In particu-
lar, the existence of spills or leakages from the cargo can be
detected in time to perhaps save damage to other cargo either
within the container or in an adjacent container. Although
SAW devices have in particular been described, other low
power devices using battery or RF power can also be used
where necessary. Note, the use of any of the afore mentioned
SAW devices in connection within or on a vehicle for any
purpose other than tire pressure and temperature monitoring
or torque monitoring is new and contemplated by the inven-
tions disclosed herein. Only a small number of examples are
presented of the general application of the SAW, or RFID,
technology to vehicles.

[0345] Other sensors that can be designed to operate under
very low power levels include microphones 492 and light
sensors 493 or sensors sensitive to other frequencies in the
electromagnetic spectrum as the need arises. The light sen-
sors 493 could be designed to cause activation of the interior
sensor system 481 when the container is being switched from
a dark condition (normally closed) to a light situation (when
the door or other aperture is opened). A flashlight could also
activate the light sensor 493.

[0346] Instead of one or more batteries providing power to
the interior sensor system 481, the communication system
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485 and the location determining system 486, solar power can
beused. In this case, one or more solar panels 494 are attached
to the upper wall of the container 480 (see FIG. 57) and
electrically coupled to the various power-requiring compo-
nents of the monitoring system. A battery can thus be elimi-
nated. In the alternative, since the solar panel(s) 494 will not
always be exposed to sunlight, a rechargeable battery can be
provided which is charged by the solar panel 494 when the
solar panels are exposed to sunlight. A battery could also be
provided in the event that the solar panel 494 does not receive
sufficient light to power the components of the monitoring
system. In a similar manner, power can temporarily be sup-
plied by a vehicle such as a tractor either by a direct connec-
tion to the tractor power or though capacitive, inductive or RF
coupling power transmission systems. As above an ultraca-
pacitor can be used instead of a battery and energy harvesting
can be used if there is a source of energy such as light or
vibration in the environment.

[0347] In some cases, a container is thought to be empty
when in fact it is being surreptitiously used for purposes
beyond the desires of the container owner or law enforcement
authorities. The various transducers that can be used to moni-
tor interior of a container as described above, plus others, can
also be used to allow the trailer or container owner to peri-
odically monitor the use of his property.

[0348] Immediately above, monitoring of the interior of the
container is described. If the container is idle, there may not
the need to frequently monitor the status of the container
interior or exterior until some event happens. Thus, all moni-
toring systems on the container can be placed in the sleep
mode until some event such as a motion or vibration of the
container takes place. Other wakeup events could include the
opening of the doors, the sensing of light or a change in the
interior temperature of the container above a reference level,
for example. When any of these chosen events occurs, the
system can be instructed to change the monitoring rate and to
immediately transmit a signal to a satellite or another com-
munication system, or respond to a satellite-initiated signal
for some LEO-based, or geocentric systems, for example.
Such an event may signal to the container owner that a rob-
bery was in progress either of the interior contents of the
container or of the entire container. It also might signal that
the contents of the container are in danger of being destroyed
through temperature or excessive motion or that the container
is being misappropriated for some unauthorized use.

[0349] FIG. 22 shows a flowchart of the manner in which
container 480 may be monitored by personnel or a computer
program at a remote facility for the purpose of detecting
unauthorized entry into the container and possible theft of the
contents of the container 480. Initially, the wakeup sensor 495
detects motion, sound, light or vibration including motion of
the doors 484, or any other change of the condition of the
container 480 from a stationary or expected position. The
wakeup sensor 495 can be designed to provide a signal indica-
tive of motion only after a fixed time delay, i.e., a period of
“sleep”. In this manner, the wakeup sensor would not be
activated repeatedly in traffic stop and go situations.

[0350] The wakeup sensor 495 initiates the interior sensor
system 481 to perform the analysis of the contents in the
interior of the container, e.g., send waves into the interior,
receive waves and then process the received waves. If motion
in the interior of the container is not detected at 496, then the
interior sensor system 481 may be designed to continue to
monitor the interior of the container, for example, by periodi-
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cally re-sending waves into the interior of the container. If
motion is detected at 496, then a signal is sent at 497 to a
monitoring facility via the communication system 485 and
which includes the location of the container 480 obtained
from the location determining system 486 or by the ID for a
permanently fixed container or other asset, structure or stor-
age facility. In this manner, if the motion is determined to
deviate from the expected handling of the container 480,
appropriate law enforcement personnel can be summoned to
investigate.

[0351] When it is known and expected that the container
should be in motion, monitoring of this motion can still be
important. An unexpected vibration could signal the start of'a
failure of the chassis tire, for example, or failure of the attach-
ment to the chassis or the attachment of the chassis to the
tractor. Similarly, an unexpected tilt angle of the container
may signify a dangerous situation that could lead to a rollover
accident and an unexpected shock could indicate an accident
has occurred. Various sensors that can be used to monitor the
motion of the container include gyroscopes, accelerometers
and tilt sensors. An IMU (Inertial Measurement Unit) con-
taining for example three accelerometers and three gyro-
scopes can be used.

[0352] In some cases, the container or the chassis can be
provided with weight sensors that measure the total weight of
the cargo as well as the distribution of weight. By monitoring
changes in the weight distribution as the vehicle is traveling,
an indication can result that the contents within the trailer are
shifting which could cause damage to the cargo. An alternate
method is to put weight sensors in the floor or as a mat on the
floor of the vehicle. The mat design can use the bladder
principles described above for weighing b vehicle occupants
using, inmost cases, multiple chambers. Strain gages can also
be configured to measure the weight of container contents. An
alternate approach is to use inertial sensors such as acceler-
ometers and gyroscopes to measure the motion of the vehicle
as it travels. If the characteristics of the input accelerations
(linear and angular) are known from a map, for example, or by
measuring them on the chassis then the inertial properties of
the container can be determined and thus the load that the
container contains. This is an alternate method of determining
the contents of a container. If several (usually 3) accelerom-
eters and several (usually 3) gyroscopes are used together in
a single package then this is known as an inertial measure-
ment unit. If a source of position is also known such as from
a GPS system then the errors inherent in the IMU can be
corrected using a Kalman filter.

[0353] Other container and chassis monitoring can include
the attachment of a trailer to a tractor, the attachment of
electrical and/or communication connections, and the status
of'the doors to the container. If the doors are opened when this
is not expected, this could be an indication of a criminal
activity underway. Several types of security seals are avail-
able including reusable seals that indicate when the door is
open or closed or if it was ever opened during transit, or single
use seals that are destroyed during the process of opening the
container.

[0354] Referring now to FIG. 3C, another application of
monitoring the entire asset would be to incorporate a diag-
nostic module 472 into the asset. Frequently, the asset may
have operating parts, e.g., if it is a refrigerated and contains a
refrigeration unit 470. To this end, sensors 474, e.g., tempera-
ture sensors, can be installed on the asset and monitored using
pattern recognition techniques embodied in a processor of the
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diagnostic module 472, as disclosed in U.S. Pat. No. 5,809,
437 and U.S. Pat. No. 6,175,787. As such, various sensors 474
would be placed on the container 480 and used to determine
problems with the container 480 or refrigeration unit 470
which might cause it to operate abnormally, e.g., if the refrig-
eration unit were about to fail because of a refrigerant leak.
Sensors 474 would indicate a higher temperature than
expected if the refrigeration unit 470 were not operating
normally. In this case, the information about the expected
failure of the refrigeration unit 470 could be transmitted to a
facility, via a link between the diagnostic module 472 and the
communications system 485, and maintenance of the refrig-
eration unit could be scheduled, e.g., based on the location of
the personnel capable of fixed or replacing the refrigeration
unit 470 and the location of the asset which is also transmitted
by the communications unit 485. Instead of using sensors 474
apart from the refrigeration unit 470, or other operating part
whose operating is being diagnosed, to determine abnormal
operation, it is also possible to connect the diagnostic module
472 to the refrigeration unit 470 so that it can directly monitor
the operation thereof, this connection being represented by a
line in FIG. 3C.

[0355] Itis anticipated that whatever entity is monitoring a
plurality of assets could strategically locate personnel
capable of fixing or replacing abnormally operating parts of
the asset to ensure secure carriage of the goods in the asset,
e.g., perishable products. Thus, when the asset provides a
signal indicative of abnormal operation and its location to the
remote facility, personnel at the remote facility could dispatch
the nearest personnel to attend to the asset.

[0356] It can also be desirable to detect unauthorized entry
into container, which could be by cutting with a torch, or
motorized saw, grinding, or blasting through the wall, ceiling,
or floor of the container. This event can be detected by one or
more of the following methods:

[0357] 1. A light sensor which measures any part of the
visible or infrared part of the spectrum and is calibrated to the
ambient light inside the container when the door is closed and
which then triggers when light is detected above ambient
levels and door is closed.

[0358] 2. A vibration sensor attached to wall of container
which triggers on vibrations of an amplitude and/or fre-
quency signature indicative of forced entry into the container.
The duration of signal would also be a factor to consider. The
algorithm could be derived from observations and tests or it
could use a pattern recognition approach such as Neural Net-
works.

[0359] 3. An infrared or carbon dioxide sensor could be
used to detect human presence, although a carbon dioxide
sensor would probably require a prolonged exposure.

[0360] 4. Various motion sensors as discussed above can
also be used, but would need to be resistant to triggering on
motion typical of cargo transport. Thus a trained pattern rec-
ognition algorithm might be necessary.

[0361] 5. The Interior of the container can be flooded with
waves (ultrasonic or electromagnetic) and the return signa-
ture evaluated by a pattern recognition system such as aneural
network trained to recognize changes consistent with the
removal of cargo or the presence of a person or people.
Alternately the mere fact that the pattern was changing could
be indicative of human presence.

[0362] As discussed above and below, information from
entry/person detector could be sent to communication net-
work to notify interested parties of current status. Addition-
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ally, an audible alarm may be sounded and a photo could also
be taken to identify the intruder. Additionally, motion sensors
such as an accelerometer on a wall or floor of a vehicle such
as a container or an ultrasonic or optical based motion detec-
tor such as used to turn on residential lights and the like, can
also be used to detect intrusion into a vehicle and thus are
contemplated herein. Such sensors can be mounted at any of
the preferred locations disclosed herein or elsewhere in or on
the vehicle. If a container, for example, is closed, a photocell
connected to a pattern recognition system such as a neural
network, for example can be trained to be sensitive to very
minute changes in light such as would occur when an intruder
opens a door or cuts a hole in a wall, ceiling or the floor of a
vehicle even on a dark night. Even if there are holes in the
vehicle that allow light to enter, the rate of change of this
illumination can be detected and used as an indication of an
intrusion.

[0363] Itisnoteworthy that systems based on the disclosure
above can be configured to monitor construction machinery
to prevent theft or at least to notify others that a theft is in
progress.

[0364] The transmission of data obtained from imagers, or
other transducers, to another location, requiring the process-
ing of the information, using neural networks for example, to
a remote location is an important feature of the inventions
disclosed herein. This capability can permit an owner of a
cargo container or truck trailer to obtain a picture of the
interior of the vehicle at any time via telematics. When
coupled with occupant sensing, the driver of a vehicle can be
recognized and the result sent by telematics for authorization
to minimize the theft or unauthorized operation of a vehicle.
The recognition of the driver can either be performed on the
vehicle or an image of the driver can be sent to a remote
location for recognition at that location.

[0365] Generally monitoring of containers, trailers, chassis
etc. is accomplished through telecommunications primarily
with LEO or geostationary satellites or through terrestrial-
based communication systems such as a ubiquitous internet.
These systems are commercially available and will not be
discussed here. Expected future systems include communi-
cation between the container and the infrastructure to indicate
to the monitoring authorities that a container with a particular
identification number is passing a particular terrestrial point.
If this is expected, then no action would be taken. The con-
tainer identification number can be part of a national database
that contains information as to the contents of the container.
Thus, for example, if a container containing hazardous mate-
rials approaches a bridge or tunnel that forbids such hazard-
ous materials from passing over the bridge or through the
tunnel, then an emergency situation can be signaled and pre-
ventive action taken.

[0366] It is expected that monitoring of the transportation
of cargo containers will dramatically increase as the efforts to
reduce terrorist activities also increase. I[f every container that
passes within the borders of the United States has an identi-
fication number and that number is in a database that provides
the contents of that container, then the use of shipping con-
tainers by terrorists or criminals should gradually be elimi-
nated. If these containers are carefully monitored by satellite
or another communication system that indicates any unusual
activity of a container, an immediate investigation can result
and then the cargo transportation system will gradually
approach perfection where terrorists or criminals are denied
this means of transporting material into and within the United
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States. If any container is found containing contraband mate-
rial, then the entire history of how that container entered the
United States can be checked to determine the source of the
failure. If the failure is found to have occurred at a loading
port outside of the United States, then sanctions can be
imposed on the host country that could have serious effects on
that country’s ability to trade worldwide. Just the threat of
such an action would be a significant deterrent. Thus, the use
of containers to transport hazardous materials or weapons of
mass destruction as well as people, narcotics, or other con-
traband and can be effectively eliminated through the use of
the container monitoring system of at least one of the inven-
tions disclosed herein.

[0367] Prior to the entry of a container ship into a harbor, a
Coast Guard boat from the U.S. Customs Service can
approach the container vessel and scan all of the containers
thereon to be sure that all such containers are registered and
tracked including their contents. Where containers contain
dangerous material legally, the seals on those containers can
be carefully investigated prior to the ship entering U.S.
waters. Obviously, many other security precautions can now
be conceived once the ability to track all containers and their
contents has been achieved according to the teachings of at
least one of the inventions disclosed herein.

[0368] Containers that enter the United States through land
ports of entry can also be interrogated in a similar fashion. As
long as the shipper is known and reputable and the container
contents are in the database, which would probably be acces-
sible over the Internet, is properly updated, then all containers
will be effectively monitored that enter the United States with
the penalty of an error resulting in the disenfranchisement of
the shipper, and perhaps sanctions against the country, which
for most reputable shippers or shipping companies would be
a severe penalty sufficient to cause such shippers or shipping
companies to take appropriate action to assure the integrity of
the shipping containers. Intelligent selected random inspec-
tions guided by the container history would still take place.

[0369] Although satellite communication is preferred,
communication using cell phones and infrastructure devices
placed at appropriate locations along roadways are also pos-
sible. Eventually there will be a network linking all vehicles
onthehighways in a peer-to-peer arrangement (perhaps using
Bluetooth, IEEE 802.11 (WI-FI), WiMAX, Wi-Mobile or
other local, mesh or ad-hoc network) at which time informa-
tion relative to container contents etc. can be communicated
to the Internet or elsewhere directly or through this peer-to-
peer network. It is expected that a pseudo-noise-based or
similar communication system such as a code division mul-
tiple access (CDMA) system, wherein the identifying code of
a vehicle is derived from the vehicle’s GPS determined loca-
tion, will be the technology of choice for this peer-to-peer
vehicle network or direct internet communication. It is
expected that this network will be able to communicate such
information to the Internet (with proper security precautions
including encryption where necessary or desired) and that all
of the important information relative to the contents of mov-
ing containers throughout the United States will be available
on the Internet on a need-to-know basis. Thus, law enforce-
ment agencies can maintain computer programs that will
monitor the contents of containers using information avail-
able from the Internet. Similarly, shippers and receivers can
monitor the status of their shipments through a connection
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onto the Internet. Thus, the existence of the Internet or equiva-
lent can be important to the monitoring system described
herein.

[0370] An alternate method of implementing the invention
is to make use of a cell phone or PDA. Cell phones that are
now sold contain a GPS-based location system as do many
PDAs. Such a system along with minimal additional appara-
tus can be used to practice the teachings disclosed herein. In
this case, the cell phone, PDA or similar portable device could
be mounted through a snap-in attachment system, for
example, wherein the portable device is firmly attached to the
vehicle. The device can at that point, for example, obtain an
ID number from the container through a variety of methods
such as a RFID, SAW or hardwired based system. It can also
connect to a satellite antenna that would permit the device to
communicate to a LEO or GEO satellite system, such as
Skybitz as described above. Since the portable device would
only operate on a low duty cycle, the battery should last for
many days or perhaps longer. Of course, if it is connected to
the vehicle power system, its life could be indefinite. When
power is waning, this fact can be sent to the satellite or cell
phone system to alert the appropriate personnel. Since a cell
phone contains a microphone, it could be trained, using an
appropriate pattern recognition system, to recognize the
sound of an accident or the deployment of an airbag or similar
event. It thus becomes a very low cost OnStar® type telemat-
ics system.

[0371] As an alternative to using a satellite network, the cell
phone network can be used in essentially the same manner
when a cell phone signal is available. All of the sensors
disclosed herein can either be incorporated into the portable
device or placed on the vehicle and connected to the portable
device when the device is attached to the vehicle. This system
has a key advantage of avoiding obsolescence. With technol-
ogy rapidly changing, the portable device can be exchanged
for a later model or upgraded as needed or desired, keeping
the overall system at the highest technical state. Existing
telematics systems such as OnStar® can of course also be
used with this system.

[0372] Importantly, an automatic emergency notification
system can now be made available to all owners of appropri-
ately configured cell phones, PDAs, or other similar portable
devices that can operate on a very low cost basis without the
need for a monthly subscription since they can be designed to
operate only on an exception basis. Owners would pay only as
they use the service. Stolen vehicle location, automatic noti-
fication in the event of a crash even with the transmission of a
picture for camera-equipped devices is now possible. Auto-
matic door unlocking can also be done by the device since it
could transmit a signal to the vehicle, in a similar fashion as a
keyless entry system, from either inside or outside the
vehicle. The phone can be equipped with a biometric identi-
fication system such as fingerprint, voice print, facial or iris
recognition etc. thereby giving that capability to vehicles. The
device can thus become the general key to the vehicle or
house, and can even open the garage door etc. Ifthe cell phone
is lost, its whereabouts can be instantly found since it has a
GPS receiver and knows where it is. If it is stolen, it will
become inoperable without the biometric identification from
the owner.

[0373] Using the any of the various communication sys-
tems described above, an automatic crash notification system
can be built. The crash can be sensed by the airbag crash or
rollover sensors or the deployment of the airbag event can be
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sensed to trigger the communication of the event. The system
can be powered by the vehicle power or a battery can be used
that has a very long life since the system would draw little
current until the event. An advantage of a self-powered sys-
tem is that it can be more easily retrofitted to existing vehicles.
Additionally, a self-powered system would still operate on
the loss of vehicle power which can happen during a crash. It
may be desirable to continue to transmit emergency notifica-
tion signals even after the crash if help does not arrive or to
communicate with the crashed vehicle to obtain confirming
or additional information.

[0374] An energy harvesting unit based on vibrations or
light can be incorporated to overcome battery loss due to
leakage and maintain the battery in a charged state for the life
of the vehicle. This self-contained system can use a micro-
phone, for example, to sense airbag deployment and thus the
only wiring required would be to the communication system
which also could be contained within the unit. In some cases,
the unit can be on the vehicle safety bus where it could derive
both power and crash information. In this latter case, a backup
power supply in the form of a capacitor can be provided. The
communication system can be any of those mentioned above
including a satellite based system such as provided by Sky-
Bitz, Inc., the cellular phone system or, preferably, a ubiqui-
tous internet system such as WiMAX. Such a ubiquitous
system is not yet in service but the inventors believe that the
arguments for such a system are overwhelming at least par-
tially due to the inventions disclosed herein and thus it will
occur probably in time for the deployment of a universal
automatic crash notification system as described herein.
[0375] Any or all of the information obtained from occu-
pancy and other onboard sensors can be part of the informa-
tion sent to the remote location via the communication or
telematics system.

[0376] Other communication systems will also frequently
be used to connect the container with the chassis and/or the
tractor and perhaps the identification of the driver or operator.
Thus, information can be available on the Internet showing
what tractor, what trailer, what container and what driver is
operating at a particular time, at a particular GPS location, on
aparticular roadway, with what particular container contents.
Suitable security will be provided to ensure that this informa-
tion is not freely available to the general public. Redundancy
can be provided to prevent the destruction or any failure of a
particular site from failing the system.

[0377] This communication between the various elements
of the shipping system which are co-located (truck, trailer,
container, container contents, driver etc.) can be connected
through a wired or wireless bus such as the CAN bus. Also, an
electrical system such as disclosed in U.S. Pat. No. 5,809,437,
U.S. Pat. No. 6,175,787 and U.S. Pat. No. 6,326,704 can also
be used in the invention.

[0378] In many cases, it is desirable to obtain and record
additional information about the cargo container and its con-
tents. As mentioned above, the weight of the container with its
contents and the distribution and changes in this weight dis-
tribution could be valuable for a safety authority investigating
an accident, for highway authorities monitoring gross vehicle
weight, for container owners who charge by the used capac-
ity, and others. The environment that the container and its
contents have been subjected to could also be significant
information. Such things as whether the container was
flooded, exposed to a spill or leakage of a hazardous material,
exposed to excessive heat or cold, shocks, vibration etc. can
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be important historical factors for the container affecting its
useful life, establishing liability for damages etc. For
example, a continuous monitoring of container interior tem-
perature could be significant for perishable cargo and for
establishing liability. Specifically, monitoring of the tempera-
ture can be used to determine whether the operating parts of
the container, e.g., the refrigeration unit, fails and thereby
establish liability for damage to the perishable cargo with the
entity responsible for maintenance of the cargo container. In
this case, data about the refrigeration unit could be transmit-
ted to a facility operated by an entity responsible for mainte-
nance of the cargo container, as discussed elsewhere herein,
to enable them to actto rectify failure of the refrigeration unit.
Such an entity might lease refrigerated cargo containers and
once a failure of a refrigeration unit is detected, it could
immediately notify the trucker or railroad operator transport-
ing the container to sideline the container until the perishable
cargo therein can be transferred to another refrigerated cargo
container or the refrigeration unit fixed. Staff for fixing refrig-
eration units could be strategically positioned around areas in
which leased cargo containers travel, or are expected to travel.
[0379] With reference to FIG. 23A, in some cases, the
individual cargo items 498 can be tagged with RFID or SAW
tags 499 (also representing a general sensor system used to
obtain data about the cargo item 498) and the presence of this
cargo in the container 480 could be valuable information to
the owner of the cargo. One or more sensors on the container
that periodically read RFID tags could be required, such as
one or more RFID interrogators 500 which periodically send
a signal which will causes the RFID tags 499 to generate a
responsive signal. The responsive signal generated by the
RFID tags 499 will contain information about the cargo item
onwhich the RFID tag 499 is placed. This information may be
any property or condition about the contents, such as tem-
perature, presence of one or more chemicals, pressure, a
radioactivity sensor, and other types of sensors discussed
elsewhere herein.

[0380] Multiple interrogators or at least multiple antennas
may be required depending on the size of the container. The
RFID canbe based on a SAW thus providing greater range for
a passive system or it can also be provided with an internal
battery or ultracapacitor for even greater range. Energy har-
vesting can also be used if appropriate.

[0381] Inone method for tracking packages in accordance
with the invention, the interrogator 500 includes a processor
and is programmed to periodically interrogate the interior of
the container 480 by transmitting radio frequency waves into
the interior of the container 480. As known to known skilled
in the art, the interrogator 500 receives RF signals generated
by the RFID tags 499, and the processor therein interprets the
received RF signals into an indication of the presence of a
specific cargo item 498 (with the signal possibly providing
information about the cargo item 498). The processor in the
interrogator 500 can form a list of the contents of the con-
tainer 480, i.e., the identified cargo items 498, and provide
this list to the communications system 485 via a link thereto
whereby the communication system 485 transmits this list to
one or more remote facilities.

[0382] An entity managing shipment of the cargo items
498, e.g., a package delivery service company, is thus able to
known the location of every box in every container 480, and
the location of the container 480 when it provides its location
in the transmission to the remote facility. The location of the
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container 480 may be provided by a positioning system 486
on the container 480 (not shown in FIG. 3A).

[0383] Bi-directional communications are also possible
whereby the managing entity can initiate the interrogator 500
to interrogate the interior of the container 480. Thus, interro-
gator 500 can either be initiated upon command from the
remote facility, at a predetermined periodic interval and/or
upon detection of a condition which may give rise to a change
in the contents of the container 480, e.g., opening or closing of
the door as detected by a door status sensor 487 described
elsewhere herein. The managing entity may perform an
hourly update of the contents of its managed containers 480 to
ascertain when each cargo item 498 has been removed, and
thus delivered, and can thereby track the efficiency of the
delivery personnel. Further, the bi-directional communica-
tions can be used to provide data about the cargo items 498 to
the remote facility, e.g., when a new cargo item 498 is placed
into the container, the interrogator 500 could read the indicia
convert it to an identification and other information and then
transmit this identification and other information to the
remote facility to begin tracking of this new cargo item 498.

[0384] Similarly, for certain types of cargo, a barcode sys-
tem might acceptable, or another optically readable identifi-
cation code. The cargo items would have to be placed so that
the identification codes are readable, i.e., when a beam of
light is directed over the identification codes, a pattern of light
is generated which contains information about the cargo item.
In this regard, a system can be provided to notify the person-
nel placing the boxes 503 into the container 480 that the boxes
503 are not placed properly, i.e., the indicia thereon cannot be
read. Thus, one or more attempts may be made to read the
indicia on a box when it is first placed into the container and
a warning provided, e.g., a visual and/or audible warning, if
the box is placed such that the indicia is not readable by an
optical scanner.

[0385] As shown in FIG. 23B, the cargo items in this case
are boxes 503 having variable heights and all are arranged so
that a space remains between the top of the boxes 503 and the
ceiling of the container 480. One or more optical scanners
502, including a light transmitter and receiver, are arranged
on the ceiling of the container and can be arranged to scan the
upper surfaces of the boxes 503, possibly by moving the
length of the container 480 (via a movement mechanism such
as an actuator coupled to the optical scanner which moves
along one or more rails 468 which extend along the length of
the container 480), or through a plurality of such sensors.
During such a scan, patterns of light are reflected from the
barcodes 501 on the upper surfaces of the boxes 503 and
received by the optical scanner 502. The patterns of light
contain information about the cargo items in the boxes 503.
Receivers can be arranged at multiple locations along the
ceiling, in which case, an optical scanner includes an assem-
bly of a light transmitter and one or more light receivers
spaced apart from the light transmitter. Other arrangements to
ensure that a light beam traverses a barcode 501 and is
received by a receiver can also be applied in accordance with
the invention. As discussed above, other tag technologies can
be used if appropriate such as those based of magnetic wires.
[0386] By monitoring the data being determined using the
sensors on the cargo items 498, this data can be analyzed by
aprocessor on the cargo items 498 themselves, e.g., as part of
the sensor system 499, or separate from the cargo items 498,
e.g., on the container 480 (see processor 506 in FIG. 59A
wherein the processor 506 is close to the RFID interrogator
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500), to determine the presence of a condition which has or is
likely to affect the status or health of the cargo items 498 has
occurred or is forecast to occur. That is, the processor 506
determines whether there is a problem with the cargo items
498 or a potential problem. As an example, one problem is
when a motion sensor is part of the sensor system 499 and
motion of the cargo item 498 is analyzed relative to motion of
the container 480, and the processor 506 determines that the
cargo item is moving considerably more than the container
480, which situation could be indicative of the cargo item 498
not being properly restrained and thus liable to fall over and
cause damage to the cargo item 498. Analysis of data obtained
by the sensor systems 491 to determine the existence or
potential for a problem with the cargo item 498 may involve
use of pattern recognition technologies, such as a trained
neural network.

[0387] The communication system 485 may be pro-
grammed to transmit a message to a remote facility only when
the processor determines the presence of a problem or poten-
tial problem with one or more cargo items 498. This would
conserve energy. Additionally, or alternatively, the sensor
systems 491 could be designed to trigger to obtain data about
the cargo item 498 when a door of the asset is closed after
having been opened, a change in light in the interior of the
container 480 is detected, based on a predetermined or vari-
able initiation time being regulated by an initiation device,
motion of the container 480 or change in motion of the con-
tainer 480 is detected, vibration of the container 480 is
detected, and a predetermined internal or external event
occurs which warrants obtaining data about the contents in
view of the possibility of a change in the status or health of the
contents. In one embodiment, the sensor systems 491 on the
cargo items 498 can be triggered to obtained data from the
remote facility via the communication system 485, or from
personnel on or about the vehicle on which the container 480
is situated.

[0388] Whensensors are placed on each cargo item 498, the
sensors are coupled to the communication system 485 and the
location determining system 486 using wires or wirelessly or
acombination of both. If needed, a peer-to-peer and/or a mesh
network can be integrated into the asset, i.e., the frame
thereof, to enable all sensors on cargo items 498 arranged in
the interior of the asset to communicate with the communi-
cation system 485. This would most likely be applicable for
large ships, trains and airplanes.

[0389] The ability to read barcodes and RFID tags provides
the capability of the more closely tracking of packages for
such organizations as UPS, Federal Express, the U.S. Postal
Service and their customers. Now, in some cases, the com-
pany can ascertain that a given package is in fact on a par-
ticular truck or cargo transporter and also know the exact
location of the transporter.

[0390] Inone method for tracking packages in accordance
with the invention, the optical scanner 502 includes a proces-
sor and is programmed to periodically generate a light beam
and direct the light beam downward to read any barcodes 501
onboxes 503 in the field of view of the light beam. [f movable,
the optical scanner 502 is also periodically moved along the
rails 468 to ensure that most if not all of the area of the interior
of the container 480 is exposed to the light beam from the
optical scanner 502. As known to known skilled in the art, the
optical scanner 502 reads the barcodes 501, and the processor
therein interprets the barcodes 501 into an indication of the
presence of a particular box 503 (with the barcode 501 pos-
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sibly providing information about the box 503). The proces-
sor in the optical scanner 502 can form a list of the contents of
the container 480, i.e., the identified boxes 503, and provide
this list to the communications system 485 via a link thereto
whereby the communication system 485 transmits this list to
one or more remote facilities.

[0391] An entity managing shipment of the boxes 503, e.g.,
apackage delivery service company, is thus able to known the
location of every box in every container 480, and the location
of the container 480 when it provides its location in the
transmission to the remote facility. The location of the con-
tainer 480 may be provided by a positioning system 486 on
the container 480 (not shown in FIG. 3B).

[0392] Bi-directional communications are also possible
whereby the managing entity can initiate the optical scanner
502 to read the barcodes 501 from the boxes 503. Thus,
optical scanner 502 can either be initiated upon command
from the remote facility, at a predetermined periodic interval
and/or upon detection of a condition which may give rise to a
change in the contents of the container 480, e.g., opening or
closing of the door as detected by a door status sensor 487
described elsewhere herein. The managing entity may per-
form an hourly update of the contents of its managed contain-
ers 480 to ascertain when each box 503 has been removed,
and thus delivered, and can thereby track the efficiency of the
delivery personnel. Further, the bi-directional communica-
tions can be used to provide data about the packages to the
remote facility, e.g., when a new box 503 is placed into the
container, the optical scanner 502 could read the indicia,
convert it to an identification and other information and then
transmit this identification and other information to the
remote facility to begin tracking of this new box 503.

[0393] Frequently, a trailer or container has certain hard-
ware such as racks for automotive parts, for example, that are
required to stay with the container. During unloading of the
cargo these racks, or other sub-containers, could be removed
from the container and not returned. If the container system
knows to check for the existence of these racks, then this error
can be eliminated. Frequently, the racks are of greater value
then the cargo they transport. Using RFID tags and a simple
interrogator mounted on the ceiling of the container perhaps
near the entrance, enables monitoring of parts that are taken in
or are removed from the container and associated with the
location of container. By this method, pilferage of valuable or
dangerous cargo can at least be tracked.

[0394] Containers constructed in accordance with the
invention will frequently have a direct method of transmitting
information to a satellite. Typically, the contents of the con-
tainer are more valuable than the truck or chassis for the case
of'when the container is not a trailer. If the tractor, train, plane
or ship that is transporting the container is experiencing dif-
ficulties, then this information can be transmitted to the sat-
ellite system and thus to the container, carrier, or cargo owner
or agent for attention. Information indicating a problem with
carrier (railroad, tractor, plane, boat) may be sensed and
reported onto a bus such as CAN bus which can be attached
either wirelessly or by wires to the container. Alternately,
sensors on the container can determine through vibrations etc.
that the carrier may be experiencing problems. The reporting
of problems with the vehicle can come from dedicated sen-
sors or from a general diagnostic system such as described in
U.S. Pat. No. 5,809,437 and U.S. Pat. No. 6,175,787, and
herein. Whatever the source of the diagnostic information,
especially when valuable or dangerous cargo is involved, this
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information in coded form can be transmitted to a ground
station, LEO or geostationary satellite as discussed above.
Other information that can be recorded by container includes
the identification of the boat, railroad car, or tractor and
operator or driver.

[0395] The experiences of the container can be recorded
over time as a container history record to help in life cycle
analysis to determine when a container needs refurbishing,
for example. This history in coded form could reside on a
memory that is resident on the container or preferably the
information can be stored on a computer file associated with
that container in a database. The mere knowledge of where a
container has been, for example, may aid law enforcement
authorities to determine which containers are most likely to
contain illegal contraband.

[0396] The pertinent information relative to a container can
be stored on a tag that is associated and physically connected
to the container. This tag may be of the type that can be
interrogated remotely to retrieve its contents. Such a tag, for
example, could contain information as to when and where the
container was most recently opened and the contents of the
container. Thus, as containers enter a port, their tags can each
be interrogated to determine their expected contents and also
to give a warning for those containers that should be inspected
more thoroughly. In most cases, the tag information will not
reside on the container but in fact will be on a computer file
accessible by those who have an authorization to interrogate
the file. Thus, the container need only have a unique identi-
fication number that cannot easily be destroyed, changed or
otherwise tampered with. These can be visual and painted on
the outside of the container or an RFID, barcode or other
object identification system can be used. Again, the tags can
be based on passive SAW technology to give greater range or
could contain a battery or ultracapacitor for even greater
range. The tag can be in a sleep mode until receiving a wakeup
call to further conserve battery power.

[0397] FIG. 24 shows a flow chart of the manner in which
multiple assets may be monitored using a data processing and
storage facility 510, each asset having a unique identification
code. The location of each asset is determined at 511, along
with one or more properties or characteristics of the contents
of each asset at 512, one or more properties of the environ-
ment of each asset at 513, and/or the opening and/or closing
of the doors of each asset at 514. This information is trans-
mitted to the data processing and storage facility 510 as
represented by 515 with the identification code. Information
about the implement being used to transport the asset and the
individual(s) or company or companies involved in the trans-
port of the asset can also be transmitted to the facility as
represented by 516. This latter information could be entered
by an input device attached to the asset.

[0398] The data processing and storage facility 510 is con-
nected to the Internet at 517 to enable shippers 518 to check
the location and progress of the asset, the contents of the asset,
the environment of the asset, whether the doors are being
opened and closed impermissibly and the individual and com-
panies handling the asset. The same information, or a subset
of'this information, can also be accessed by law enforcement
personnel at 519 and maritime/port authorities at 520. Differ-
ent entities can be authorized to access different items of
information or subsets of the total information available relat-
ing to each asset.

[0399] For anti-theft purposes, the shipper enters the mani-
fest of the asset using an input device 521 so that the manifest
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can be compared to the contents of the asset (at 522). A
determination is made at 523 as to whether there are any
differences between the current contents of the asset and the
manifest. For example, the manifest might indicate the pres-
ence of contents whereas the information transmitted by the
asset reveals that it does not contain any objects. When such
a discrepancy is revealed, the shipment can be intercepted at
524 to ascertain the whereabouts of the cargo. The history of
the travels of the asset would also be present in the data
facility 510 so that it can be readily ascertained where the
cargo disappeared. If no discrepancy is revealed, the asset is
allowed to proceed at 525.

[0400] Having the ability to transmit coded information to
a satellite, ubiquitous internet, or other telematics system,
using a low cost device having a battery that lasts for many
years opens up many other, previously impractical opportu-
nities. Many of these opportunities are discussed above and
below and all are teachings of at least one of the inventions
disclosed herein. In this section, opportunities related to
monitoring the environment in the vicinity of the container
will be discussed. Many types of sensors can be used for the
purpose of exterior monitoring including ultrasound, imagers
such as cameras both with and without illumination including
visual, infrared or ultraviolet imagers, radar, scanners includ-
ing laser radar and phased array radar, other types of sensors
which sense other parts of the electromagnetic spectrum,
capacitive sensors, electric or magnetic field sensors, and
chemical sensors among others.

[0401] Cameras either with or without a source of illumi-
nation can be used to record people approaching the container
and perhaps stealing the contents of the container. At the
appropriate frequencies, (tetra Hertz, for example) the pres-
ence of concealed weapons can be ascertained as described in
Alien Vision: Exploring the Electromagnetic Spectrum With
Imaging Technology (SPIE Monograph Vol. PM104) by Aus-
tin Richards. Infrared sensors can be used to detect the pres-
ence of animal life including humans in the vicinity of con-
tainer. Radio frequency sensors can sense the presence of
authorized personnel having a keyless entry type transmitter
ora SAW, RFID or similar device of the proper design. In this
way, the container can be locked as a safe, for example, and
only permit an authorized person carrying the proper identi-
fication to open the container or other storage facility.
[0402] A pattern recognition system can be trained to iden-
tify facial or iris patterns, for example, of authorized person-
nel or ascertain the identity of authorized personnel to prevent
theft of the container. Such a pattern recognition system can
operate on the images obtained by the cameras. That is, if the
pattern recognition system is a neural network, it would be
trained to identify or ascertain the identity of authorized per-
sonnel based on images of such personnel during a training
phase and thus operationally only allow such personnel to
open the container, enter the container and/or handle the
container.

[0403] A wide variety of smart cards, biometric identifica-
tion systems (such as fingerprints, voice prints and Iris scans)
can be used for the same purpose. When an unauthorized
person approaches the container, his or her picture can be
taken and, in particular, if sensors determine that someone is
attempting to force entry into the container, that person’s
picture can be relayed via the communication system to the
proper authorities. Cameras with a proper pattern recognition
system can also be used to identify if an approaching person
is wearing a disguise such as a ski mask or is otherwise acting
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in a suspicious manner. This determination can provide a
critical timely warning and in some cases permit an alarm to
be sounded or otherwise notify the proper authorities.

[0404] Capacitance sensors or magnetic sensors can be
used to ascertain that the container is properly attached to a
trailer. An RFID or barcode scanner on the container can be
used to record the identification of the tractor, trailer, or other
element of the transportation system. These are just a small
sampling of the additional sensors that can be used with the
container or even mounted on a tractor or chassis to monitor
the container. With the teachings of at least one of the inven-
tions disclosed herein, the output of any of these sensors can
now be transmitted to a remote facility using a variety of
telematics methods including communication via a low
power link to the internet or a satellite, such as provided by the
Skybitz Corporation as described above and others.

[0405] Thus, as mentioned above, many new opportunities
now exist for applying a wide variety of sensors to a cargo
container or other object as discussed above and below.
Through a communication system such as a ubiquitous inter-
net, a LEO or geostationary or other satellite system, critical
information about the environment of container or changes in
that environment can be transmitted to the container owner,
law enforcement authorities, container contents owner etc.
Furthermore, the system is generally low cost and does not
require connection to an external source of power. The system
generally uses low power from a battery that can last for years
without maintenance,

[0406] Many of the sensor systems described above output
data that can best be analyzed using pattern recognition sys-
tems such as neural networks, cellular neural networks, fuzzy
logic, sensor fusion, modular neural networks, combination
neural networks, support vector machines, neural fuzzy sys-
tems or other classifiers that convert the pattern data into an
output indicative of the class of the object or event being
sensed. One interesting method, for example, is the ZISC®
chip system of Silicon Recognition Inc., Petaluna, Calif. A
general requirement for the low power satellite monitoring
system is that the amount of data routinely sent to the satellite
be kept to a minimum. For most transmissions, this informa-
tion will involve the location of the container, for example,
plus a few additional bytes of status information determined
by the mission of the particular container and its contents.
Thus, the pattern recognition algorithms must convert typi-
cally a complex image or other data to a few bytes represen-
tative of the class of the monitored item or event.

[0407] In some instances, the container must send consid-
erably more data and at a more frequent interval than normal.
This will generally happen only during an exceptional situa-
tion or event and when the added battery drain of this activity
is justified. In this case, the system will signal the satellite that
an exception situation exists and to prepare to receive addi-
tional information.

[0408] Many of the sensors on the container and inside the
container may also require significant energy and thus should
beused sparingly. For example, if the container is known to be
empty and the doors closed, there is no need to monitor the
interior of the container unless the doors have been reopened.
Similarly, if the container is stationary and doors are closed,
then continuously monitoring the interior of the container to
determine the presence of cargo is unnecessary. Thus, each of
the sensors can have a program duty cycle that depends on
exterior or other events. In some applications either energy
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harvesting such as solar power or other source of power may
be available either intermittently to charge the battery or
continuously.

[0409] If the vehicle such as a container is stationary then
usually the monitoring can take place infrequently and the
battery is conserved. When the vehicle is in motion then
energy is frequently available to charge the battery and thus
more frequent monitoring can take place as the battery is
charged. The technique in known as “energy harvesting” and
involves, for example, the use of a piezoelectric material that
is compressed, bent or otherwise flexed thereby creating an
electric current that can be used with appropriate circuitry to
charge the battery. Other methods include the use of a magnet
and coil where the magnet moves relative to the coil under
forces caused by the motion of the vehicle.

[0410] Since the duty cycle of the sensor system may vary
considerably, and since any of the sensors can fail, be sabo-
taged or otherwise be rendered incapable of performing its
intended function either from time, exposure, or intentionally,
it is expected that some or all of the sensors will be equipped
with a diagnostic capability. The communication system will
generally interrogate each sensor or merely expect a trans-
mission from each sensor and if that interrogation or trans-
mission fails or a diagnostic error occurs, this fact will be
communicated to the appropriate facility. If, for example,
someone attempts to cover the lens of a camera so that a theft
would not be detected, the mere fact that the lens was covered
could be reported, alerting authorities that something unusual
was occurring.

[0411] As mentioned previously, there are times when the
value of the contents of a container can exceed the value of the
tractor, chassis and container itself. Additionally, there are
times when the contents of the container can be easily dam-
aged if subjected to unreasonable vibrations, angles, accel-
erations and shocks. For these situations, an inertial measure-
ment unit (IMU) can be used in conjunction with the
container to monitor the accelerations experienced by the
container (or the cargo) and to issue a warning if those accel-
erations are deemed excessive either in magnitude, duration,
or frequency or where the integrations of these accelerations
indicate an excessive velocity, angular velocity or angular
displacement. Note that for some applications in order to
minimize the power expended at the sensor installation, the
IMU correction calculations based on the GPS can be done at
an off sensor location such as the receiving station of the
satellite information.

[0412] Ifthe vehicle operates on a road that has previously
been accurately mapped, to an accuracy of perhaps a few
centimeters, then the analysis system can know the input from
the road to the vehicle tires and thus to the chassis of the
trailer. The IMU can also calculate the velocity of the trailer.
By monitoring the motion of the container when subjected to
a known stimulus, the road, the inertial properties of the
container and chassis system can be estimated. If these iner-
tial properties are known than a safe operating speed limit can
be determined such that the probability of rollover, for
example, is kept within reasonable bounds. If the driver
exceeds that velocity, then a warning can be issued. Similarly,
in some cases, the traction of the trailer wheels on the road-
way can be estimated based on the tendency of a trailer to skid
sideways. This also can be the basis of issuing a warning to the
driver and to notify the contents owner especially if the
vehicle is being operated in an unsafe manner for the road or
weather conditions. Since the information system can also
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know the weather conditions in the area where the vehicle is
operating, this added information can aid in the safe driving
and safe speed limit determination. In some cases, the vibra-
tions caused by a failing tire can also be determined. For those
cases where radio frequency tire monitors are present, the
container can also monitor the tire pressure and determine
when a dangerous situation exists. Finally, the vehicle system
can input to the overall system via telematics when the road is
covered with ice or when it encounters a pothole.

[0413] Thus, there are many safety related aspects to hav-
ing sensors mounted on a container and where those sensors
can communicate periodically with a LEO or other satellite,
the internet, or other communication system, and thereafter to
the Internet or directly to the appropriate facility. Some of
these rely on an accurate IMU. Although low cost IMUs are
generally not very accurate, when they are combined using a
Kalman filter with the GPS system, which is on the container
as part of the tracking system, the accuracy of the IMU can be
greatly improved, approaching that of military grade systems.
[0414] The discussion above has concentrated, in part, on
containers that contain cargo where presumably this cargo is
shipped from one company or organization to another. This
cargo could be automotive parts, animals, furniture, weapons,
bulk commodities, machinery, fruits, vegetables, TV sets, or
any other commonly shipped product. What has been
described above is a monitoring system for tracking this cargo
and making measurements to inform the interested parties
(owners, law enforcement personnel etc.) of the status of the
container, its contents, and the environment. This becomes
practical when a ubiquitous internet or a satellite system
exists such as the Skybitz, for example, LEO or geostationary
satellite system coupled with a low cost low power small GPS
receiver and communication device capable of sending infor-
mation periodically to the internet or satellite. Once the sat-
ellite has received the position information from the con-
tainer, for example, this information can be relayed to a
computer system wherein the exact location of the container
can be ascertained. Additionally, if the container has an RFID
reader, the location of all packages having an RFID tag that
are located within the container can also be ascertained.
[0415] The accuracy of this determination is currently now
approximately 20 meters. However, the ionosphere caused
errors in GPS signals received by container receiver can be
determined from a variety of differential GPS systems and
that information can be coupled with the information from the
container to determine a precise location of the container to
perhaps as accurate as a few centimeters. This calculation can
be done at any facility that has access to the relevant DGPS
corrections and the container location. It need not be done
onboard the container. Using accurate digital maps the loca-
tion of the container on the earth can be extremely precisely
determined. This principle can now be used for other location
determining purposes. The data processing facility that
receives the information from the asset via satellites can also
know the DGPS corrections at the asset location and thus can
relay to the vehicle its precise location.

[0416] Many transmission modes exist including cellular
phone systems, satellite communications and the Internet.
The Internet systems can be broken into two types, those in
use now that are available only at particular “hot-spots” and a
ubiquitous internet which by definition is available almost
everywhere. The use of ubiquitous internet is believed to be
unique to the inventions herein as the inventors may have
been the first to recognize that ubiquitous internet would
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become available art least partially due to the inventions
herein and can be counted on to provide the sole system for
communication from various vehicles including automo-
biles, trucks and truck trailers, storage tanks and shipping
containers replacing all other communication systems. Their
vision is now being realized through such systems as
WiMAX.

[0417] Although the discussion above has centered, in part,
on cargo transportation as an illustrative example, at least one
of'the inventions disclosed herein is not limited thereto and in
fact can be used with any asset whether movable or fixed
where monitoring for any of a variety of reasons is desired.
These reasons include environmental monitoring, for
example, where asset damage can occur if the temperature,
humidity, or other atmospheric phenomena exceeds a certain
level. Such a device then could transmit to the telecommuni-
cations system when this exception situation occurred. It still
could transmit to the system periodically, perhaps once a day,
justto indicate that all is OK and that an exceptional situation
did not occur.

[0418] Referring to FIG. 39, another example could be the
monitoring of a vacation home 210 during the months when
the home 210 is not occupied. Of course, any home could be
so monitored even when the occupants leave the home unat-
tended for a party, for example. The monitoring system would
include one or more sensors 214 and a processor 212 coupled
thereto, e.g., via wires or wirelessly, and including or associ-
ated with a communications unit, and could determine
whether the house is on fire, being burglarized, or whether
temperature is dropping to the point that pipes could freeze
dueto a furnace or power failure. Such a system could be less
expensive to install and maintain by a homeowner, for
example, than systems supplied by ADT, for example. Moni-
toring of a real estate location could also be applied to indus-
trial, governmental and any other similar sites. Any of the
sensors 214 may be electromagnetic, cameras, ultrasound,
capacitive, chemical, moisture, radiation, biological, tem-
perature, pressure, radiation, etc. could be attached to such a
system which would not require any other electrical connec-
tion either to a power source 216 or to a communication
source such as a telephone line which is currently require by
ADT, for example. In fact, most currently installed security
and fire systems require both a phone and a power connection.
If a power source is available, it can be used to recharge the
batteries or as primary power. Each sensor 214 may be asso-
ciated or integral with its own power source 216 so that each
sensor system 214 operates without wires or power from an
external source.

[0419] In one particular embodiment, the sensors 214
include an intruder sensor which may be associated with the
windows and/or doors of the house 210, a fire detector, a
smoke detector, a water detector (to detect flooding from
broken pipes or leaks in the roof), pollution sensors, and other
sensors which detect conditions which may lead to or actually
cause damage to the house 210. Such sensors 214 could also
monitor the exterior environment or area around the house
210. The monitoring system could be programmed to peri-
odically obtain information from the sensors and transmit the
information to the remote monitoring facility 218, or the
processor 212 and communications unit associated therewith
may be designed for bi-directional communications so that
the remote monitoring facility could initiate the monitoring
system to obtain information from the sensors about the
house 210.
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[0420] The processor 212 would also include its location,
i.e., the location of the house 210, in the transmission to the
remote facility 218 which may be pre-programmed into the
processor 212.

[0421] The remote monitoring facility 218 would receive
the transmission, e.g., using any of the techniques described
above such as using the ubiquitous Internet, and then could
dispatch appropriate personnel based on the content of the
communication. For example, if a water detector was one
sensor 214 and it detects the presence of water, it could send
a plumbing contractor. If a smoke detector was one sensor
214, the remote facility could instruct a fire department to
respond and provide details of the house 210.

[0422] To prevent a lack of power from preventing the
sensors 214 or processor and communications unit 216 from
transmitting information to the remote facility 218, the power
source 216 for the processor 212 and/or sensor systems 214
may be designed to use energy harvesting, e.g., energy
obtained from available sources such as the solar energy or
created during routine, normal actions. The power source 216
could be designed as a battery which is charged, e.g., when a
connection to a power grid is available. In this manner, even
if the power to the house 210 is shut off by the homeowner or
by thieves, the sensors 214 and processor 212 will still have
available power.

[0423] The foregoing enables wireless and powerless
monitoring of the house 210. To conserve power and increase
the service life of the arrangement, the occurrence of an
internal or external event, or the absence of an event for a time
period, requiring a change in the frequency of monitoring of
the fixed structure may be detected by appropriate sensors,
e.g., a break-in sensor. In this case, the rate at which the
sensors 214 obtain information about the house 210 in
response to the detected occurrence of an internal or external
event may be changed. Also, when a condition causing dam-
age to or which might lead to damage to the house 210 is
determined to be present at the house 210 by the remote
facility 218 based on the transmitted information, at least one
reactive system 220 in the house 210 may be controlled by the
remote facility 218 based on the transmitted information
about the fixed structure obtained by the sensors 214. The
reactive system 220 may be an alarm, a fire extinguisher
system and the like.

[0424] The same system for monitoring the house 210 can
beused to monitor other fixed structures such as boats, parked
airplanes. Although for a boat or airplane which can be
moved, the location of the boat or airplane may be provided
by a position or location determining system on the boat or
airplane and then provided to the processor 212.

[0425] Of particular importance, this system and tech-
niques can be applied to general aviation and the marine
community for the monitoring of flight and boat routings. For
general aviation, this or a similar system can be used for
monitoring the unauthorized approach of planes or boats to
public utilities, government buildings, bridges or any other
structure and thereby warn of possible terrorist activities.
[0426] Portable versions of this system can also be used to
monitor living objects such as pets, children, animals, and
other objects such as cars, and trucks, or any other asset. What
is disclosed herein therefore is a truly general asset monitor-
ing system where the type of monitoring is only limited by
requirement that the sensors operate under low power and the
device does not require connections to a power source, other
than the internal battery, or a wired source of communication.
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The communication link is generally expected to be via a
transmitter and a LEO, geostationary or other satellite, how-
ever, it need not be the case and communication can be by cell
phone, an ad hoc peer-to-peer network, IEEE 801.11, Blue-
tooth, or any other wireless system or directly to the internet.
Thus, using the teachings of at least one of the inventions
disclosed herein, any asset can be monitored by any of a large
variety of sensors and the information communicated wire-
less to another location which can be a central station, a
peer-to-peer network, a link to the owner’s location, or, pref-
erably, to the Internet

[0427] Additional areas where the principles of the inven-
tion can be used for monitoring other objects include the
monitoring of electric fields around wires to know when the
wires have failed or been cut, the monitoring of vibrations in
train rails to know that a train is coming and to enable tracking
of the path of trains, the monitoring of vibrations in a road to
know that a vehicle is passing, the monitoring of temperature
and/or humidity of a road to signal freezing conditions so that
a warning could be posted to passing motorists about the
conditions of the road, the monitoring of vibrations or flow in
a oil pipe, or other conduit through which a fluid flows, to
know if the flow of oil has stopped or part of it is being
diverted so that a determination may be made if the oil is
being stolen, the monitoring of infrared or low power (MIR)
radar signal monitoring for perimeter security, the monitoring
of animals and/or traffic to warn animals that a vehicle is
approaching to eliminate car to animal accidents and the
monitoring of fluid levels in tanks or reservoirs. It is also
possible to monitor grain levels in storage bins, pressure in
tanks, chemicals in water or air that could signal a terrorist
attack, a pollution spill or the like, carbon monoxide in a
garage or tunnel, temperature or vibration of remote equip-
ment as a diagnostic of pending system failure, smoke and fire
detectors and radiation. In each case, one or more sensors is
provided that have been designed to perform the appropriate,
desired sensing, measuring or detecting function and a com-
munications unit is coupled to the sensor(s) to enable trans-
mission of the information obtained by the sensor(s). A pro-
cessor can be provided to control the sensing function, i.e., to
enable only periodic sensing or sensing conditioned on exter-
nal or internal events. For each of these and many other
applications, a signal can be sent to a satellite, internet or
other telematics system to send important information to a
need-to-know person, monitoring computer program, the
Internet etc.

[0428] Three other applications of at least one of the inven-
tions disclosed herein need particular mention. Periodically, a
boat or barge impacts with the structure of a bridge resulting
in the collapse of a road, railroad or highway and usually
multiple fatalities. Usually such an event can be sensed prior
to the collapse of the structure by monitoring the accelera-
tions, vibrations, displacement, or stresses in the structural
members. When such an event is sensed, a message can be
sent to a satellite and/or forwarded to the Internet, and thus to
the authorities and to a warning sign or signal that has been
placed at a location preceding entry onto the bridge. Alter-
nately, the sensing device can send a signal directly to the
relevant sign either in addition or instead of to a satellite or the
internet.

[0429] Sometimes the movement of a potentially hazard-
ous cargo in itself is not significantly unless multiple such
movements follow a pattern. For example, the shipment of
moderate amounts of explosives toward a single location
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could signify an attack by terrorists. By comparing the motion
of containers of hazardous materials and searching for pat-
terns, perhaps using neural networks, fuzzy logic and the like,
such concentrations of hazardous material can be forecasted
prior to the occurrence of a disastrous event. This information
can be gleaned from the total picture of movements of con-
tainers throughout a local, state or national area. Similarly, the
movement of fuel oil and fertilizer by itself is usually not
noteworthy but in combination using different vehicles can
signal a potential terrorist attack.

[0430] Many automobile owners subscribe to a telematics
service such as OnStar®. The majority of these owners when
queried say that they subscribe so that if they have an accident
and the airbag deploys, the EMS personnel will be promptly
alerted. This is the most commonly desired feature by such
owners. A second highly desired feature relates to car theft. If
a vehicle is stolen, the telematics services can track that
vehicle and inform the authorities as to its whereabouts. A
third highly desired feature is a method for calling for assis-
tance in any emergency such as the vehicle becomes stalled,
is hijacked, runs off the road into a snow bank or other similar
event. The biggest negative feature of the telematics services
such as OnStar® is the high monthly cost of the service.

[0431] At least one of the inventions described herein can
provide the three above-mentioned highly desired services
without requiring a high monthly fee. A simple device that
communicates to a satellite, the internet or other telematics
system can be provided, as described above, that operates
either on its own battery and/or by connecting to the cigarette
lighter or similar power source. The device can be provided
with a microphone and neural network algorithm that has
been trained to recognize the noise signature of an airbag
deployment or the information that a crash transpired can be
obtained from an accelerometer or IMU. Thus, if the vehicle
is in an accident, the EMS authorities can be immediately
notified of the crash along with the precise location of the
vehicle. Similarly, if the vehicle is stolen, its exact where-
abouts can be determined through an Internet connection, for
example. Finally, a discrete button placed in the vehicle can
send a panic signal to the authorities via a telematics system.
Thus, instead of a high monthly charge, the vehicle owner
would only be charged for each individual transmission,
which can be as low as $0.20 or a small surcharge can be
added to the price of the device to cover such costs through
averaging over many users. Such a system can be readily
retrofitted to existing vehicles providing most of advantages
of'the OnStar® system, for example, at a very small fraction
of'its cost. The system can reside in a “sleep” mode for many
years until some event wakes it up. In the sleep mode, only a
few microamperes of current are drawn and the battery can
last the life of the vehicle. A wake-up can be achieved when
the airbag fires and the microphone emits a current. Similarly,
apiezo-generator can be used to wake up the system based on
the movement of a mass or diaphragm displacing a piezoelec-
tric device which then outputs some electrical energy that can
be sensed by the system electronics. Similarly, the system can
be caused to wake up by a clock or the reception of a proper
code from an antenna. Such a generator can also be used to
charge the system battery extending its useful life. Such an
OnStar®-like system can be manufactured for approximately
$100, depending on production volume and features.

[0432] The invention described above can be used in any of
its forms to monitor fluids. For example, sensors can be
provided to monitor fuel or oil reservoirs, tanks or pipelines
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and spills. Sensors can be arranged in, on, within, in connec-
tion with or proximate a reservoir, tank or pipeline and pow-
ered in the manner discussed above, and coupled to a com-
munication system as discussed above. When a property of
characteristic of the environment is detected by the sensor, for
example, detection of a fluid where none is supposed to be
(which could be indicative of a spill), the sensor can trigger a
communication system to transmit information about the
detection of the fluid to a remote site which could send
response personnel, i.e., clean-up personnel. The sensors can
be designed to detect any variables which could provide
meaningful information, such as a flow sensor which could
detect variations in flow, or a chemical sensor which could
detect the presence of a harmful chemical, biological agent or
a radiation sensor which could detect the presence of radio-
activity. Appropriate action could be taken in response to the
detection of chemicals or radioactivity.

[0433] Telematics for Storage Tanks

[0434] What follows is a discussion of remote monitoring
the level of a fluid in a storage tank or container as well as
other properties of a tank, its environment and its contents.
The determination of the level of a fluid in a tank has been the
subject of many patents, books and other published articles
and papers (see, for example, Measurement and Control of
Liquid Level (An Independent learning module from the
Instrument Society of America) by Chun H. Cho, which
describes several such methods). A combination of any of
these methods with a low power consumption, long life
telematics system permitting the remote monitoring of a fixed
or movable storage tank and its contents and environment
over long periods of time without intervention is not believed
to be available. With the availability of the system described
herein, storage tanks or other fluid storage structures or hous-
ings placed anywhere in the world can be monitored from any
other place in the world for fluid level, tampering, theft of
contents or the entire tank, fire, excessive temperature, usage,
etc. without maintenance for several years.

[0435] FIG. 25 is a side view of a Frac tank, such as sup-
plied by e-Tank Inc, of Massillon, Ohio, containing a level
monitoring system and other sensors in accordance with the
invention. FIG. 26 is a perspective view of an oil or chemical
storage tank containing a level monitoring system in accor-
dance with the invention.

[0436] One preferred implementation of such a system for
use with the Frac tank a schematically shown in FIG. 25 and
the storage tank as schematically shown in FIG. 26 is
described with reference to FIGS. 27 and 28. In a most basic
embodiment, an interior sensor system is arranged on a hous-
ing of the storage tank or other fluid-storage structure and is
arranged to obtain information about any fluid in the interior
of'the housing, this information can be the presence of fluid in
the tank and/or the level of fluid in the tank or other properties
of'the fluid. A location determining system is also arranged on
the housing and monitors the location of the tank, i.e., either
is provided with an initial position and monitors change in
that position, for movable tanks, or is provided with a device
to enable it to determine its position. A communication sys-
tem is coupled to the interior sensor system and the location
determining system, and possibly even arranged on the hous-
ing itself, and transmits the information about the fluid in the
interior of the housing and the location, or identification, of
the tank to a remote facility. The remote facility may be any
facility which monitors the contents of the tank, including
possibly multiple facilities, all of which are concerned with

Nov. 20, 2008

the contents and condition of the tank or the fluid therein.
Instead of being mounted on the housing itself, the commu-
nication system may be arranged in close proximity to the
housing and coupled to the interior sensor system and loca-
tion determining system via wires or in a wireless manner.
[0437] The level measurement in this example is accom-
plished using one or more wave-receiving devices 606, such
as an ultrasonic transducer manufactured by Murata and
described in the 572 patent mentioned above, and a reference
target 601, which may donut-shaped. Each wave-receiving
device 606 directs waves at an upper surface of the fluid when
present in the interior of the tank, when it is a wave transmit-
ter, or alternatively receives waves, e.g., electromagnetic
waves, from the fluid when it is, for example, an optical
imager. Preferably, each wave receiving device 606 is sealed
into an enclosure which prevents it from being damaged by
the fluid, i.e., liquid or gas in the interior of the housing of the
tank,

[0438] Each wave-receiving device 606 can be mounted to
or in the top wall 602 on the inside of any of the above
mentioned tanks such that its operative field of view extends
downward toward the fluid in the tank, whether downward
toward the bottom of the tank or at an angle to a side of the
tank. A control unit/processor is provided to control the man-
ner in which each wave-transmitting device 606 emits ultra-
sonic or electromagnetic waves, and the control unit/proces-
sor is shown schematically as 604, which unit also includes a
location determining system as described above. The location
determining system and control unit/processor may be
arranged apart from one another, and possibly alongside the
housing of the tank or on another face of the tank, e.g., a side
of the tank. When the tank is fixed, its location can be deter-
mined on initial installation of the system and the tank is
assigned an identification number which is then transmitted
with the fluid information.

[0439] When the wave-receiving device 606 is an ultra-
sonic transceiver, e.g., an ultrasonic wave transmitter/re-
ceiver, each time the wave-transducer 606 emits an ultrasonic
pulse, a reflection is obtained from the fluid surface and also
from the reference target 601. The receive reflections are
analyzed by the control unit processor 604. In one embodi-
ment, the control unit/processor 604 is provided with infor-
mation about the distance between the wave-receiving device
606 and the reference target 601 in its field of view. In this
case, since the location of the reference target 601 relative to
the wave-receiving device 606 is known the speed of sound in
the tank can be calculated, the effects of temperature and gas
chemical makeup canbe determined. A ratio of the echo times
from the target 601 and fluid enables the control unit/proces-
sor 604 coupled to the wave-receiving device 606 to deter-
mine the location of the fluid surface. Knowing also the
dimensions of the tank, the control unit/processor 604 can
also determine the quantity of fluid in the tank. A key advan-
tage therefore of this system is that it is independent of gas
composition and temperature. Additional reference targets
can of course be added if it is desired to take into account the
effects in gradation in the speed of sound caused by either the
temperature or gas composition.

[0440] This system of course only measures the fluid level
at one location, the location impacted by the transmitted
ultrasonic waves, and thus some method of determining the
rotations about the horizontal axes of the tank may also be
incorporated, at least for tanks that are movable such as the
Frac tank shown in FIG. 25. One method is to use multiple
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systems of the type described herein (noting multiple wave-
receiving devices 606 in FIG. 26) or the incorporation of one
or more tilt sensors 603 shown in FIG. 25, such as those
manufactured by Fredriks of Huntingdon, Pa. and described
inthe 572 patent. If the geometry of the tank is known and the
level of the fluid is measured at one appropriate point, then
with the added information from a tilt or angle sensor 603, the
quantity of the fluid in the tank can be accurately determined.
Indeed, it has been established that by using trained pattern
recognition techniques, knowing only three parameters about
a fluid tank, it is possible to operatively and accurately deter-
mine the quantity of fluid in the tank, even when the tank is
subject to inclination. This is discussed in U.S. Pat. No. 6,892,
572, incorporated by reference herein. Other more accurate
angle gages are available as can be determined by one with
ordinary skill in the art and the Fredriks sensors discussed
herein are for illustration purposed only.

[0441] Frac tanks are often vented when a working site.
FIG. 27 shows one preferred method of determining the level
of a fluid in a tank that is independent on temperature or the
speed of sound. FIG. 28 is a schematic illustration of the
method of FIG. 27.

[0442] In some embodiments, the control unit/processor
604 is arranged to compensate for thermal and/or gas density
gradients in the interior of the tank. Different ways in which
the received waves can be analyzed and processed while
compensating for thermal and/or gas density gradients are
known to those skilled in the art. Compensation for gas den-
sity gradients is particularly appropriate when using ultra-
sonic sensors and thus the processor which receives informa-
tion about the ultrasonic waves reflected from the upper
surface of the liquid and determines the distance between the
ultrasonic sensor and the upper surface of the liquid (which
enables a determination of the level of fluid in the storage
tank) would also be programmed to compensate for such gas
density gradients (possibly in a manner described below).
Any additional gas density sensors which would be required
to determine gaseous stratification of the area above the liquid
may be mounted to the housing.

[0443] In an embodiment described above, each wave
receiving device 606 receives waves from the upper surface of
the fluid and from its associated reference target 601 so that
the control unit/processor 604 can analyze the waves and
determine the level of fluid in the tank, since it knows the
distance between each wave receiving device 606 and its
associated reference target 601. In another embodiment, the
control unit/processor 604 compares waves received by each
wave receiving device 606 at different times and obtains
information about the fluid in the tank based on the compari-
son of the waves received by the wave receiving device 606 at
different times. When multiple wave receiving devices are
provided, the control unit/processor analyzes waves received
by the wave receiving devices 606 and obtains information
about the fluid in the tank on the analysis of these waves.
[0444] Other sensors can be incorporated into the storage
tank monitoring system as described with regard to shipping
containers or truck trailers described elsewhere herein. For
example, low power chemical or biological sensors can be
incorporated to monitor the chemical nature of the contents of
the tank. Similarly, temperature, pressure or other sensors can
be added such as a camera that monitors the environment
surrounding the tank and alerts the tank owner when the tank
is approached or breached. Additional sensors include MIR
leakage detectors, sound, light, inertial sensors, radar, etc.
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Magnetic or other sensors, for example, can detect the
approach of a truck that might be used to move the tank. As
such, in other embodiments of the invention, the interior
sensor system includes one or more additional sensors 605 for
performing any one of a number of different functions, and
which are coupled to the control unit/processor 604. For
example, a chemical sensor may be provided to monitor the
chemical nature of the fluid or vapor in the tank, and an
exterior or environmental sensor may be provided to monitor
an environment around the tank to obtain information about
the environment around the tank. Additional sensors include
a temperature sensor, a pressure sensor, a carbon dioxide
sensor, a humidity sensor, a hydrocarbon sensor, a narcotics
sensor, a mercury vapor sensor, a radioactivity sensor, a
microphone, an electromagnetic wave sensor, electric or
magnetic field sensor and a light sensor.

[0445] As mentioned, other fluid level determining systems
can also be used and all such systems are within the scope of
this invention. Once a level system has been chosen, then it
can be combined with a satellite communication system, such
as provided by SkyBitz, Inc., or internet-based monitoring
system in the same or similar manner as the shipping con-
tainer monitoring systems discussed elsewhere herein. Thus,
once the interior sensor system in any of the embodiments
described above obtains information about the fluid in the
tank and optional additional information about the tank, it
provides this information to a communication system which
may also be housed in the same housing as control unit/
processor 604. The communication system directs this infor-
mation along with information about the location of the tank
obtained from the location determining system to one or more
remote facilities 607, using for example, a satellite link, an
internet link and the like.

[0446] To optimize monitoring of the tank, the control unit/
processor may include an initiation device for periodically
initiating the wave receiving device(s) 606, and/or other sen-
sors when present, to obtain information about the fluid in the
tank and/or the condition of the tank. A wakeup sensor system
may thus be provided for detecting the occurrence of an
internal or external event, or the absence of an event for a time
period, requiring a change in the frequency of monitoring of
the tank. The initiation device is coupled to the wakeup sensor
system and arranged to change the rate at which it initiates the
wave receiving device(s), or wave transmitting device(s), 606
and/or other sensors to obtain information about the fluid in
the tank and/or the condition of the tank in response to the
detected occurrence of an internal or external event by the
wakeup sensor system. The initiation device and wakeup
sensor system may be integrated into the control unit/proces-
sor 604 or separate therefrom.

[0447] Inone embodiment, a motion or vibration detection
system is arranged to detect motion or vibration of the tank or
a part thereof. The interior sensor system, e.g., the wave
receiving device(s) 606, are coupled to the motion or vibra-
tion detection system and obtain information about the fluid
of the interior of the housing only after the tank or a part
thereof is determined to have moved from a stationary posi-
tion or vibrated. Similarly, a wakeup sensor system can be
mounted on the housing of the tank for detecting the occur-
rence of an internal or external event relating to the condition
or location of the fluid in the housing or the tank. The com-
munication system may be coupled to the wakeup sensor
system and arranged to transmit a signal relating to the
detected occurrence of an internal or external event. When-
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ever desired or necessary, a memory unit may be coupled to
the control unit/processor 604 or part thereof and stores data
relating to the location of the tank and the fluid in the interior
ofthe housing. The motion or vibration detection system and
wakeup sensor system may be integrated into the control
unit/processor 604 or separate therefrom.

[0448] A motion sensor may be arranged on the housing for
monitoring motion of the housing, when the housing is in
particular a movable fluid storage tank such as a Frac tank,
and an alarm or warning system coupled to the motion sensor
and which is activated when the motion sensor detects dan-
gerous motion of the housing. The motion sensor and alarm or
warning sensor system may be integrated into the control
unit/processor 604 or separate therefrom. The motion sensor
may be a flux gate compass which is designed to determine if
the tank has been moved.

[0449] The interior sensor system, e.g., the wave receiving
device(s) 606, the location determining system and the com-
munication system preferably all have low power require-
ments. A battery, e.g., arechargeable battery, may be coupled
to the interior sensor system, the location determining system
and the communication system for providing power thereto.
The battery may be supplemented with an energy harvesting
system.

[0450] In addition to information being obtained based on
changes in the condition or state of the housing, it is also
possible to cause the interior sensor system to obtain infor-
mation upon receipt of a command from the remote facility
607. In this case, the link between the communications device
in the control unit/processor 604 is bi-directional and allows
for reception of a command from a remote facility 607 to
cause the wave receiving device(s) 606 to operate and obtain
information about the fluid in the tank. This information is
subsequently transmitted to the remote facility 607. In
another case, the interior sensor system includes a combina-
tion of optical and ultrasonic or other wave-type receiving or
transceiving devices, each such device being represented by
reference numeral 606. An optical system 606 is mounted on
the housing to characterize the contents in the tank, e.g.,
determine the nature of the fluid, its identity or composition,
and an ultrasonic system 606 is used to determine the fluid
level. Both such systems would be coupled to the control
unit/processor 604 which would coordinate information gath-
ering by both systems and transmit messages to the remote
facility 607 about the nature of the fluid and its level, along
with a location or position indication obtained from the loca-
tion determining system. Such an optical system may be as
described herein and would generally include an optical sen-
sor which obtains images of the fluid and can analyze the
images to determine the nature of the fluid. This may be
achieved using pattern recognition technologies.

[0451] In another embodiment, only optical systems are
used, represented by reference numeral 606 in FIGS. 25 and
26, since an optical system could also determine the level of
fluid in a tank. In this case, one or more markings can be
provided along the inner surface of the tank, or on other
members extending along the height of the tank in the interior
of'the tank. The optical system obtains images including the
marking(s) and can analyze the images to determine the level
of'the fluid. In one particular embodiment, the optical system
is designed to project scales on the inner surface of three walls
of the housing, or at three different locations on the inner
surface of the housing wall or walls, and obtain images of the
wall(s) at the projected locations of the scales. This informa-
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tion is used to derive the level of fluid in the tank, by a
processor which may use a trained pattern recognition tech-
nique such as a trained neural network. The training may
involve obtaining images when different, but known, levels of
fluid are present in the tank, and the tank is at different
inclinations. In this case, images are obtained for different
tank levels and different inclinations and inputted into a neu-
ral network generating program which provides a neural net-
work which is capable of outputting a fluid level upon receiv-
ing images of the three projected scales.

[0452] In one embodiment, it is envisioned that modulated
light may be used for tank level measurements.

[0453] Inapreferred embodiment, a single ultrasonic wave
receiving device 606 is mounted to an inner surface of the
housing and is sealed into an enclosure to prevent damage
caused by any fluids in the housing. A two axis tilt or angle
sensor 605 is also mounted to the housing and this sensor 605
as well as the wave receiving device 606 are coupled to the
control unit/processor 604. The control unit/processor 604
receives signal corresponding to or representative of the
waves received by the wave receiving device 606, or infor-
mation derived therefrom at the wave receiving device 606,
along with the information about inclination of the housing
from the tilt sensor 605 and the location of the tank from the
location determining system and forms a message for trans-
mission to the remote facility 607.

[0454] The remote facility 607 which monitors the storage
tanks can receive messages, e.g., via the Internet or a satellite
link, each containing the location of the tank and information
about the fluid therein. The remote facility 607 can also be
designed to enable monitoring of selected ones or all of the
storage tanks via the wave receiving devices if a bi-directional
communications device is coupled to or part of the control
unit/processor 604 associated with each storage tank. A report
about the storage tanks can be compiled by a processor or
control unit at the remote facility 607 and alarms or warnings
provided to monitoring personnel if a problem is detected
with any of the fluids in the storage tanks or a problem is
detected with any of the storage tanks.

[0455] When the communication system in the control unit/
processor 604 on the housing of the tank allows for bi-direc-
tional communications, the tank can be provided with one or
more controlled systems or components which can be com-
manded by the remote facility 607 to undertake a specific
action. This would be in addition to the ability of the remote
facility 607 to command the interior sensor system, e.g., the
wave receiving device(s) 606 to undertake a reading. Such
controlled systems may be a fire extinguisher on the tank or a
cleaning system, a valuing system and the like. Any of these
such systems can be coupled to the control unit/processor 604
and commanded via the link to the remote facility 607. This
therefore provides for remote control of systems on the tank.
[0456] Referring now to FIGS. 29 and 30, another embodi-
ment of a fluid level measuring system in accordance with the
invention for particular use with storage tanks includes a
buoyant housing 608 which floats on the liquid in the storage
tank housing. Housing 608 includes a first transducer 610
arranged to face upward and a second transducer 611
arranged to face downward.

[0457] Transducer 610 may be an ultrasonic or RF trans-
ducer which is capable of providing information to enable a
determination of or possibly actually determining the range
of distance to the top of the storage tank, i.e., the distance
between the housing 608 and the top of the storage tank. If
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transducer 610 is an ultrasonic transducer, it directs ultrasonic
waves at the inner surface of the top wall of the storage tank
and receives reflected ultrasonic waves.

[0458] Transducer 611 may be an ultrasonic transducer
which is capable of providing information to enable a deter-
mination of or possibly actually determining the range or
distance to the bottom of the storage tank. If transducer 611 is
an ultrasonic transducer, it directs ultrasonic waves at the
inner surface of the bottom wall of the storage tank and
receives reflected ultrasonic waves.

[0459] A processor/communications unit 612 is connected
to transducers 610, 611 and, when the transducers 610, 611
only provide data about the reflected waves but not the range
or distance information, the processor determines the range or
distance between the housing 608 and both the top and bottom
of the storage tank. From the range or distance determina-
tions, processor 612 is thus capable of determining the level
(L) of the liquid if the height (H) of the tank is known (and
provided to the processor 612). The processor 612 could also
correct for other variables in the determinations, such as
temperature, pressure and gas density as disclosed herein.

[0460] If the speed of sound in the liquid or the gas is
provided to or otherwise determined by sensors connected to
the processor 612, it can then determine the fluid level using
the data from only one of the transducer 610, 611. For
example, if the speed of sound in the liquid is known, the
processor 612 can determine the level of fluid based on the
data provided by transducer 611.

[0461] Inoneembodiment, a reference target is arranged in
the field of view of transducer 610 and thus, only transducer
610 would be needed to enable a determination of the level of
liquid in the tank. In this case, housing 608 could not include
transducer 611.

[0462] Processor 612 includes a communications unit or
system which communicates with the remote facility 607,
either directly or indirectly, e.g., through an intermediate
structure which receives wireless signals from the processor/
communications unit 612 indicative of the level of liquid in
the tank and relays them to the remote facility 607.

[0463] Itisnoted that additional methods for measuring the
level of liquid in the storage tanks may be used in the inven-
tion, such as those described in a book, Measurement and
Control of Liquid Level. Any of these level measuring tech-
niques may be use din the invention, when used in combina-
tion with a communications unit which is capable of forward-
ing the measured liquid level to a remote facility or engaging
in bi-directional communications with a remote facility to
enable the remote facility to initiate a liquid level measure-
ment.

[0464]

[0465] In a similar manner as the condition and fluid level
in storage tanks are remotely monitored as described above,
open reservoirs can also be remotely monitored. As shown in
FIG. 38, a reservoir 200 generally differs from a storage tank
in that it does not include a cover and is therefore exposed to
the ambient atmosphere. Nevertheless, one or more wave
receiving devices 202, or other fluid level measuring devices,
can each be positioned to have a field of view of the upper
surface of the reservoir 200, and optionally a reference target
in the reservoir if one is used, and therefore enable a deter-
mination of the level of fluid in the reservoir, of information
about the chemical nature of the fluid, and the other informa-
tion described above for monitoring storage tanks. Each fluid
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level measuring device 202 may have any of the configura-
tions disclosed above, e.g., the ultrasonic variation or the
optical variation.

[0466] Information about the chemical nature of the fluid
and other information about the fluid and its properties, e.g.,
temperature, acidity, alkalinity, purity, composition, can also
be determined by positioning one or more sensors 204 in
contact with the fluid in the reservoir 200.

[0467] A processor or controller 206 is wired or wirelessly
coupled to the wave receiving devices 202 and fluid property
sensor or sensors 204 and is provided with the location of the
reservoir 200. Since the location of the reservoir 200 is typi-
cally invariable, the location, once provided to the controller
206, does not need to be changed, as well as an assigned
identification (ID) of the reservoir 200 for monitoring pur-
poses.

[0468] The remote facility which monitors the reservoirs
200 would receive messages, .g., via the Internet or a satellite
link, or other means of communication from the controller
206 and its associated communications unit, each containing
the location, or ID, of the reservoir 200 and information about
the fluid therein obtained from the fluid level sensor(s) 202
and/or the fluid property sensors 204. The remote facility
could also be designed to enable monitoring of the reservoir
200 via the wave receiving devices if a bi-directional com-
munications device is coupled to or part of the controller 206
located at or near the reservoir. Thus, the fluid level sensor(s)
and/or fluid property sensor(s) 204 could be directed to obtain
information about the fluid from the remote facility, and then
transmit the obtained information to the remote facility.
[0469] A report about the reservoir 200 can be compiled by
aprocessor or control unit at the remote facility and alarms or
warnings provided to monitoring personnel if a problem is
detected with any of the fluids in the reservoirs or a problem
is detected with any of the reservoirs.

[0470] When the communication unit in the controller 206
associated with the reservoir 200 allows for bi-directional
communications, the reservoir 200 can be provided with one
or more controlled fluid adjustment systems or components
208 which can be commanded by the remote facility to under-
take a specific action. This would be in addition to the ability
of the remote facility to command the wave receiving device
(s) or other fluid level measuring devices 202, and fluid prop-
erty sensors 204 to undertake a reading. Such controlled fluid
adjustment systems or components 208 may be a cleaning
system, a chemical introduction system, a valving system and
the like. Any of these such systems can be coupled to the
controller and commanded via the link to the remote facility.
This therefore provides for remote control of systems asso-
ciated with the reservoir 200.

[0471] The fluid level sensor(s) 202 and/or fluid property
sensor(s) 204 may also be associated with an initiation device
which periodically initiates them to obtain information about
the fluid. A wakeup sensor system (not shown) may also be
provided for detecting the occurrence of an internal or exter-
nal event, or the absence of an event for a time period, requir-
ing a change in the frequency of monitoring of the reservoir
200. The initiation device is coupled to the wakeup sensor
system and change the rate at which it initiates the fluid level
sensor(s) 202 and/or fluid property sensor(s) 204 to obtain
information about the fluid in response to the detected occur-
rence of an internal or external event by the wakeup sensor
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system. This type of system would be similar to the cargo
monitoring wake-up system described with reference to FIG.
22.

[0472] In a similar manner as reservoirs are monitored in
accordance with the invention, lakes, ponds and any other
contained body of water or fluid may be monitored.

[0473]

[0474] In some applications of the ultrasonic, electromag-
netic and optical receiving devices, in particular, use of such
devices for determining information about a fluid in an
enclosed storage tank, there may be gas density gradients
caused by temperature variations and/or by variations in the
make-up or composition or chemical nature of the gas or
liquid in the storage tank. For example, in a liquid storage
tank, a mixture of gasses could separate with the more dense
gas near the liquid surface and the less dense gas near the top
of the storage tank. This gas density gradient may affect
ultrasonic waves and therefore, in the embodiment described
above wherein an ultrasonic sensor is arranged at the top wall
of'the storage tank, the determination of the distance between
the ultrasonic sensor and the upper surface of the liquid. To
ensure reasonable accuracy of the determination of the dis-
tance between the ultrasonic sensor and the upper surface of
the liquid, and thus an accurate assessment of the fluid level,
any gas density gradient should be compensated for.

[0475] One way to achieve this would be to determine the
gas density at multiple, spaced-apart locations in the tank, i.e.,
in the area in which gas is present in the tank which would be
the area between the upper surface of the liquid and the top of
the tank. If the gas density readings from appropriate gas
density sensors are all equal, this would be indicative of the
lack of a gas density gradient. However, if the gas density
readings are different, a processor which determines the dis-
tance between the ultrasonic sensor and the upper surface of
the liquid (and uses this distance determination to determine
the level of fluid in the storage tank) must compensate for the
gas density gradient if it affects the ultrasonic waves.

[0476] The embodiment wherein the level of liquid in a
storage tank is determined is thus especially appropriate envi-
ronment for a technique to compensate for gas density gradi-
ents or gaseous stratification.

[0477] In some cases, a combination of an optical system
such as a camera and an ultrasonic system can be used. In this
case, the optical system can be used to acquire an image
providing information as to the vertical and lateral dimen-
sions of the scene and the ultrasound can be used to provide
longitudinal information, for example. In another case, an
optical system can be used to characterize the contents in a
container or storage tank and an ultrasonic system used to
determine the distance to the object or the fluid level.

[0478] Any of the transducers discussed herein such as an
active pixel or other camera can be arranged in various loca-
tions in the vehicle including in a headliner, roof; ceiling, rear
view mirror assembly, an A-pillar, a B-pillar and a C-pillar or
a side wall or even a door in the case of a cargo container or
truck trailer. For storage tanks, the roof is generally a good
location for mounting ultrasonic-based level detectors and a
wall is a good location for mounting optical systems. Never-
theless, for an ultrasonic-based level detector, any location
where the detector has a field of view oriented toward the
upper surface of the fluid would be suitable. For an optical
system, any location where the detector has a field of view of
any part of the fluid would be suitable. In this case, care
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should be exercised to ensure that the optical system has a
view of the fluid even when it is at a low level.

[0479] Both bladder and strain gage weight sensors can
also be used in measuring the mass of fluid in a storage tank
or container. Use of weight to measure the quantity of fuel in
avehicle fuel tank is discussed in U.S. Pat. No. 6,615,656 and
U.S. Pat. No. 6,892,572, both of which are incorporated by
reference herein. Many of the techniques discussed therein
are also applicable to determining the quantity of fluid in
tanks and other containers.

[0480] As mentioned, optical systems can be effectively
used to monitor the level of a fluid in storage tank. In one such
implementation, a scale can be projected from the imager and
the point where the fluid covers the image on the wall can be
easily determined. Thus, in one small package that does not
require painting a scale on the tank wall, for example, an
accurate measurement of the level at the wall can be deter-
mined. Again, multiple such systems can be used to account
for the rotation of the tank or an angle measurement sensor
can be incorporated. A preferred implementation is to use
three imagers of a prism designed to display and record the
reflection of a scale on three walls. Such a device can be
mounted in a single location such as 602 in FIGS. 25 and 26
as a simple, low power device.

[0481] Frac tanks and reservoirs may also be monitored by,
in addition to motion and sound detectors, by RF detectors
which may be mounted to the housing of the Frac tanks or
structure around the reservoir. RF detectors would detect
approaching people or vehicle when, for example, a person
has or is using a cell phone or other RF transmitter.

[0482] Monitoring the Flow in Pipelines

[0483] The teachings of inventions disclosed herein can be
applied to remote monitoring of fluid flow in conduits such as
pipes and tubes and in oil pipelines in particular. Several
conventional methods are available for the measurement of
such fluid flows such as Doppler ultrasonic as illustrated in
FIG. 31 and transit time ultrasonic as illustrated in FIG. 32. In
each case, transceivers 622 mounted to the conduit both trans-
mit and receive ultrasonic or sonic waves. For the purposes of
the discussion about fluid flow monitoring in conduits, ultra-
sonic will include those waves in the sonic frequency range.
The ultrasonic Doppler technology generally requires that
there be something suspended in the fluid that can reflect the
ultrasound waves and thus in general would not be applicable
to the measurement of oil flow in pipelines. Although the
transit time example in FIG. 32 shows the transceivers 622
near each other and on opposite sides of the conduit, an
alternate approach is to place them at some distance away and
to time the transmission from one transceiver to the other so
that the time of flight can be determined at each transceiver, as
discussed below.

[0484] Another technique which is applicable when it is
possible to install the apparatus while the pipe is under con-
struction is a turbine flow meter as illustrated in FIG. 32. Ina
turbine flow meter, the rotation of a rotor 623 is proportional
to the flow of the fluid. Rotation of the rotor 623 can be
measured by many methods such as magnetically as shown in
FIG. 33 using a magnetic pick-up device 624.

[0485] The measurement of a pressure drop across an ori-
fice, not shown, is another common method of determining
flow, but can only be achieved at the expense of introducing
an energy loss in the fluid flow. Generally, this would not be
permitted in oil pipelines for example. The use of a Pitot tube
which measures the stagnation pressure or the pressure to
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stop the fluid flow in a particular part of the flow can be an
effective technique and a variation of this approach is the
target flow meter which measures the force on a target 625
placed in the flow as is illustrated in FIG. 34.

[0486] Other well-known flow measurement systems,
which are applicable herein, include positive displace flow-
meters, Coriolis mass flowmeters, thermal flowmeters, vari-
able area flowmeters and others. Any of the flow measuring
techniques discussed herein need to be compensated for envi-
ronmental conditions and be accurately calibrated.

[0487] Theapparatus for monitoring fluid flow in a pipe can
be designed into the pipe installation in order to ensure that
there is no leakage and such systems are now in use. Gener-
ally, they are hard-wired or send their information by telem-
etry back to a control station. A more difficult problem is to
determine whether fuel is being stolen by thieves tapping into
a pipeline distant from the monitoring stations. In order to
combat this theft, pipeline owners have attempted to install
monitoring stations at various points along the pipeline. How-
ever, when this happens, thieves frequently destroy the mea-
surement systems since their locations are obvious. What is
needed, therefore, is a monitoring system that can be retro-
fitted to an existing pipeline and whose presence cannot be
easily discovered by potential thieves. Such a system will now
be discussed.

[0488] Any of a variety of flow measuring systems can be
used depending on the accuracy required and the distance
between monitoring locations. For the purpose of this exem-
plary case, assume that the owner wants a monitoring station
every mile of pipeline so that when a theft is in progress the
owner can determine the location within 1 mile of the theft
site. Assume also that the monitor must not be detectable by
the thief as otherwise he or she would destroy the monitor
either where the theft is taking place or a variety of locations
in order to divert attention from the theft site. The monitor
must be able to communicate with the home or monitoring
station wirelessly, for example, by satellite, cell phone or the
internet if it is available. Since each monitoring unit will be
isolated, it should be battery powered and in order to keep the
battery or capacitor (which stores energy and thus functions
as a battery for this example) small, there should be a recharg-
ing mechanism. Finally, the entire package should be capable
of being inserted into an existing pipe through a hole drilled
into the pipe and then plugged and repainted or covered so
that its presence is not easily detected.

[0489] Such a device and system is illustrated at 630 in
FIGS. 35 and 36. In FIG. 35, two spaced apart sections of a
conduit such as a pipe 640 are illustrated each containing a
sensor assembly or sensing assembly 630. The sensing
assemblies 630 are shown on opposite sides on the pipe 640 as
is conventional but in this implementation the separation of
the sensor assemblies 630 will, in general, be much larger
than the pipe diameter and thus both can be placed on the top
of the pipe, for example, to facilitate transmission from the
associated antennas.

[0490] A schematic of one implementation of the sensor
assembly 630 is illustrated in FIG. 36. An energy generating
system or energy harvesting sub-assembly includes a housing
636 and a rotatable element such as an impeller 632 mounted
to the housing and which is caused to rotate by virtue of the
flow of the fluid indicated by vector 620. Rotation of the
impeller 632 in turns causes a rotor 633 to rotate within a coil
631 generating a current therein. The coil 631 and rotor 633
are arranged in the housing 636. The rotor 633 contains seg-
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ments of alternate polarization as is well known in the art. The
current flows to a housing and electronic assembly 636 where
it is used to recharge the battery or other energy storage
system or element therein (not shown). Each sensor assembly
630 includes one or more flow measuring devices. For
example, ultrasonic (or sonic) transceivers 634 may be pro-
vided and transmit and receive ultrasonic signals to and from
a similar transceiver at another adjacent location in the pipe-
line. Transceivers 634 may be directly coupled to the rotor
633 to receive current therefrom and/or to the energy storage
system to receive stored energy therefrom.

[0491] The sensor assembly 630 can also contain a vibra-
tion transducer 635 which is arranged in contact with the pipe
wall itself and listens for vibrations that are traveling in the
pipe material. The output from both the ultrasonic transceiver
634 and the vibration transducer 635, along with information
from any other resident sensors and diagnostic circuits (not
shown), are fed after appropriate processing in a processing
or control unit (not shown but possibly situated in the housing
636) to antenna 637 for transmission to a satellite, the internet
or other telematics system. Although in this example is it
contemplated that each sensor assembly 630 will communi-
cate directly to the telematics or communications system
(which may be part of or associated with the control unit), this
need not be the case and a mesh, ad-hoc or other network
scheme can alternately be used.

[0492] There are alternative embodiments of the foregoing
pipeline monitoring system which also provide for transmit-
ting fluid flow information from monitoring stations, e.g.,
sensor assemblies 630, along a length of the pipeline to one or
more secure stations that can transmit the data to a satellite,
the internet or otherwise to one or more facilities which
monitor the pipeline for leakage or theft. One method is to
modify vibration transducer 635 so that in addition to listen-
ing to vibrations, it can also excite vibrations in the pipe 640.
Such vibrations can contain information as to the conditions
such as fluid flow rate at the vibrating location and addition-
ally relay information from other similar stations. Thus, the
pipe vibrations become a method of communication at a
speed of about 3.7 miles per second along the pipeline. A
second method is to transmit radio frequency or other elec-
tromagnetic waves containing similar information using an
antenna in the fluid flow, not shown. These methods are
schematically illustrated in FIGS. 37A and 37B. One key
advantage of these methods is that they work well whether the
pipeline is buried or above ground. In some cases, more than
one system can be placed at a particular monitoring location
to provide redundancy.

[0493] Each sensor assembly 630 can be inserted into a
hole in the pipeline which has been drilled for that purpose.
Generally, flow in the pipeline will be stopped while this
installation is accomplished but this may not need to be the
case provided a special device is created to drill the hole and
insert the sensor assembly 630 under pressure while the flow
is ongoing. Since the antenna 637 of each sensor assembly
630 must have a clear view of the sky, and if the pipeline is
buried under several feet of soil, it may be necessary to
connect the assembly 630 to an antenna external to the pipe
640 but buried under a small amount of soil. This, of course is
not a problem for above ground pipelines wherein the antenna
637 may be arranged on an outer surface of the pipe 640.
[0494] For the ultrasonic (or sonic) flow measurement,
each transceiver 634 would send an accurate measurement of
the time that it sent and/or received an ultrasonic pulse which
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could be synchronized by various methods including a GPS
receiver within each sensor assembly 630 that would time-
stamp the messages sent or synchronize an accurate clock
within the sensor assembly 630. Alternately, the minimum
information from one or more GPS satellites would be sent,
such as the time of arrival of a GPS signal and perhaps the
number of cycles received thereafter, along with the sensor
assembly transmission. Since the remote monitoring facility
would know the location of the sensor assembly 630 and the
position of the GPS satellite(s), it can easily determine the
time associated with the transmission or reception of the
ultrasonic pulse at the transceiver 634 of the sensor assembly
630. By these methods, the remote station 641 can determine
the time that each sensor assembly 630 sent an ultrasonic
pulse and when each adjacent transceiver 634 received the
pulse and thus it can determine the flow velocity of the fluid in
the pipe based on the time of travel difference between for-
ward and reverse to the fluid flow transmissions. If it is
detected that the flow velocity decreased at a transceiver, then
the monitoring station would know that, for example, a leak
had developed or that fluid was being diverted, stolen or
leaking. If the transceivers are located at one mile intervals,
then the remote station would know an approximate location
within one mile of where the theft or leak was occurring.

[0495] Each sensor assembly 630 is connected to a process-
ing unit or control unit which may reside in the housing 636
or at another location proximate the sensor assembly 630, or
on or proximate the pipe 640. The processing or control unit
monitors transmission and receptions of ultrasonic waves
from and to the ultrasonic transceivers 634, in the manner
described above, and derives information about a speed of
flow of the fluid in the pipe 640. The telematics or commu-
nications unit may reside in the control unit and be connected
to the antenna 637 so that the derived information is converted
into a signal by the telematics or communications unit for
transmission by the antenna to the remote location 641. In a
similar manner, any information derived by the control unit
from data provided by sensors or transducers is also transmit-
ted to the remote location 641.

[0496] For a thief to tap into a pipeline, he or she would
need to drill a hole in the pipeline and attach a pipe or hose
thereto. The drilling activity would in general create vibra-
tions in the pipe for a considerable distance which could be
sensed by vibration transducer 635. Thus, the monitoring
station 641 should be able to determine that someone is
attempting to tap into the pipeline before he or she succeeds.
To conclude, a remote pipeline monitoring facility using the
exemplary techniques described herein can monitor a pipe-
line to determine that someone is attempting to steal product
from the pipeline before he or she succeeds and also to deter-
mine the location where this activity is taking place. Failing to
prevent the initiation of the theft, the monitoring facility 641
can determine that product is being stolen and again where it
is occurring.

[0497] Ifthe system is carefully calibrated at a time when it
is known that there is no loss of product, then differential
readings from time to time and from station to station would
provide more accurate information than an absolute reading
from a single location. Errors in the devices that existed when
installed or that developed slowly over time can thus be
accounted for.

[0498] In any of the embodiments wherein electronic com-
ponents are used, the components may be designed for low
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power operations. Moreover, any transmission frequencies
can have a low bandwidth to further lengthen use between
battery changing or charging.

[0499] Remote water monitoring is also contemplated in
the invention since water supplies are potentially subject to
sabotage, e.g., by the placement of harmful chemicals or
biological agents in the water supply. In this case, sensors
would be arranged in, on, within, in connection with or proxi-
mate water reservoirs, tanks or pipelines and powered in the
manner discussed above, and coupled to a communication
system as discussed above. Information provided by the sen-
sors is periodically communicated to a remote site at which it
is monitored. If a sensor detects the presence of a harmful
chemical or agent, appropriate action can be taken to stop the
flow of water from the reservoir to municipal systems.

[0500] Even the pollution of the ocean and other large
bodies of water especially in the vicinity of a shore can now be
monitored for oil spills and other occurrences.

[0501] Similarly, remote air monitoring is contemplated
within the scope of the invention. Sensors are arranged at sites
to monitor the air and detect, for example, the presence of
radioactivity and bacteria. The sensors can send the informa-
tion to a communication system which transmits the informa-
tion to a remote site for monitoring. Detection of aberrations
in the information from the sensors can lead to initiation of an
appropriate response, e.g., evacuation in the event of radio-
activity detection. In a special implementation, probe auto-
mobiles or other vehicles can be used to monitor the air on
highways for spills, pollution etc.

[0502] The monitoring of forests for fires is also a possibil-
ity with the present invention, although satellite imaging sys-
tems are the preferred approach.

[0503] An additional application is the monitoring of bor-
ders such as the on between the United States and Mexico.
Sensors can be placed periodically along such a border at least
partially in the ground that are sensitive to vibrations, infrared
radiation, sound or other disturbances. Such sensor systems
can also contain a pattern recognition system that is trained to
recognize characteristic signals indicating the passing of a
person or vehicle. When such a disturbance occurs, the sys-
tem can “wake-up” and receive and analyze the signal and if
it is recognized, a transmission to a communication system
can occur. Since the transmission would also contain either a
location or an identification number of the device, the authori-
ties would know where the border infraction was occurring.

[0504] Above, the discussion of the invention has included
the use of'a location determining signal such as from a GPS or
other location determining system such as the use of time of
arrival calculations from receptions from a plurality of cell
phone antennas. [fthe device is located in a fixed place where
it is unlikely to move, then the location of that place need only
be determined once when the sensor system is put in place.
The identification number of the device can then be associ-
ated with the device location in a database, for example.
Thereafter, just the transmission of the device ID can be used
to positively identify the device as well as its location. Even
for movable cargo containers, for example, if the container
has not moved since the last transmission, there is no need to
expend energy receiving and processing the GPS or other
location determining signals. If the device merely responds
with its identification number, the receiving facility knows its
location. The GPS processing circuitry can be reactivated if
sensors on the asset determine that the asset has moved.
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[0505] Once the satellite or other communication system
has received a message from the sensor system of at least one
of the inventions disclosed herein, it can either store the
information into a database or, more commonly, it can
retransmit or make available the data usually on the Internet
where subscribers can retrieve the data and use it for their own
purposes. Since such sensor systems are novel to at least one
ofthe inventions disclosed herein, the transmission of the data
via the Internet and the business model of providing such data
to subscribing customers either on an as-needed bases oron a
push basis where the customer receives an alert is also novel.
Thus, for example, a customer may receive an urgent auto-
matically-generated e-mail message or even a pop-up mes-
sage on a particular screen that there is a problem with a
particular asset that needs immediate attention. The customer
can be a subscriber, a law enforcement facility, or an emer-
gency services facility, among others.

[0506] An additional dimension exists with the use of the
Skybitz or ubiquitous internet system, for example, where the
asset mounted device has further wireless communications
with other devices in, on or near the asset. Tagged items
within or on the assets can be verified if a local area network
exists between the off asset communication device and other
objects. Perhaps it is desired to check that a particular piece of
test equipment is located within an asset. Further perhaps it is
desired to determine that the piece of equipment is operating
or operating within certain parameter ranges, or has a particu-
lar temperature etc. Perhaps it is desired to determine whether
a particular set of keys are in a key box wherein the keys are
fitted with an RFID tag and the box with a reader and method
of communicating with the off asset communications device.
The possibilities are endless for determining the presence or
operating parameters of a component or occupying item of a
remote asset and to periodically communicate this informa-
tion to an internet site, for example, either directly or by using
a low power asset monitoring system such as the Skybitz
system.

[0507] The Skybitz or similar system can be used with cell
phones to provide a location determination in satisfaction to
US Federal regulations. The advantage of this use of Skybitz
is that it is available world wide and does not require special
equipment at the cell phone station. This also permits an
owner of a cell phone to determine its whereabouts for cases
where it was lost or stolen. A similar system can be added to
PDAs or other CD players, radios, or any other electronic
device that a human may carry. Even non electronic devices
such as car keys could be outfitted with a Skybitz type device.
It is unlikely that such a device would have a 10 year life but
many of them have batteries that are periodically charged and
the others could have a very low duty cycle such that they last
up to one year without replacement of the battery and then
inform the owner that the battery is low. This information
process could even involve the sending of an email message to
the owner’s email stating the location of the device and the
fact that the battery needs replacement. A ubiquitous internet
system can be used in place of the SkyBitz system when it
becomes available.

[0508] Although several preferred embodiments are illus-
trated and described above, there are possible combinations
using other geometries, sensors, materials and different
dimensions for the components that perform the same func-
tions. At least one of the inventions disclosed herein is not
limited to the above embodiments and should be determined
by the following claims. There are also numerous additional
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applications in addition to those described above. Many
changes, modifications, variations and other uses and appli-
cations of the subject invention will, however, become appar-
ent to those skilled in the art after considering this specifica-
tion and the accompanying drawings which disclose the
preferred embodiments thereof. All such changes, modifica-
tions, variations and other uses and applications which do not
depart from the spirit and scope of the invention are deemed
to be covered by the invention which is limited only by the
following claims.

1. An arrangement for monitoring a structure at a fixed
location, comprising:

a sensor system arranged to obtain information about the
structure or an interior of the structure different than the
location of the structure; and

a communication system coupled to said sensor system and
being provided with a location of the structure, said
communication system being arranged to transmit the
information about the structure obtained by said sensor
system and the location of the structure to a remote
facility.

2. The arrangement of claim 1, wherein said sensor system
includes at least one of an electromagnetic sensor, camera,
ultrasound sensor, capacitive sensor, chemical sensor, mois-
ture sensor, radiation sensor, biological sensor, temperature
sensor, pressure sensor and radiation sensor.

3. The arrangement of claim 1, wherein said sensor system
includes at least one of an intruder sensor, a fire detector, a
smoke detector, a water detector and a pollution sensor.

4. The arrangement of claim 1, wherein said sensor system
is arranged to periodically obtain information about the struc-
ture and provide the information to said communications
systems which transmits the information to the remote facil-
ity.

5. The arrangement of claim 1, further comprising a power
source independent of a power grid extending outside of the
fixed structure for providing power to said sensor system and
said communications unit.

6. The arrangement of claim 1, wherein said sensor system
further comprises an initiation device for periodically initiat-
ing said sensor system to obtain information about the fixed
structure, further comprising a wakeup sensor system for
detecting the occurrence of an internal or external event, or
the absence of an event for a time period, requiring a change
in the frequency of monitoring of the fixed structure, said
initiation device being coupled to said wakeup sensor system
and being arranged to change the rate at which it initiates said
sensor system to obtain information about the fixed structure
in response to the detected occurrence of an internal or exter-
nal event by said wakeup sensor system.

7. The arrangement of claim 1, wherein said sensor system
is controllable by the remote facility to obtain information
about the fixed structure.

8. The arrangement of claim 1, wherein the fixed structure
is a house, boat or airplane.

9. The arrangement of claim 1, wherein said sensor system
includes an integral energy providing system and is wire-
lessly connected to said processor.

9. A method for monitoring a fixed structure, comprising:

arranging a sensor system to obtain information about the
fixed structure different than the location of the body of
fluid;
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obtaining information about the fixed structure via the
sensor system; and
transmitting the obtained information about the fixed struc-
ture and the location of the fixed structure to a remote
facility.
10. The method of claim 9, further comprising wirelessly
coupling the communication system to the sensor system.
11. The method of claim 9, further comprising:
monitoring an environment around the fixed structure to
obtain information about the environment around the
fixed structure; and
transmitting the information about the environment around
the fixed structure to the remote facility along with the
information about the fixed structure and the location of
the fixed structure.
12. The method of claim 9, further comprising periodically
initiating the sensor system to obtain information about the
fixed structure.
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13. The method of claim 9, further comprising:
detecting the occurrence of an internal or external event, or
the absence of an event for a time period, requiring a
change in the frequency of monitoring of the fixed struc-
ture;
changing the rate at which the sensor system obtains infor-
mation about the fixed structure in response to the
detected occurrence of an internal or external event.
14. The method of claim 9, further comprising:
arranging at least one reactive system to adjust a condition
in the fixed structure; and
controlling the at least one reactive system by the remote
facility based on the transmitted information about the
fixed structure obtained by the sensor system.
15. The method of claim 9, further comprising controlling
the sensor system via the remote facility to obtain information
about the fixed structure.
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